>> Michael Jenkin: Could you take your seats, please?eWeing to start the afternoon session
on Business to Consumer or B2C: Business as SellelReraht Developments. And this is going
to be a two-part panel session and discussion, and our abhoidienr this session is Graham
Branton, who's a member of the Consumer Policy CateenBureau and has been for a number of
years. And Graham is the Deputy Director of ConsumeérGompetition Policy at the U.K.
Department for Business, Innovation and Skills. Soh&ra I'm going to turn it over to you.

>> Graham Branton: Thank you, Michael, and good afterneaarybody. This is the last session
of a long day, so we're going to try and make it snapfdypassionate and forceful and exciting. [
Laughter ] And I've told all my panel members that they'va@obe brief and they've got to be
punchy and they've got to be passionate, so let's hopeigdbdy the challenge. The first thing |
wanted to do was just to have a straw poll of all theoleeim the room who -- how many of you,
firstly, have bought things over the Internet? And mmww many have actually bought across
borders? That's more than we expected. Yeah, stiggeinteresting. Okay, let's move on to the
session. What are we trying to do in this session?, WW&about the new approaches that
businesses are using to exploit the Internet and theic@mnschallenges that that's throwing up.
When | say "new," | mean new since 1999. So, that'alhtitat new in the context of e-
commerce. But we're particularly interested in theghithat are happening now or have happened
recently or are about to happen soon and the consuptecpon challenges that those throw up.
We divide the session into two panels. The first casegrbusiness representatives, and I'm going
to ask them particularly to talk about the business plashs$heninnovations that business are
coming up with and to reflect on what challenges they fmyssonsumers and perhaps what
solutions there might be to those challenges. I'm goiragk them to speak for about five minutes
at the start, and we're going to have, hopefully, plefitime for questions of issues arising
afterwards. So, please, think of your questions and emerand stick your hand up when we get
to the question time. And the second panel will thenboeitaa mixture of consumer and academic
and other representatives, and they're going to talk madepth about the consumer challenges
and the extent to which they require the guidelines, BE€Mguidelines, to be changed and
updated. Okay, so first I'm going to just quickly introducettueel. On my right -- right but one -
- is Susanne Czech, who's the Secretary General &lutlogpean E-commerce and Mail Order
Trade Association, which is called EMOTA. Next to mdlastair Tempest, who's the Director



General of Public Affairs in the International Fedenabf Direct Marketing. On my left,
immediate left, is Tod Cohen, Vice President of Goreent Relations for eBay. And next to him
is Jane Horvath, who's the Senior Privacy Counsel éargle. And on the far left is Mr. Alexandre
Nilo Fonseca, who's the President of the Portuguese en€uora and e-Marketing Association and
also the Director-General of Marketing of a companyedaontrolinveste Media. So, a fine
panel. Welcome to them all. And now | shall ask Susémget the ball rolling with the first
presentation. Thank you.

>> Susanne Czech: Thank you, Graham. Good afternooes ladd gentlemen. It's a great
pleasure and a great honor for me to be part of thiséassion of today. | brought slides. | have
now this advantage, so to say, to be part of the lastose That means that most of what | had
planned to say has already been said by the previous speBkegr®n the other hand, we have
heard so many interesting presentations, and it hasablegig day, so it may look for you like a
summary, but this has also its merit, per se, I'd $#xt slide, please. Shortly about EMOTA,
because many of you may not be familiar about what itNe represent 23 national e-commerce
and distant selling associations. You can see in thgereolor in which countries we have
members, and we are based in Brussels. Past yearsd®va continued growth of home
shopping, and it has become the dominant trend in retaiivig have heard quite a lot about that
today, but, again, | would like to show you the trend e-davelopment in Europe. Those are
figures that you can see here collected by the EuropeastiSgtOffice, Eurostat. And we have
seen this morning by David Mair from the commission -h&e also forecasts for 2009, which was
about 37%. So, the trend is quite clear. The e-comamemgrowing and growing. More and more
people are trusting in this way of doing business and buying.hd\e heard the forecast from
Forrester for 2013. It was $229 billion turnover which iefast. And | read in the UCD report
the 66% figure of Americans who buy online. So, to remmd 8/so, this impressive figure that
we have heard from Dr. Moon about Asia. It was aremee of 527% of Internet users within
seven years, so that's really impressive. So, we weated to be passionate by our moderator, so
I'd say it's a revolution going on in retailing, reallpdave are living the beginning, because
remember also the presentation we heard from Ms. Bar@ycile, on the developing countries,
and | imagine the potential is still there. So, I'd theyworldwide roll-out is still to come. Next
slide, please. To do business at the distance is not BBYOTA is representing already the



interests of this kind of business for 40 years. But \slsatimpressive and so exciting is this new
channel of e-commerce. And you can see on this slidiiencolor a breakdown of how the
Internet, within this distance-selling business, has dpeelo It is already an average in Europe of
63%. And the development is not the same, as you cabugge remind you what was already
said this morning by Mr. Sepe that the broadband acceseméntaccess, development has a direct
link, and it may also explain why it's not at the saewel all over Europe. But you can see the
telephone still plays a role, as well, and mail, thetinternet, it's clearly the dominant trend. Next
slide, please. Here we talk about consumer empowers®tiie consumer control in electronic
retailing is at an all-time high, I'd say. E-tailing medar greater choice and convenience. We
have also heard that quite often the Ambassador wasgcilthe priceless benefit for, for instance,
women who have the challenge to combine family with aashelimng job. E-tailing means greater
market transparency. Transparency, | think, in many résggea key word in this kind of
business. Competition empowers consumers by encouragilegdta deliver value. So, now we
see in the distance-selling business three groups of,-ysa have the traditional distance-selling
companies, the mail-order companies who have developedtisness model and extended their
channels via which they do business, adding the Interne&mn Jidu have the pew players, and then
you have more and more the high-street retailers thablyge. So, this is a very sharp competition
environment, and then this adds to all those possibiliteshle consumers now have to exchange
information for the blogs and so on. So, if you do ndivelevalue, you will quickly be kicked out
from the market as a trader. And consumers can clibes®mpany that best then serves their
needs. The companies, so to say, they come to thg tiwom on a screen, and they can very
quickly click from one to the next and see what sethies interest best. Next slide, please.
Something we have also heard quite often already today think it's worthwhile repeating it
again. The Internet is an opportunity for retaileregerate on a European scale -- cross-border
business that had been mentioned so often. So, wételgfimelcome every initiative which

would help of assistance to make this cross-border busanesdity. We are in close contact also
with the European Commission on this. We have heardtdbeir ambitious project to harmonize
European rules so we can subscribe to this and encous@entmission to do that. To share
with you, maybe, this figure -- one-third of European ciizevould already be ready to buy from a
foreign website if it were better, cheaper, or if fneduct simply would not be available on their
market. Next slide. And this is my last slide. Fromdestions which we were invited in the



program to answer, | have picked out two. One is onligenpat. Actually, of course, you are in
this conference focused on the consumer perspectivedgegau must need a secure payment
method, but | should invite you to think also the fraud edpo®vith the today existing payment
methods of retailers. Credit cards is a payment matbhbdesigned for the online world. So, we
would hope that there is some innovation on the sig@aphent providers that the systems become
more secure for both sides -- for consumers, but alscefailers. There's, of course, also this risk
of not being paid. And, of course, the consumers haiedbncerns, as well. And previously
largely debated, that will certainly be a topic on toplbdar agendas. Again, the key word here, |
think, is transparency. Consumers need to know what hapygtntheir data. And also education
-- when is making, what happens, what's done, so it reladlyld not be so that they really feel like
children -- like not adults, | think it was mentioned thaty this morning. So, consumer
confidence, trust, transparency -- these are key wowds want this kind of business to go on to
the satisfaction both sides -- of consumers ancettsadThank you. That's it for me.

>> Graham Branton: Thank you very much, Susanne. Theoideompanies coming into my

living room is certainly -- certainly very vivid. Let'®pe they can't look in. But, anyway --

>> Susanne Czech: This is the next step.

>> Graham Branton: Yes. I'll move straight acrasAlastair Tempest. Alastair, please.

>> Alastair Tempest: Mr. Chairman, thank you very mustteed. Ladies and gentlemen, thank
you -- the FTC and OECD for setting up this meeting.inktit's extremely important. | was
reminded at the beginning of the meeting, when the chaiohtre FTC was talking, of an issue
which we deal with on spam. We are a member of a tlahgdcthe London Action Plan, which is
an extraordinary organization. It's an organization nougdef the regulators. The FTC has the
secretariat of it. | know the actual person who rumsat the back of the room now. So I will
share -- | will try to save her blushes. And therals® the enforcers. And there is business. The
London Action Plan has been going for quite a considetatlount of time. And every time we
meet, we see exactly the issue that Mr. Whitaker pdinut at the last session -- this tremendous

difficulty of trying to persecute -- no, sorry, persecuteo, trying to prosecute -- | beg your pardon



-- trying to prosecute -- whoops -- trying to prosecute fraudperators, spammers, and the
difficulty that that's caused, not in the cross frenst, but also even within countries, between
criminal law, administrative law, and commercial lalwvant to make that as a point, because |
think it's very important when we look at how the develept will happen in this business of e-
commerce. Going back to David Mair's point earlier todagne so many of the online businesses
do not wish to sell across frontiers. | think the magesue, certainly as far as we're concerned,
certainly as far as FEDMA is concerned, we receivd aflquestions from merchants which we try
to help and guide. The problems that they face are nealigly legal problems, and they're
aggravated by the fact that everyone nowadays operatesyylow profit margins. If you have

you a low profit margin, obviously it makes a big differencl'he old problems of logistics do still
exist. That as Dr. Sepe pointed out earlier todaysti@giare not so much of a problem any longer.
At least for businesses, they know more or less biegt¢an be guaranteed a price and a time at
which the product is going to be delivered to the consui@erit's not so much of a problem.
Payment systems, Susanne has just mentioned, aengtiue. But, again, they are improving.
PayPal, et cetera, et cetera. Taxation is stilbsme, of course. Getting back to legal insecurity --
the issue that we get faced with or with which peopteuasa lot about all the time. Legal
insecurity concentrates on three different asped® fifst one is perceived concerns over
contractual law and applicable law. Merchants becoeng aoncerned about the unevenness of
national law. And we've heard this time and time agadhfferent ways during today. And they
just don't want to be caught up in some lengthy regulat@yrry -- lengthy court case outside
their own country, in particular. And they do talk agstnthemselves. There is -- Giuseppe
Abbamonte mentioned it in the last session -- this bigtipreof the Rome and Brussels
conventions, which will apply, which will mean that eye@ne will have to apply different laws to
their contracts. And | think this will be an enormouslgem -- an enormous problem in the
European Union for any merchant -- online merchant -- bgvall, and particularly small.
Secondly, of course, the issues of privacy, which arg @omplex and which vary enormously
between the different OECD member states. So Wegteafe than sorry as a merchant, better not
to do any business rather than do business and get cauigitarample, Spain, where you can be
fined a very, very large amount of money for breakhmggrivacy legislation. And there's a
guestion of advertising. That is probably, actually, gaest difficult problem because in most
countries, legal, decent, honest, and truthful prinsipliich are well accepted. Sales promotion



issues, though, are perhaps not quite so easily solvablg sales promotion differences and sales
promotion laws do exist a lot. So why are e-merchantghy do they remain cautious about
cross-border sales, and what can be done to solvprgidem? I think we have to remember --
Again, Hugh Stevenson mentioned that most -- The vastrityeof sales online are anything
between 10 and let's say 1,000 euros or dollars or whateudikg to say. So most of them can be
done by SMEs. But SMEs don't have the resourcesdib@ty have the army of lawyers, they don't
have the army of consultants to help them. Sobe#isafe than sorry. And I think today, in
particular, talking to some of the financial backers, loggtalso, that financial backers, and that
includes not just banks but so-called angels -- finalagigéls -- very often do not encourage SMEs
to sell across frontiers because they say it's goifg ta problem. So, what do we need? We need
the OECD to relaunch this and to try and encourage moss-border sales. Thank you very

much, indeed. [ Applause ]

>> Graham Branton: Thank you. Thank you very muchag interested to hear that businesses
are now guaranteed the prices and times of delivery. t8uesas a consumer, the times of
delivery that you're given are worryingly vague, and thedgdmn't always arrive at the right time.
But I'm pleased to hear that it's at least improving ftbenperspective of the business, and perhaps
for consumers, too, it's getting slightly better. Butyway, let's move on to the next speaker, Tod
Cohen.

>> Tod Cohen: Hi. Good afternoon, everyone. | think aéise 10 years is really about being a brief
open window in which we saw some of the benefits olbglization succeed for consumers, and
our great concern at our companies is that that windbweirgy closed, that the real danger over the
next 10 years is really about what | call the "rebailka@tion” of the Internet and the closing of
opportunities for consumers and SMEs around the wordd.me give you a few examples. So,
one of the things that the Internet has done has prowidet greater price transparency. But it's
also allowed, and we've seen an increasing amount ajvbisthe last two years, the ability of
large brand owners and retailers to impose retail-prai@tenance and retail-price fixing across
Internet suppliers that seek to sell at lower prices.béen a phenomenon that we've not only
found here in the U.S. but increasingly in Europe dswl ia parts of Asia. So what we see for
consumers is that the benefits of the Internetathity to buy things at a distance at lower prices



and have it delivered to their own door, are being cla$ieshore and more by the interests of large
players who want to make sure that price discrimamationtinues to exist as it does in the offline
world. They want to extend it to the online world. Suuachaser of a good that they could buy in
Hong Kong that's authentic at a lower price that thisgHkong seller would be willing to sell
overseas, once they got over all the logistics, v8 being blocked at the borders, not because the
items aren't authentic, but because the items areéhibhwhe price or selective distribution model
that this particular retailer or brand owner has chdseut into place. So the one thing we would
ask the OECD to do over the next 10 years is to stopetiakanization of the Internet, to open up
more so that consumers benefit more from the berté#it the Internet is all about. One of the
classic examples of this is EU regional exhaustiopéwallel imports. There's no reason for it to
exist other than price discrimination against consumeEimpe. But yet it becomes an area in
which to discuss it means that we're somehow putting editttine basic foundation of European
businesses. And what we have found is that globalizationldn't only be a one-way street for
manufacturers and retailers to move the jobs andtherpation overseas and yet prevent the
benefits of lower-price supply going to their own homestmners. So that's the message we have
today, which is the OECD for the next 10 years -- Lieeke sure that when we visit again in 10
years in the future that we've not found a rebalkanizesiret.

>> Graham Branton: Thank you very much. | asked for jppand passionate and short, and that's
bang on. Thank you very much. We'll come back and dissuse of these points in a few
minutes, but let's crack on with the presentations. Blaneath.

>> Jane Horvath: Hi. | want to thank you for inviting toeparticipate today. And as Google's
Global Privacy Counsel, I'm going to switch gears a liftleand talk about privacy and some of the
innovations that companies are building to make conssifaet more secure online and trust us
across the globe. | did have the benefit of sittimgugh the FTC's presentation yesterday, and |
have to apologize that | wasn't here earlier today,rsay be repeating something that was said
earlier. So please bear with me. Yesterday at thikskop, there were a few findings that | found
were interesting about what consumers are lookingvf@n they're online. Consumers say that
they care about privacy, but they don't change theindi@haThat was one of the things that one

of the panelists said. Many of the panelists said gsrsay that consumers are very, very



concerned about privacy, but when it comes to turning andheng, do they really indeed exhibit
that behavior? Consumers like the Internet. On Chmerday in the U.S., over 100 million U.S.
consumers transacted -- made a transaction -- dntém@et, so they like to use the Internet to buy
things, to socialize, to find information. The distinatbetween online data and offline data is
disappearing, so we're having a convergence here. And itaty, fthe bottom line is, is industry
needs to do more to make consumers trust the Intéorfegl more secure on the Internet. So a
guestion was asked yesterday, do the current regulatorgvrark still apply? Does notice and
choice to the OECD privacy principles apply? And | woulgliarthat they are still very, very
effective and that it's technology that's changing,taoldnology is enabling us to provide notice in
other ways than in just a mere privacy policy. Faregle, we recently launched at Google a tool
called the Google Dashboard which puts in one place oalsié the ability to see, what does
Google know about me when I'm signed in to Google? I€syesingle product listed. You can
see all your recent transactions in connection wk phoduct on one Webpage. It's a tool that
provides increased transparency. So the notice principlepplies. Another one, individual
participation -- the ability to access your data, thehDaard applies. Another tool that we just
launched is Google Data Liberation, which was a comenitt by our engineers to say that when
you sign up to Google, you shouldn't be walled in. You shbelable to take your data with you if
you're not satisfied with the service. So when wedhad Gmail, we did that with that in mind.

So if you decide you no longer want to be a Gmail usercgowexport all your data over into
Microsoft, to Yahoo! And we have committed to do thahvevery single one of our logged-in
products -- the ability to export your data. And the thirdghhat we did when we launched our
behavioral targeting product that we call "interest-bashertising” is there had been many, many
complaints that there was automated decision making ldeing about consumers. They were
being targeted and categorized, and they weren't ableuallgctee what their categories were that
were being -- that they were being targeted on. For égampm shopping for a car, was | keyed
in as an auto lover? Or, even worse, if | have deyevas | categorized as having diabetes online,
and some company knows that | have that, and that'$'miseeing ads for diabetes? So we
decided to open up the box when we launched our interesi-bdsertising product, and we
launched something called the Ad Preference Manager. Andeweepleased that yesterday
Yahoo! has also launched a tool, that | also havaydhat BlueKai had launched the tool before

us, as well. And what these tools do is they allowes ttsgo to them, and it will read the cookie,



and it will say, "These are the categories that weaaggeting advertising on for you.” And we also
made a commitment when we launched this to not targetrmitive data categories. So we have
blocked what the European Union data-protection directiMeaefs "sensitive data categories”
from targeting. So you'll never be targeted according to namg, according to a disease that you
might have, according to your financial status -- if yoa'debtor or you're in debt. And you can
see by going to this tool, it allows you to add categ@mekdelete categories. And so it gives users
more granular choices. And one of the things thatenseen here is that four times as many
consumers are going to the tool and changing their prefese as opposed to just opting out
entirely. So consumers are engaging with these tdas.times as many people are coming there
and not doing anything at all. After they read and the&letstand what's going on under the box,
they feel more comfortable with it. So | think thatibesses can do more and that the OECD

privacy principles are still alive and well. Thank you.

>> Graham Branton: Thank you very much. Let's moveodhe last presentation. Mr. Nilo

Fonseca?

>> Alexandre Nilo Fonseca: Good afternoon, again. Tlyaokvery much for the invitation that
we've got to be -- we have received to be here todayeTairly honest with you, it's usually on
Internet, on e-commerce, or e-editor -- any "E" stinet-- conferences. Usually there aren't
many men with ties. So you can see here that thidiffesent conference. [ Laughter | My
challenge to you -- And I'm a businessperson. I'm a megkeand | want to talk about in my
presentation, to give you a different flavor from whas been said today. And | want to basically
talk to you about three things that | believe ardyfamportant to businesses. And I'm not talking
about the major businesses, because those are théhahedthough they can benefit from the
Internet, they are well-known to their consumersar is actually what consumers trust more.
This is a fact. So, really, the challenge is forsthoompanies, usually small and medium
businesses, that are not as well-known as big compamiesslly use the Internet as a selling tool.
So let me just briefly go through these three pointseyTiook a lot, but I'm trying to stick to the
five minutes' rule. So trends in consumer behavior. ébiomas it's difficult to look at the future
and try to understand exactly what are the key things.toBag honest with you, if you think about
-- Well, go back to 1999, and could you imagine that the biggéster of music would be Apple



or that, for instance, the biggest maker of camerasdamiNokia? So those are really different --
The differences that we have seen or the changew¢hhhve seen in this 10 years are really
amazing. And so | think that we should forecast someklibat's going to happen in the next 10
years and understand what the generation that has16daars old would look like when they are
25. And this is a big challenge, because these guys atieaskihg. They don't really care about
privacy. If privacy -- They are willing to give informan if they get something out of it. So it's a
totally different mind-set from our generation. But veed to build the legal framework to work
for the next 10 years. So how can we build a legah&work in the privacy laws, and everything,
thinking about what's the reality today. We have to thitiktle bit about the future. Let me give
you just some hints that we have from consumer-behatudies. Broadband is really a key issue.
Every country that has a big broadband penetration hasyalstla big e-commerce penetration
use. And this means that users want to have a fashéntéhey want to have transactions that are
being done fast, but they also want to have online whatall@ near-reality experience, which is
basically to have -- to see the product, to see then&tion using videos, 3-D applications, things
that could change their world or the way they visualmeeproducts or the services using this type
of technologies. For instance, today you can see Huateh looks like and use a 3-D tour and see
exactly how it looks like. You don't have to go thbefore. So these are the things that need to be
online, and the consumer love this stuff. So this isethimg that resellers do have to take into
consideration. The other thing is what we call the "jasiyou” concept, which is basically
produce or give to consumers products and services thatiirobthem. For instance, a very
interesting concept is iTunes Genius, which basicalgcsgthe music that the consumer have on
their database and provide them with other choices winichimilar to the taste of what they have.
So this is basically using information of the consumdratwheir tastes are based on what they
listen, and give them other choices for them to bliye other thing is using the concept of Avatar,
which is basically adding another "yourself," but use ¢hiscept on an e-commerce base. For
instance, a very good example is My Virtual Model, whgchasically you give your information
about your body, shoe size, all the measurements ofogmly. And with it, so you build your own
"virtual model," and with that, you can go to shoe storedothes stores, and you don't have to
give any information about the size of the clothesdoise they will provide you that information
up front, so you don't need to know if you are a 36 or ar4®hatever, because with the
information that the store has, they can give tloelpets that you need. The other thing is mobile.



Mobile is really something that is catching on, andhalretailers have to look at mobile as a very
important tool to make e-commerce. For instanceetharvery interesting new development
which are what is called "smart codes," which are b#lgi2-D codes like a code bar, but it's in 2-
D, and it can relate all the information that you hamehe offline world to the online world using
a mobile phone. So something like this -- You see l@lde announcing the concert of Madonna
next week, and there is a smart code there, and withrgiobile, you can buy the ticket, you can
download music, you can do everything with your mobile. $onhects the offline world to the
online world. So these are the types of things thatlees need to understand are changing our
world. The other thing is what we call the multichameddtionship. The consumers don't care if
you have a part of the company dedicated to offline andttiex one to online. This has to be
integrated. So the consumers today expect that,dtarioe, your bank has branches that will have
an online service and also a telephone answering systemcannot survive if you don't have all
the channels available to the consumers. And thigisdame thing for retailers. Retailers have to
provide multichannel access and integration to the comsubast thing -- communities and social
networks. These are very important. Consumersnégeacting -- Millions of consumers are
interacting today in social networks. And also theyiateracting in communities that are
specifically related to their interests. For instamseMs. Moms like to interact in sites dedicated
to motherhood. Either because they are getting pregndogicause they are pregnant or because
they have been pregnant. So -- And the reality isthieat interact -- | can change the subject and
go to pet lovers, like dogs, like cats, whatever you cagine. So this type of communities where
consumers are really interested on something very gpeaif be addressed by resellers also to
address these tastes to the products that they are galativer to these communities. And, once
again, privacy. Privacy -- It's something that is wifferent, probably for us, or for a 15-year-old.
And these guys are going to be the customers in 10 yeaes' So let's try to understand exactly
what this new consumer is and what is going to beem#éxt 10 years. It's our belief that -- And
I'm not going to spend a lot of time here. It's ourdb¢hat it's important to make an effort to build
trust certification. So it's our understanding that oetBurope and U.S. and other countries, there
has to be a common policy for trustmark programs -- aothie consumer in the U.S., if it goes to a
European site, knows that this is certified and the atlagraround. So there has to be a program
and a development around certification. It's very irtguar It will increase company and
consumer confidence. It has to provide online tradersamitinstrument that verifies and shows



the commitment to comply with the law and also wité best practices. And it can provide the
consumers and companies with an effective and fast dispsiéution system. So this is
something that we feel that's very important. I'm notgtiimough all of this. It's going to be on
the presentation. But we believe that auditing and targtishould be very comprehensive. We
have seen that, for instance, in Europe there areadavays of building the trustmark programs,
and some of them are not good enough. What | meaati€ glou give a company a set of rules
and they just have to say that, "Okay, | will compiffmthose rules” -- This is not a trustmark
scheme. Because there is no audit, there is no clgegkhow reliable is that e-commerce player,
how willing is he doing all the things which are importimtthe consumers. Just to end, | think
that it's important to also -- And this is a challengthldor OECD, but also for the associations in
each country -- The representatives of the e-comnoanmpanies in each country should also play
a role in terms of the promotion of e-commerce, & &k a participant in the definition of the
legal and fiscal framework, the definition of standaesh&l, of course, in order to accelerate the
adoption of e-commerce. So that was basically whaté to tell you. Thank you very much,
once again. [ Applause ]

>> Graham Branton: Thank you very much. There wasdbprovocative food for thought there.
I'm not sure | like the idea of an Avatar who is shapeattlike me. [ Laughter ]| don't think |
could bear to look at my own image online, let alone #eintb shops with people knowing that
was what | actually look like underneath my clothes., Bayway -- Okay, anyway. Let's move on
now to some questions about some of the issues raisex tAnd there's a hand up already, so I'll
pass the microphone to David Mair over there. Thank you.

>> David Mair: Hello. 1 think there's a very powerfuigpoken assumption behind all of our
discussions today, which is that e-commerce is a googl #md we think we need more of it for
everyone because of the benefits for consumers aded &nd integration of our economies and all
those things. So | think we're all agreed on the direeti®avant to go in, which is more e-
commerce. But my question is, how will we know whenget there, where we are? People say
the level of e-commerce is maybe 5%, 6% of trade. \&wtof number should we be getting to
when we know that we've reached the right point elgecommerce is developed as it should?

What will success look like when we should stop worryibgua business confidence or consumer



confidence or regulatory barriers or whatever it isat$hreally what | wanted to know, is where is
the point that you, the business community, think willHeeplace where we can say, "Okay,
enough. That's where it should be," particularly whanlgok at, you know, digital maintenance
coming into the economy now, whose perception of okeeaf e-commerce is perhaps very
different to the perception of people in here. And theye looking to spend, certainly, a lot more
than 5% of their income online. Thank you.

>> Graham Branton: Thank you. A very simple questidfhat does success look like and where
should we stop or where should we be happy when wetehed? Perhaps start with Tod on that

one.

>> Tod Cohen: | think there's a lot more of e-comméne#s blended with offline. You're going
to see a trend over time when we won't think of it anynasre-commerce. It will just be retailing.
It'll be a portion of retailing. And what we see tisis- Our research shows that the vast majority
of purchases for certain categories of goods, the @seacurs online, and then the purchase
occurs offline. So for automobiles in particular, | mestaggering numbers of people do most of
their research ahead of time online and then go andhiryautomobile offline. So there is an
enormous amount of this blending, so | think over time,rgaever going to see a specific number
where e-commerce has hit its peak. | do think we'reggirsee -- And | do hope that the cross-
border nature will increase and be a significant incnggsortion. Right now just for the eBay
platforms, we see around 20% of our transactions argrmog cross-border. And we think that
that obviously can go much higher. | don't know whatdpecific number is, but we think that
there's a lot of growth still there.

>> Alastair Tempest: Thank you very much. And I thinkstly, we could never as business stop
worrying about legislation and regulation. If we did tlegulators won't have been doing their
jobs properly. But in terms of how far we can go, ad %$aid, it's never ending. | mean, we will
move slowly but surely into a mixture -- a multichanmexture of selling across different forms of
retailing. And it can be by, for example, downloading mosiby going into shops and buying
things. | think the environmental issues that we will ds®, that we also face, may also make a



big difference to us, where people will be less intexgst going into shopping malls and buying
things and more interested in having things brought to hoenes.

>> Graham Branton: Thank you. Actually, I'll move orttie next question, because | think there a
few other questions. I've got one from the Google modehatar, which I'd like to read out to you.

It says, "Search engines have the power to rank Webpagdst Websites in an order that they
determine, which can make or break a business. Whatamiealis are needed to ensure that search
engines and large intermediaries are fair and neutiaiitf 1'd perhaps add one there about price-
comparison Websites, which can also influence purchd'selke to put that question to Jane, if |

may.

>> Jane Horvath: Well, | have to give a disclaimiam a privacy counsel, not competition counsel,
nor do | -- The search algorithm, | mean, it hastoain secret. It has to remain -- And | think
Microsoft would agree, and everybody else who has a iptapy search algorithm, because if
businesses could then game the system, then consum@sivw longer get the information that
they want. And | think that -- | think that if you disse the process by which a search algorithm
ends up returning results, then you've disclosed the szare¢. And then we already see search-
engine optimizers placing false sites -- you know, buryodeaowithin their site so they appear at
the top of the search engine, and maybe you're searctingdrmation about dogs, and the top
result is about -- You think about dogs. You click gmaitd it's about something -- selling Viagra.
So, you know, | think there's a balance. But I, agasgldim this as not my area of expertise. It's
privacy. Thanks.

>> Graham Branton: Does anyone else have a commehtsoquestion?

>> Tod Cohen: | do. | think that when you get to seamfine optimization and ranking, | mean,

it occurs with us. | mean, we're a massive searcimemy the eBay side, and our determination as
to what listings come up has an enormous impact, obviposlthe success or the outcome of that.
And | think that, to a certain extent, it gets gamed oh butes, all right? Proprietary companies--
We game our system, all right? We seek to have rabaltsead to better buyer experiences. So

it's not simply the -- It's unfair to say that it's nost one side, all right, that -- And the important



part is the consumers know that. So we saw thisthélTC's discussion a few years ago with
regard to paid search -- that it does need to be distldseean, | think the real challenge in this is
on the mobile platform, because that's where -- Aatishivhere the real difficulties come into

place, because information that can be shared anddatamies useful to consumers is much harder
to do on tiny screens. And that's where the real algdle on this -- Meaning the traditional
computing setting -- A lot more disclosure can occur, alod more information can be provided to
consumers. Whether they use it or not, it's an openigne®ut | also think that, therefore, there

is a significant role for regulators to be in thesecepabecause if we only rely on consumers, we're
never going to be able to provide the safe experiencesahstimers need and want.

>> Graham Branton: Thank you very much. I've got amajbestion here. Etelvina.

>> Etelvina Andreu Sanchez: Thanks. | have questions,rBuAfexandre. | don't think that there
is a difference between nowadays, 15 years, boyslsy gid when | was 15 or 16, | never cared
then about my privacy, neither. | think that these eéllat It's not a difference, really, between
generations. | think that we always think that...arediht, that we were, but we are not so much,
except on the age. When they arrive to have 25, andtbetter that they have put today without
not... It does prevent them from obtaining a bettier for example. Then they will realize that it
was not a safe thing to do. But nobody thinks...to i&ver 16. You are just interested in other
boys or girls, saying, "How fine you are," or something tka&. But afterwards, Mr. Cohen, you
are a little worried about the kind of platforms thiédva consumers to shop to other consumers,
thinking that they are consumers, but maybe they adersa | mean, they believe that they are
basically on a C2C basis when maybe it's a B2C basisex@omple. And which are...for example,
your company is asked to ensure the consumers that A aihicalled consumers are really
consumers or, for example, that minors cannot...aotgithrough your platform. Thank you.

>> Graham Branton: Okay. I'd like to deal with thetfpsint first, please. Alexandre, do you

have a view on that?

>> Alexandre Nilo Fonseca: Yeah. Well, getting backaonger -- Well, basically, my point was
regarding the generation itself, which is totally diéfietr from ours. It's not in reality the fact of if



the person has 16 or 25 in 10 years' time. The reatigytes that kids are multitasking. They are
used to be text-messaging at the same time they atiagpla game, watching TV, and using the PC
with a messenger. So this creates a totally differemd-set in terms of the way to handle, for
instance, technology, which, for instance, for somesofvould be an issue. For them it's not an
issue. Technology is something which is very normahairtlife. And the thing is, they are used
to things that we are not -- For instance, | have tbnddren. And with my age, | had like -- | can
count with my hand the number of friends that | hadheit tage. They have 500 and people that
they communicate with in India and China and U.S., aed biave friends all around. | was
talking with my 11-year-old a couple of days ago, and heteltisg me that he is now a lord of the
Warcraft Master, which means that he leads a tea830 pkople to war, and he has to control the
supplies, he has to control how many people go to bathigt is their destination, the route they're
going to follow, what type of strategy to attack the epeand things like that. Can you imagine
the type of skill that you have to develop to organize-p&iple army and you being an 11-year-
old? So this generation is really, really powerfuhdAfor instance, we are talking that in the
morning someone was saying that we should treat consumezaiternal way. | don't believe that
is going to work in the future. Consumers and this nex¢rgeion know exactly what they want,
they know a lot, they can search a lot. They catotknow everything. What they want to know,
they will find it. So I think that businesses have tdlyesddress a totally different type of
customer in the future. That was basically what Itedno say, not specifically the age.

>> Graham Branton: Okay. Thank you. I'll pass the gegtstion on to Tod, and | think Susanne
wanted some comments on that, as well. Okay. Ted, please.

>> Tod Cohen: The question was with regard to, how do ysurerthat purchasers are dealing
with a professional seller versus an individual sellettffink it goes somewhat to the comments
that Susanne made earlier about payment systems, béddesprotection is -- So we strongly
encourage people to use classified systems or online ed&res or search-engine results as
ways to connect with other sellers and, for our systemour European platforms, in particular on
the eBay side, we follow a professional seller framdwto disclose that to buyers. And then on
the U.S. side, we've introduced top-rated sellers amyaalgo for consumers to distinguish
between C2C and B2C. But | really think it goes to themgayt side, because what you're trying to



do is to make sure if there's a problem, that there'sireedor buyers who happen to be in a
position where they were defrauded. And one of the l&gegion the payment side that's not
really discussed is there's a confusion a lot of tinth aline payments between the safety of the
transfer of the currency versus the safety of the uyidgrtransaction. And so one of the things
that we try to work with consumers the most is, make ghat if you're engaged in using online
banking to pay somebody at a distance or if you're wsMgestern Union system, there's no
security in the underlying transaction, that using a PayPather types of electronic payment
systems where there is protection for buyers isehftyrimportant distinction here. And then it
really doesn't matter as much who you do the origioatract with, so long as there is recourse on
the payment side. And so that's why either it's ciadils, which make a lot of sense in certain
instances, but the real danger is people using Western onamiine banking where the

transaction is not safe but the transfer is safe.

>> Graham Branton: Thank you. Very interesting. Ust going to add one last question here, and
then we're going to have to wrap up this panel and motheetnext one. This is another question
from the Google moderator. And the question is, "Why aot lable to buy products like flight
tickets from Websites located in other countries?” gaing to put this one to Susanne, if | may.

>> Susanne Czech: It seems to me | bought tickets froen @ik bsites. So | wonder who had a

problem.

>> Graham Branton: | think that -- | suspect the --

>> Susanne Czech: Sorry. | thought for sure | did.

>> Graham Branton: Well, | suspect the question itieeat scenarios like -- | know this is the
case in the U.K. -- When you try and buy a ticketadturostar journey to Paris from London, you
are directed automatically to Eurostar U.K. If youang buy it from Eurostar France, where the
price is lower, you immediately get bounced back to Eurdstér again, and you have to pay the
higher price. | suspect that's what they're driving at.



>> Susanne Czech: Okay. Yes, | see the point. Weafterethis question several times. It brings
me back to all what has been said about non-harmomzatide legal environment. So if | buy --
If I buy from the U.K., then -- On a foreign Welgsitand this foreign Website has to apply to
consumer law. That's what we have heard on sevecabmns. And this cuts a little bit the other
side of the operator to do so, if he is not awaresaddesn't know this law, he doesn't know how --
How did Alastair phrase it? "Better be safe thanysbr6o he may then navigate into this contract.
Or if he has invested because he wants to serve tkermens from this country and he has
invested in a certain infrastructure, then he wants peopled that. That's what you called this
redirection practice. If they order from, let's dagndon, Eurostar ticket from Belgium and they
are redirected to Belgium, because Eurostar may have gdtagiructure there to serve better the

Belgian customer.

>> Graham Branton: Okay. Well, people may want torreto that in the next panel. But first of
all, I'd like to give a big round of applause for our patglisause | think they've done a super job.
Thank you. [ Applause | Thank you very much. Thank you.

>> Female speaker: Thank you very much.

>> Graham Branton: Thank you. Could the next panalsgleome forward? Thank you. Sorry to

spring that on you at the end. | was just trying to geiutljh as many issues as possible.

>> Susanne Czech: | had in mind just to...

>> Graham Branton: If people could -- If people coulddsitvn as quickly as possible, please. If
we have too much of a break now, then we will be late@@r reception, which I'm sure nobody
would want.

>> Male speaker: Cutting into serious drinking time.

>> Graham Branton: Yes. The chairman has pointedvelie cutting into drinking time if we're
overrun on this one, so -- Okay. Let's get started thdis second part of the session on business



to consumers is the same issues, more or less, boutheperspective very much of the consumer
rather than the perspective of the seller. And thelpaembers | have here are a mix. On my far
right is Jill Johnstone, who is the Director of im&tional Policy Advocacy and Consumer Focus in
my own country, the U.K. Next to me is Maneesha Mjttwho is the Associate Director in the
Division of Privacy and Identity Protection in the Buret Consumer Protection at the U.S. FTC.
On my immediate left is Professor Mireille Hildebrafidim the Law Science Technology &
Society, Department of Metajuridica -- That's one Heger heard before -- In the Faculty of Law
at Vrije Universiteit Brussel, which is the Brusselseé=umniversity. And then on my far left is
Giuseppe Abbamonte, who you've already seen. He's a bustpday -- from the European
Commission. So, what I've asked these panelists t® domilarly, to be brief, punchy, passionate,
and, if possible, controversial and to give it to yolgahs blazing. And with that, I'll pass on to
Jill and ask her to get it rolling. Same model as befofige minutes' presentation and then lots of

time for questions, hopefully. Thank you.

>> Jill Johnstone: Thank you, Graham. And thank yohemtganizers, the OEC and FTC,
inviting me here today. | wanted to sort of concentratéhe guidelines, and there's sort of things
that perhaps we could do to elaborate and revise thelmmk] you know, they've been very useful
and very influential, but an awful lot has changed el#st 10 years. And, you know, we now
need to look at them quite carefully and make them ffitife 21st century. Particular
developments have been, | think...the market for digtakent products, including new products
like e-books, development of new forms of e-commdike,mobile commerce and online
auctions. And also sort of the growth of the consumfarmation market and the targeting profile
and behavior appetizing that's gone with it. Graham Isasated us to doing one challenge, so I'm
going to stick to digital-content products, where | think ¢leealready a huge market. 38% of U.K.
online purchases are digital-content products, and incréasiege are bought as downloads.
There is here probably a huge potential for cross-boraee t because, you know, it doesn't matter
where you are to be able to download, and it avoidb@dle annoying transport and logistic and
delivery-time problems that beset e-commerce. But w@lso some quite big issues for
consumers. One is -- Sorry, | wasn't close enough ©riie is digital-rights management tools,
which are often embedded in projects and limits what coaessican use them for. The presence of
these and how they affect the use of products needscledyeand up front to consumers so that



consumers can make informed decisions about money andewiietly want to proceed with a
purchase or not. And | think that's something that could &éRilisadded to the information
requirements in the section of the guidelines. Anotélated issue is, which has already been
raised by my colleague Susanne today, is end-user licensaragms, which can often contain
unfair contract terMs. Research by my own organizatihadso organizations -- consumer
organizations in Germany and Norway -- have founded a rafnigems which are potentially

unfair -- complex wording and legal jargon. Sort of legadautainty caused by ambiguous
references to statutory rights or the rights in otmemtries, rights for providers to remove services
or terminate contracts without giving notice and also €ste exclusion of liability. And | think,
again, this is something where the unfair contract terqmeovisions in the guidelines, which are
quite brief at the moment -- could address end-user kcagieements. Another area which | think
it would be helpful for the guidelines to look at is renesdand redress in this area, because there --
Certainly in the European Union, there is a lack of ehie®efor digital-content products, and they
won't be covered by the proposed consumer rights dieetiiat Giuseppe Abbamonte was talking
about earlier today. So, again, | think there's plémy the guidelines could look at in relation to

digital content. Thank you. [ Applause ]

>> Graham Branton: Thank you very much, Jill. Lotéoofd for thought there. Let's move on to

the next speaker, and we'll come to some questions ahtheThank you.

>> Maneesha Mithal: Thank you. The topic I'd like to adslt@is afternoon is online behavioral
advertising, and in particular, the FTC's examinatioortihe behavioral advertising. | believe
some of you who are in the audience were at the [EESlan yesterday on exploring consumer
privacy issues, and behavioral advertising certainly w#seaforefront of the discussions
yesterday. So let me just give you a brief history efRiC's involvement in this issue. A couple
years ago, we issued proposed self-regulatory principleslore behavioral advertising, and the
idea is that the FTC issued its principles and we encoditagedevelopment of self regulation
based on these principles. And there were four mancipfes. First, transparency and consumer
control. Second, reasonable data security. Thirdinoginsent for retroactive material changes to
privacy policies. And fourth, opt-in consent for the wé sensitive data for purposes of behavioral
advertising. So these principles were very general, ayduivthem out for public comment, and



we received over 60 comments. Earlier this year, s a report that basically fleshed out some
of the principles in response to some of the comntbatswe received. And there are basically
two major issues that I'd like to highlight today. Tistfis, what is the scope of the principles? A
lot of commenters came to us and said, "Well, traagtily privacy principles have applied to
personally identifiable information such as name, addeesgiunt numbers, unique identifiers.”
And a lot of companies engaged in behavioral advertisingareollecting that kind of
information. And so why should these principles applipehavioral advertising? So in response,
we cited two developments in technology, so, for exani® years ago, it may not have been
possible to associate a particular I.P. address vatmgputer. And with technological
developments, it may be more and more likely to betabdssociate an |I.P. address with a
particular device. So the line that we drew was we SHithere's a reasonable possibility of
identifying a particular consumer or particular devicenttiat would be considered personal
identifiable information for the purposes of our behaviatvertising principles.” Another issue
that came up with respect to scope was the issue Bpérsy advertising and contextual
advertising. First-party advertising is, basically, | amGitibank's site, and | get ads for its other
services. And we said that for first-party advertisitig reasonable that the consumer would
expect that the Website operator would be collecting alzdat them and so that it would be
reasonable to provide this kind of advertising. So wedithihe definition of first-party
advertising. So, for example, if a consumer is onedo$ie for a large conglomerate, it might not
know that that conglomerate has hundreds of affilia&s if they're getting an ad they wouldn't
necessarily expect to get from that company, then wa& that would fall in the principles of
behavioral advertising. We also excluded contextual &idiveg for the principles, so this, "I'm
searching on information on buying a car, and I'm gettingdaior Honda.” We think, also, that's
consistent with reasonable consumer expectations. énodrsprinciples don't apply to that kind of
contextual advertising. The second main issue thataised by the commenters is, how do we
accomplish transparency and control? Do we do iugingrivacy policies? How do we
implement the ideas of notice and choice? And whasaigkin our behavioral-advertising report
was that buried disclosures do not work, that consumess diéin't read lengthy privacy policies.
And so we encouraged industry to come up with creatives watside of the privacy policy to give
information to consumers about how their data is uS&aone of the examples we pointed to is,
let's say that you're looking at a site and you see afflagl.ad could include a line at the bottom



saying, "Why did | get this ad?” And the consumer coulckabin that and get just-in-time notice
about how that ad was served to them, and they coulth@et information about behavioral
advertising. So those are some of the main issuesvératraised. | think our conclusion has been
that behavioral advertising has a lot of benefitrdivides free content for consumers, which
they've come to expect. It also creates risks wbhasuomers don't understand the process. And so
this was where we came out, and we continued to exfilese issues. We're going to be hosting
two more roundtables. The first is going to be in Berkeleyanuary 28th, and the next one will

be in March at the FTC and will continue to exploresthissues, monitor the marketplace, and

open investigations into companies where appropriate. Ape |

>> Graham Branton: Thank you very much. | believeellle also has some comments about

behavioral advertising, so let's move straight on tb théank you.

>> Mireille Hildebrandt: Yes, indeed, | have. Thoughihkh'll take just another or an extra
perspective. | want to talk about consumer empowermenttd do it in the context of targeted
ads, but to see it extended to targeted servicing and topterig® proactive computing, ambient
intelligence, and that kind of emerging technologicakistiructures. What we basically see is that
the problem that was emerging 10 years ago was a problspawmiming of what Chris Anderson
called "long tail.” If you send your advertisement to Hiom people, you'll probably make a profit
somewhere, even at 0.1% goes in to it, and maybe ith@gles, the guidelines, have been focused
on that kind of probleMs. At this moment, there is #mink entirely novel situation where there
are so many data being collected, stored, and what isnapoytant, analyzed, that you get a sort
of opposite problem. The solution to spam, if we afeel@ve the solution that the industry is
bring forth, is personalization. So, you're getting {henns, sort of the ads, the services, and
perhaps at some point proactively the services and the guatdgou are supposed to be preferring.
That means we're basically moving from this long taiad@m to data analysis. Now, before | go
in to that, briefly | want to explain a differenbetween an individual profile, a group profile, and a
personalized group profile, and | want to do it with deligtory. Imagine if I'm a heavy smoker.

I'm good for a retailer or the tobacco industry, andviehdecided for myself or I'm considering to
quit smoking. By means of data analysis, there is seteés call it a software program that has
become aware of this do to my web-surfing behavior, asaritof predicts that there is a 67



chance that within the coming three months I'm going tosguitking. This is very interesting
information. It's not date. It's information. Tim$ormation is sold to a retailer or tobacco
industry, what have you. They decide also on the lodisiata mining that if they are now going to
give me some lesser price, some offers of cigartitadesser price, that the chances that | will not
quit smoking are deferred 23%. On top of that, they magdeo put a banner on the "New York
Times" that | read that gives me scientific informatiameport that, for instance, correlates
smoking positively with less chance to dementia -- astif that report exists -- on the basis that |
either decide to quit smoking or not. Now, what amihgyto say? The problem here is that my
decision is going to be influenced by all this, but | hawsodutely no idea of this. An individual
profile that is my personal data, my past behaviordl stefing connected with offline behavior,
perhaps, all the worries of the privacy community, avel dften also heard of worries in the
consumer-protection community are about these datal tBunk that the real impact to a person
comes from these results from data mining, which arempoofiles. They're simply stochastical
inferences from enormous amounts of data, and theying gmapply to me whenever | match
these group profiles. That doesn't mean that thdly mgaply to me because, once again, they're
stochastical. They're usually averages. What i$§yreaportant is to see that these types of data
analysis technologies which are connected with behdyooéling, servicing, et cetera, do not just
impact privacy. | would even say that they do not alwaysact privacy at all. Your personal data
are not needed if you are recognized on the basis of ygsitréke behavior. So, somebody wants
to service you can recognize that is you, can link it tr yyehavior online. They don't need your
IP address. Even they don't need your name and addré&ssg as they can influence you as the
same recognized person. So, the problem here is not jost even privacy but social sorting or
non-discrimination, and the bigger problem, which relateh to privacy and social sorting, is
actually due process, because the social sorting, omdisation, issue can be resolved if you
become aware of this fact and can contest the fatty/tu're being categorized in a certain way.
So, the critical question here is what group profileshaen been built and constructed from other
people's data, not from my PIl. What profiles do | matém® the much more important question
for empowering citizens is, which may be the consequesfaasitching? And those consequences
could, at some point, be that my insurance premium rikegstroke behavior, for instance, can
already be correlated to the onset of Parkinson'sseTée just examples. We don't know who can
be looking at my keystroke behavior, but these are taléfigrent questions than what is



happening to my data. Actually, that doesn't even interestWhat interests me is how am |
matching these profiles, who has access to them, and@owhey be used. And, actually, this
guestion is a preconditional question to the questionhidwdata at some point | may want to
hide. So, this is actually an argument against data nziaiion, which is the paradigm in both the
legal and technical privacy advocacy communities, whitimktis a very dangerous focus, one
because | believe that profiling technologies are vagaresting, and with all this data out there,
we're not going to be able to do without them. | thimkytwill bring a lot of advantages. But to
empower consumers, you mustn't tell them what you'reggdeith their individual data but how

they match with all these profiles that are outeéhand they should enable smart minimization.
So, | absolutely agree that the focus on PII is nottsraad that means we must no longer focus on
individual data but on the knowledge that's being construobedthat. Now, very quickly, the
solution which | of course do not have, but | have a dordor a solution. Within the European
Commission funded project and on the Future of Identitiieninformation Society, we've been
working on what we have called transparency-enhancing fb&fBs, next to the famous PETs, and
the idea is here that TETs is not about telling youtwhbappening to your data. That also
fantastic. Very interesting. TETs is about gettirgpfgack. "Which profiles do | match? Who has
them? What might be impact on the rest of my lifg learning capacity, when | go to apply for a
job, et cetera?” And then, of course, the next quesifithere is some kind of transparency on
that, there must also be some possibility to changénput. So, transparency is a matter of
feedback. I'm not talking about transparency of my pailstata, once again, but that is
preconditional for any kind of sensible control of ngrgpnal data. Now, there are some legal and
technological developments which go in that directimr, I'm sure | don't have the time to go
deeper into that, and | referred to all kinds of websitie which you can see our work, and I'm very

curious, also, to your response, and commands. Thank|yapplause |

>> Graham Branton: Thank you very much. That's aa&e@nym for me, the world of TETSs,
transparency-enhancing tools. Now we'll have to find outrabout that. Thank you. Let me

move on to our last speaker, Mr. Abbamonte Giuseppe. Pl&asehave the floor.

>> Abbamonte Giuseppe: Thank you, Graham. For me, tharsesond bite to the cherry, and
after, you know, the very learned presentation of Médiildebrandt, | hesitate a bit. | know that



much of the ground that | wanted to cover has already t@eered by some of the speakers before
me, so | will try and tell you only things that you're sapposed to know. | don't know if there
were slides. So, the first slide should be "ContegitBii Strategy.” So, what is the EU digital
strategy, what we call the digital agenda? Okay, bjectives are to promote the confidence of
consumers in the online internal market and encourags-booger e-commerce. | mean, how do
we try and achieve these objectives. Well, firstlg,tvy and improve the regulatory environment
for cross-border e-commerce. So, as | said befoeegsansumer rights directive tries from the full
harmonization to make the regulatory environment -- thalatory landscape more predictable
both for consumers and for business. Secondly, el tackle unfair commercial practices
online in order to preserve and also promote the trusetodhfidence of consumers in the Internet
and in e-commerce. So, we have issued -- Yes, we'visgustd guidelines on the interpretation of
the unfair commercial practice directive, part of th&glines about online commercial practices,
and the guidelines will be leaving documents that will é&eféd up in order to cover new,
emerging online practices. And, also, an important paytiogtrategy, and important strand, is to
address consumer concerns on the fairness of the ontenealkection and usage. | mean, there is
a sort of separate strand of the digital agenda, aodder to find an adequate and balanced
solution for consumers, the issue, because it islafaceted issue, needs to be addressed or needs
to be looked at from more than one angle. Thereriaiog/ a data-protection angle. You know,
data protection in Europe is a fundamental rights iniarticle 8 of the Charter of Fundamental
Rights. In Europe, unlike the US, we have a law, &gdmlata protection law. We also have a
law on the protection of privacy in electronic commundagat But again, these laws are about the
gathering of personal data and the processing of persdaal @haere is, on top of this, an
important consumer-protection angle which should bentake consideration, and it is about the
utilization. So, first of all, how informed is the cems$ that the consumer gives when he accepts
the privacy notices, and also the commercial practitcbe fairness of the utilization of the

profiles. And there is an important point. Profiesich may be based to be relevant under the
consumer protection legislation on anonymous data, gorttides once our legislation -- for
example, the legislation on fair contract terms, Ifgislation on unfair commercial practices,
would kick in even if the profiles do not contain or waoe compiled on the basis of personally
identifiable data. Next slide, please. Okay. We hagaged in this exercise. | mean, there is, to
an extent, is a highly theoretical exercise, becaodar, the most prominent, if you want



regulatory angle, was the data protection angle. Weagad in this exercise in March of this year
with what we called the setting up of this digital roundtabh number of people traveled overseas
from the United States and participated in the digitahdbable, and there have been lots of
contacts, lots of individual contacts, with consunwrogates, business stakeholders. What have
we learned in the meantime since March? We have igh&fnumber of issues, as some of the
issues were mentioned by Jill Johnstone. So, therérs &sue which is the un-transparent and
sometimes unclear privacy notices. So, the privacy emtce often drafted using, you know,
obscure legal language, so there is a problem. The pm@aces may be sometimes opaque, and
the meaning of the privacy notice may escape the aveoamgemer. Also, the exclusion of
responsibility for any third party cookies limits also thgal value of the privacy notices, and, at
least in Europe, this is legally questionable. Second,ave tome across a number of repeated
violations of existing legislation and self-regulatorynpiples. For example, the fact that personal
data in Europe cannot be passed on without the agreeffriiet user. | mean, despite this, we
know that personal data are passed on in Europe withoagteement of the user. Another
example, the fact that certain websites claim osimprof stored data of consumers. | mean
despite consumers not having agreed to the transfer ofthership of the personal data. A third
problem is about informed consent and default privacyngstti Besides the un-transparent privacy
notices, some consumer problems result from thetattmany websites do not function without
the consumer accepting the cookies. And, thereforalefailt settings on the websites and in the
browsers allow -- The default settings allow for &xehange of data without awareness or
understanding by the user. We also have come acrosplexaihmisleading and aggressive
practices which come under the frame or legislation ¢imne European frame or legislation on
banning unfair commercial practices. So, the admissio®x@mple, of information about the
commercial usage of the data may amount in Europe tslaading admission. If someone, for
example, asks a child about the phone numbers of hisi&rien for example, if you come across
more or less aggressive practices like in-game advertisimgh can be particularly manipulative
when vulnerable category of consumers such as childrexoacerned. | must say that we are very
much -- So, we are going about this with an open mind.aMe&ery much agnostic and we are
very much in a learning mode here and we know that much research has to be conducted to
fully understand all the nuances of the issue at stal@bthe implications and especially all the
effects of the upcoming technologies such as locatisaeébaervices, cloud computing, the Internet



or things, and so on and so forth. Next slide, ple&sg.what is the situation in Europe? | mean,
on this, | would say that consumer advocates and busirdshetders are even more polarized in
respect to the consumer rights, because the compasiststhat consumers prefer, you know,
interest-based advertising to the preferable target admgrti®\nd since this would be perceived

by consumers as less intrusive, of course, targetedtaivg also provides better conversion rates,
SO better advertising is a more effective way of adtiag. And consumers and consumer
advocates seem to question this and they seem to dis&gfeeurse, the right way to ask the
guestion in the surveys is debatable, but the fact rertfsabgonsumers are more open to targeted
advertising when they control the use of the data. blede, please. Okay. What are -- I'll stop.
After this slide, I'll stop. [ Laughter ] Sorry. | alystend to be a bit too self-indulgent with my
presentation. Okay. | find even this one a bit funngne&n, what our research tells us about
consumers' behavior. Okay. The research carried cug bgys that less than 3 in 10 European
consumers read privacy notice often or sometimes adlyriglf of those read the privacy notices
find them unclear. | can say that, | mean, get a Wiy should you read the privacy notices? But
3 in out of 10 European consumers, they do read the pm@®e. They do read it, yes. And 1/3
of people sometimes often visited sites where theyHatttheir privacy was not sufficiently
protected. Okay. Just to finish, really. | really &edi that this is a problem which is bigger than
us and the only way to tackle this problem is through a eeoydinated effort, you know, very
coordinated international effort both regulatory and ssfatatory. Thank you very much. |

Applause |

>> Graham Branton: Well, | asked for both passion aadity. | know it's not easy to match those
things together. [ Laughter ] Thank you very much, Giusegpayvay. Who are these people who
read these -- [ Laughter ] Anyway, okay. They're probablyYes. Academic researchers,
maybe. Okay. Let's move on to some questions hareal, I've got a number of things I'd like
to follow up on, but I'll open it up to the floor, firstall. If anyone has any burning questions.
Yes, please.

>> Female Speaker: | can just talk really loudly. Wartie- Am | on now? Yeah, we -- No? In
the last panel we heard, and | think we often hear, dmmumtthis revolution in electronic

commerce in the Internet has brought much greater omrstontrol over transactions, and usually



what's happening, | think, is greater choice and greateeogmnce and more competition, which |
don't think anyone disputes, is equated with greater constongol, and I'd just like each of you
to comment on that notion. Thanks.

>> Mireille Hildebrandt: Oh, yes. It sort of followiom my talk that | certainly don't think that it
can be equalized. When you look away from just beha\aohaertising and behavioral servicing
to visions like ambient intelligence and the Internghofgs basically all getting more proactive,
giving us more convenience, sort of guessing or calculatingm@ferences and then giving us
what we are supposed to want before we have conscipigkld up that we wanted. Now, you
can say that is fantastic. That is great. IBMth@&scomputer program called autonomic
computing, which they compare such a computing system tautb@omic nervous system. |
mean, the autonomic nervous system does not come and agiether our heart beat has to go up
a bit. It settles all that, and IBM says our environmegigoing to be like that. That means there's
going to be a continuous stream of subliminal influencamgl, | think it's great, and also very
dangerous. It's certainly not going to make us more aotous. Of course not. In some sense,
perhaps because you have your hands free to do verstitigréhings because your environment
takes care of the rest, but in another sense, yourftaikea why you're making the choices that
you're making. So, at least there is some balandinghibecause what I'm not saying is that
normally we are all the time making all our choicesstantly. That is of course a fiction. So, we
have to look very carefully. What is the differenetvieen the fact that machines and software
programs are anticipating us and proactively giving usseswaompared to how the situation is

now?

>> Maneesha Mithal: | think that's a great question, bechtisnk a predicate for consumer
control is transparency. If a consumer has chdogésloesn't know that they have choices, how
are they gonna exercise them? And | think a really goathple, on the panel earlier, Google
talked about its ad-preferences manager, which is a gadatthere consumers can look and see
what profiles or what baskets they're in, but whateard yesterday was that very few consumers
are clicking on to that information about themselvesnil&rly, a lot of the browsers are
developing initiatives where you can automatically say yotdeant third-party cookies, but |



understand that very few consumers are actually doatg o, | think there's an issue with
transparency being needed as a predicate for exercisiagrmencontrol.

>> Graham Branton: Thank you. Our eminent chairmaan there wants to, | believe, say
something on this subject.

>> Michael Jenkin: Well, | think Giuseppe raised a veryy@ophisticated, | think very important,
point, and that is, you can see the logic of thestesysbecoming increasingly that you are, you
know -- the information that you receive as a consumbeing progressively pasteurized and
treated and so forth and customized for your "intereats] | think that's one of -- It's not just, with
respect, a question of transparency. It's a questioeeddm, because, in a sense, what is
wonderful about being able to search a market, if weitake¢he old-fashioned sense of the word.
Wandering in to a bookstore, for example, is the happédratapportunities that you get of just
discovering things that have nothing to do with your prefeze and had everything to do with
random choice -- random chance, | should say, and trerefoice falling out of that, because you
discovered something, and | think many of us have expeddhde It's a wonderful thing you
discovered because you never expected to find it and itosasugely nothing to do with your
traditional choices, expectations, or longings but somas@wery insightful purchase, you know,
a book, for example, that opens up a whole new hdwdigou. One of the things I find frightening
about some of these predictions is that we're lookingrpiaily at a world where the chance of
those things happening becomes less and less, and in a fuhof\say, the freedom that you had
to explore markets becomes less and less online, becavs@and more online, it's a predictive

and predictable environment.

>> Graham Branton: Thank you for that philosophical paititink, Michael. Let's move on to

some more questions. Yes?

>> Female Speaker: Good afternoon.

>> Graham Branton: Oh, sorry.



>> Female Speaker: My name's Elaine Newton. I'm wiiliNthe National Institute of Standards
and Technology under the US Department of Commercequdsgtion is about a challenge we
haven't heard a lot about for the consumer, thatigdf and | was wondering, since the current
guidelines about payments say consumers should be providedasitfio-use, secure-payment
mechanisms and information on the level of security snethanisms can afford, what else could
be done to move us beyond the user name and passwordjpatadanultifactor at least to -- factor
authentication for payments?

>> Graham Branton: Interesting question. And who wangswer that? Jill, do you have a view

on this?

>> Jill Johnstone: | have a view, but | can't reallypheith the technical aspects of that question. |
think it's another area where the guidelines need to dev€lop.of the things that concerns us is
that sort of different levels of protection for diet methods of payment. In many jurisdictions,
we have much better payment protection if we use ourtaadi than if we use our debit card,
and, again, much better protection if you're using your im@fhione and paying through your
mobile bill. So, | hope that's an area that the guéslill pay particular -- OECD will pay
particular attention to when we're looking at the gumsj but | can't deal with the technical

guestion, I'm afraid.

>> Ms. Maneesha Mithal: Sure. This is something thelveviooked at a little bit in the United
States. There's been a lot of bills introduced in cosgtes talk about restricting the use of social-
security numbers, and the FTC actually held a workshagserof social-security numbers and
authentication, and what we recommended is that yoly i&i't put the genie back in the bottle
when it comes to SSN usage because a lot of entigassing that as an authenticator. But what
we did encourage was for companies to come up with innevatys like challenge questions and
that sort of thing to improve authentication proceduned,ldhink that's something that we've been

working towards here in the United States.



>> Graham Branton: | must say, my heart sinks whepleealk about ever more complicated
authentication procedures. | already forget all my pasgsvand my special codes and my secur--
Anyway, | guess | just have to be more organized. Anathestion, please.

>> Male Speaker: Thank you. Frances Armon, Deputy [rggeneral of -- in Paris. As you may
know, we have passed a law in France to find and punish psbplélegally download music and
movies, and many people say, especially in social netwihr&isthe law was used less because it's
very easy to find programs, especially on the net, to dreés identity. Does the panel think there
is there a market solution that is more efficienptevent profile exploitation than regulation or
code of conduct?

>> Graham Branton: That's another interesting questgho wants to go? Yeah? Okay. Jill first
and then Mireille.

>> Jill Johnstone: | mean, we're facing similar probléntse UK as well. | mean, our view is the
only real way that we're going to deal with problems td P file sharing on the Internet or illicit
use of copyrighted material is new business modelgthattonsumers, you know, access to the
content they want to consume and they way that tfaeyt to consume it, and, so, the more that can
be done to introduce new business models the better of@ne problems in the European Union,
which is being well documented by the commission, iserathsuppose, chaotic and national
licensing systems for copyright, which means it's very fiar businesses who want to set up new
business models or very time-consuming expenses to tléae aghts in all the member states.

So, things that make it easier for getting new busineskeis@p and running would make a big

difference in this area.

>> Graham Branton: Sounds like a win for business dlsawdor consumers, if we can get that
right. Mireille, comment on this?

>> Mireille Hildebrandt: Yeah, just very briefly. I'mot entirely sure that that's exactly the point
that you wanted to make. One of our findings is thayéaw/think that if you write something
down and then say it's a law now, you enact thah#s going to happen. [ Laughter ] Sorry for



the mistake. I'm a lawyer. The entire communicadind information structure has changed, and
we believe that to enact laws in this age, we haveaml|to re-articulate them into the social-
technical infrastructure that you want to defend againkts i a bit paradoxical statement, but if
you think of what the rule of law is, that means usirgdtate to contest decisions taken by the
state. That is the core of the rule of law. So, wiahave to learn is to use the technological
infrastructure that we want to defend ourselves againdty pado that. So, the example you give
is you can write down something in a law, but if pedgden to play around with the infrastructure,

it's not going to work just writing it down.

>> Graham Branton: Another question over here. Sydease.

>> Susan Grant: Hi. Susan Grant. Is this workingsGmer Federation of America. | think that
the fact that this session B to C and that we've spehbar and 20 minutes talking about business
opportunities and 40 minutes talking about challenges to nmsullustrates an overall problem,
and that is that in reality, consumers' interestsnat being put first. So, my question to the panel
is, how can we make consumers the priority? IsiDa Cooper suggested this morning, that we
need to have new laws? And | appreciate the statensntdh just made about how that doesn't
necessarily always solve the problem. Are there otimervative ways that we can really make
sure that whatever government policy and business psldgveloped, consumers are the real

priority?

>> Graham Branton: Thank you for the question. I'vaallt tried to make sure that both panels
got exactly the same amount of time, so we did sthittlate. But anyway, let that pass.

Giuseppe, do you want to answer that?

>> Abbamonte Giuseppe: | can try. | really believe th&urope, at least, the consumers, at least
on paper, are very well protected -- are very, very pretected. As | said before, it depends on
what we are talking about here, but if we talk aboutetbing which is very dear to my heatrt,
which means online contracts. As | said before, conssrtiegy benefit at least from their
domestic protection for transacting with a foreigméra They benefit from the jurisdiction so they
can sue the trader before their domestic court. Andhatiey enjoy a number of rights. They



don't get consumers outside Europe's number of regulaarydatory rights which consumers
around the world outside Europe do not enjoy. So, | thiakithEurope consumers are very well
protected. Something which is very important and whichtdvdee born in mind is that we also
have a services directive in Europe which prohibits disnations on grounds of nationality,

which, at least on paper, theoretically prevents atrfadm not providing -- from refusing to

supply a service on grounds of nationality or place ofleese to foreign consumers. Of course
there is a problem of enforcement, but also it's oitiMes which have been taken up at European
levels or to be the network of enforcers dealing wittihe purpose of which is curbing cross-border
scams, and there is a network of consumer centevégradvice to consumers and also in case of
problem with foreign traders or with European tradersdargtting them towards ADR's bodies
now providing mediation services. So, | would say thaeast in Europe, | would question your
starting point. | think that consumers, at least on papey come first. And more cooperation is
certainly needed, but it is not something which can be addresse More cooperation is needed
more at the international level. Thank you.

>> Graham Branton: Thank you. You wanted to say songtlill, as well?

>> Jill Johnstone: Yeah. So, it's not a full ansteeyour question, but | think one of the things we
need to pay attention to is competition. The more coitigeg then the more likely consumers are
to be able to influence choices, and in this area, themesvful lot of gatekeepers, and I think it's
gonna be a rigorous application of competition or would naagignificant difference where it's
inevitable that we've got a monopoly, duopoly, or oligopoly strang position where regulation is
necessary. We need to make sure net neutrality reatksw

>> Maneesha Mithal: | feel like | should jump in to defehe rights of American consumers, too,
but | would say that in addition to laws, | think one repde of how we've tried to put the consumer
first is through our enforcement program and our enforceprénities. So, just looking at data
security is an example. We've brought 26 cases challengirdpth-security practices of various
companies, and | would say that is something that's nealyed the market and so companies are
now providing consumers with better data security, ang ltdek at our actions and they look at
our presence in this area and it's really benefiteduwness.



>> Graham Branton: Thank you. I'm just minded to recefiraversation we had with a person
from Luxembourg in the context of negotiating the Rdnt@nvention about the law we should
apply -- or was it the jurisdiction? Anyway, one o& tither, that should apply in the event of a
dispute between the consumer and the business, and Luxgnmbokia very strong view that they
wanted the business to be able to apply the law in wheebusiness was located rather than the
place where the consumer was located, and they weredileg that very strongly in their
negotiations, almost alone at some points, and thiswomtested. They said, "How could you
possibly defend that? That's not in the intereste@ttmsumer.” And the answer was, if
Luxembourg law applies to consumer services being supipliadoutside Luxembourg, nobody is
gonna supply any services to Luxembourg. It's too smaltasratry to be worth their while to
actually sell a cross-border service and a law thatanihér to them, and the consumer interest
was what was driving their policy, but it was a differembhsumer interest than most of the other
countries were applying. | just say that because theesitef the consumer is not always obvious,
and sometimes you need to do things which are in thegttef the business in order to serve the
long-term interest of the consumer. But | think wgist about run out of time. We've had plenty
of questions. Unless there's a burning, burning passionate tteagk another one, which | don't
see. Oh, | do see! [ Laughter ] This is the last drery quick answers only, please. Very quick
guestion, too, please.

>> Male Speaker: Thank you, Mr. Chairman. Thank you-fts this on? Thank you for focusing
on the consumer, because | wanted to return to Miletiresentation, because | was struggling
listening to her because it was so familiar to me, aed ttinally realized what it was. We in the
marketing profession call that segmentation -- segrtientat cyber speed. And segmentation has
been the Holy Grail for marketers forever to put peaple classifications that people make up in
order to give offers of things that are useful to conssrfe their benefit that they will want at the
right time, the right offer to the right person a tight time. So, you're talking about segmentation
at cyber speed. | would put the case to you that Manegghher group have one of the answers
to that, which is transparency, and the second answkat@ we have new consumers, and they
operate at cyber speed, too. They're 15 years old anddhejo six digital things at once. And



the third thing that will protect us is the fact that lamieings are totally unpredictable, regardless

of what computers have ever seen. Welcome your ogacti

>> Graham Branton: Thank you. [I'll just pass this toeMe for a very quick reaction, please, and

then we're gonna have to wind up this session.

>> Mireille Hildebrandt: Yes, it's an enormous comtbidt we are so unpredictable, but | do think
there is difference between old-time marketing thatlvesed on classification. You're using the
word. Classification means that we start out whihidea, that sort of people like that sort of
products or people that look up that word in a search eagingoing to want that sort of ad. What
we're talking about with this data science, data arslwgiich is a growing field, also, of science, |
think -- and Chris Anderson, again, thinks the same thirgnot classification but what they call
bottom-up data mining. So, the classification that yogding to use and that can change
dynamically in real time has been found after vephssticated data-mining technologies. That
means that you can detect correlations that are inipessisee with the naked human eye or to
guess, and that means that you can get to know things abgqle,@dhe group level, of course,
that they do not know about themselves. So, it's muck maasive to the extent that it is correct,
and if it is not correct -- because once again welketpabout statistics -- if the profile does not
apply, it is still an extremely powerful and differeabl from the old way of doing segmentation.
About transparency being the solution, | agree with trad,| already read what the FTC has been
doing, and | think that is very excellent work, but I'nkirad about transparency of something else
-- not transparency of your personal data but of thesamdigninferred profiles, and | think that is
something else.

>> Graham Branton: Good. Well, thank you very mucH, lathink a round of applause for all the
members of the panel. [ Applause ] Thank you very mudeed. Thank you very much.

>> Michael Jenkin: Well, thank you, Graham. | justénawcouple of announcements here that are
important for you. First of all, about the receptimst to remind you, | think it's up on the screen
here. It is at the Columbus Club at Union StationcWlis a short walk from here, and it will run

to 8:00. | wanted to remind you, as well, that we'll betisgatomorrow morning at 9:00 with the



opening remarks, important open remarks, from Secretarld, the commerce secretary and, of
course, the secretary general of the OECD Angel Gu8dg.important to be here on time. Now, |
also wanted to alert you to something else that you méagdeng, and that is that there's a weather
advisory about extreme weather tomorrow, and theréd®@s some rumors going around that the
US Federal Government may be closing, or governmenesffitay be closing. | wanted to assure
you this will be open here, the facility, so don't wolbyt there may be a slight change at starting
time, and if there is, it will be posted on the wetsitt's unlikely to be the case, but if you want to
check, the website address is oecd.org/ict/econsumereaoéer and that e-mail address, or rather
web address, is on your program information that youvede So, if you want to check on the
web late tonight or first thing tomorrow morning beforeymme here, you can do so, but as |
said, | wanted to reassure you that things are a go, regarmali the panic which may be being sewn
around town. This may be expectant public servants who@king for a partial day off. | don't
know. [ Laughter ] The other thing | wanted to mentiogda is you can if you wish leave your
tags on the reception desk and pick them up again tomorremingaf you are afraid of losing

them or don't want to take them back with you. Okag? s8e you tomorrow at 9:00.



