>> Female Speaker: Good afternoon everyone. If you coaksk your way to your seats, we'll
begin the afternoon session. It's my pleasure ttesrafon to introduce our kickoff speaker,
Commissioner Pamela Jones Harbour. Commissiondroldars an internationally known expert
on privacy issues, and when | say internationally kmdimn not exaggerating. Commissioner
Harbour has been the senior member of the U.S. Dadegatithe APEC Committee that's
considering privacy issues in e-commerce. And in tHat shie has been instrumental in drafting
APEC cross border privacy rules. And so it's our pleato have her here this afternoon kicking
off our afternoon session and I'd like to call her up ¢gogbdium. Commissioner Harbour?
[Applause]

>> Pamela Harbour: Thank you, Venetia. Welcome bawk funch. And thank you for the
opportunity to offer a few thoughts to begin the aftemoAs many of you know, my time at the
FTC is coming to a close. Throughout my term, privasyes have been among my highest
priorities and I'm encouraged that the commission throliglhraundtable series is now engaging
stake holders in a holistic discussion of privacy2007, at the "Ehvioral" town hall, it initiated an
important conversation by focusing attention on behalitargeting. But even more importantly,
the town hall raised the key questions that have siiggered a return to first principles, as the
FTC reevaluates the framework it uses to analyze privAsypart of its promise of change, the
current administration has embraced technology and innovalbmg with a new era of openness.
But real change cannot just be aspirational. It requwasrete action. And unfortunately, with
respect to privacy, | believe action has not been admnglugh priority to date. Now, | certainly do
not intend to criticize Representative Boucher's effturtcraft legislative guidance on behavioral
advertising. But as | have previously stated, the UnitateSiheeds comprehensive privacy
legislation. If we continue the piecemeal approagbriscacy in this country, we merely push aside
the underlying issues. The privacy debate goes far beyoim# @alvertising, because behavioral
targeting represents just one aspect of a multifaceteaicgrconundrum. Data collection,
aggregation and use, as well as reuse, sale and resdbe/arg the creation of on and offline
digital dossiers. Capturing data reflecting individu&tiiasts and habits is an enormous and
growing business, evidence that consumer privacy is nelge. Online advertising is an
enormous source of information collected about consuaret serves as an important lens to focus

our understanding of data collection and use. Most comsucannot begin to comprehend the



types and amounts of information collected by businegsetytheir information may be
commercially valuable. Data is currency. The largerdata set, the greater potential for analysis
and profit. Collection of consumer data is by no mesve. Consensus information, credit
reports, and Nielsen data have existed for decades. fHnadt) however, enables the creation of
vastly larger quantities of consumer data. This datadlected every time we send an e-mail,
update status on a social networking site, read a newspépler, aun a search or make an online
purchase. Of course these technologies have the pbterdiger valuable benefits to consumers.
The problem, however is that many consumers are coshpletaware of the privacy implications
of these services which makes it difficult for conswsrterexercise and form choices about the sites
they visit and the data they disclose. In many insgreamnsumers pay for free content and
services by disclosing their personal information. fteta are then used to generate targeted
advertising that subsidizes online activities. And | apeemlly troubled by the asymmetry
between consumer perceptions and business realitieendfimers do not comprehend how their
personal information is collected and used, it is possilitas impossible for them to knowingly
consent to either disclosure or use. And once dafaai®d, it simply cannot be recalled or deleted.
The cumulative consequences then for consumers ayeified whether they realize it or not. It is
possible that small discreet disclosures of informadiomot raise concerns for an individual
consumer, but large aggregations of data based on a éfeficommercial activity might evoke
quite a different response. And | fear that we migathea tipping point whereby consumers
decide they want to exercise greater control oveusieeof their data, but their attempts to exercise
this control become futile because so much of theitadilife already has been exposed. Industry
attempts to provide notice and choice to consumers haveibsufficient thus far and | hope we

all would agree that disclosures about information, cidlacuse and control are not meaningful if
they are buried deep within opaque privacy policies. Andahaf we can decipher the cryptic
disclosures, they provide consumers with no meaninghitelor access, which renders those
concepts largely illusory. We have strayed far fromihformation, from the fair information
practices that should serve as a baseline for any coens®bk privacy legislation. And all of this
matters because consumers really do care abouptrswnal privacy and they are willing to take
steps to protect it. The findings of the Turow-Hoffnageport conclude that 66% of American
adults reject tailored ads to begin with. That numbereiases to over 75% when consumers are
actually educated about the relevant marketing techniquescoXganies are not delivering the



privacy protections that consumers prefer. Even wbeswamers have the ability to opt out, the
effects are limited. If consumer data is unavaildtden one source, often it can be obtained from
another. Flash cookies and other technologies largelymvent cookie controls. For every
company crafting a response that addresses notice, drdi@sparency, there are several more
companies trying to parse and evade the intent of commigaidance. We have entered a digital
arms race, if you will, and the outlook is troubling. vBdy issues are important enough that the
commission should use every possible tool at its dispd®aling my term as a Commissioner, |
have been immersed in both consumer protection and ¢ibiopéssues, and | have steadfastly
argued that the commission should apply its competii@ertise in the privacy arena. For
example, when the Commission approved the Google doultenadicger in December 2007, |
wrote a dissenting statement that, among other thingsjdhtgd the nexus between privacy and
competition. And while my colleagues at the time disagngith my premise, subsequent changes
in the marketplace have reinforced the validity ofaopcerns as well as my premise that privacy
protections is increasingly viewed as a non price dimeradficompetition. My dissent proposed
the concept of a market for data itself separate fronket&for the services fueled by the data.
And the dissent discussed John Battelle's "databaseeations” concept, which he describes as
"the aggregate results of every search ever entered; msult list ever tendered, and every path
taken as a result." And Battelle asserts that ndescgmpany controls this collection of
information, but posits that a few select companie® ls@ntrol. And one of my key concerns in
Google double click was that the merged entity might maygeclto dominating the database of
intentions and that the network effects generated byogomng two firms might have long term
negative consequences for consumers. Inresponse togseaised during the concurrent U.S.
and E.U. review of the proposed Google double click mergergl&assured regulators that the
deal was not motivated by a desire to enter the behaadvaltising market. In March of this
year, however, the company did, in fact, begin to engagdra-spaced or behavioral advertising.
And last month, Google purchased a mobile advertising compamyob. This acquisition
enhanced Google's ability to extend its advertising stratégyhe fast-growing mobile market, an
important market in which | hope and | expect the Comomswill remain vigilant. Turbulent
economic times are forcing companies to seek out naveas of revenue. Those sources are
driven in turn by increasingly large amounts of data, dsasehe ability to mine the various
connections between pieces of data. And as firmsrmeento develop new database markets,



including, for example, cloud computing and smart grid servigesnust engage in more serious
inquiries regarding both the privacy and competition iss@saffect consumers. It is worth
noting that to the extent one might define a punitive mddteconsumer data, recent mergers have
further concentrated the competitive landscape. ytatso be the case that Comcast announced
acquisition of NBC from GE should be analyzed from hmimpetition and consumer protection
angles. In any event, competition on the basis iw&py protection is likely to increase as
consumer awareness grows. The issues raised by dlatdion and use provide ripe opportunities
for companies to develop pro-consumer privacy tools and thketdnese features to distinguish
themselves from their competitors. In conclusiokndw the Commission will continue to be the
thought leader to privacy and | will continue to do my pagpush the Commission as | have done
for six years now, by challenging mainstream opinions ghkohg the tough questions. And
wherever the conversations may lead, | am proud of the®bf this very talented FTC staff and |
am extremely gratified that we have reached the pdwetrewe are hosting these roundtables

today. Thank you very much. [Applause]

>> Richard Smith: I've been asked again to give a briedduction to the afternoon sessions here,
to give a technical background of some of the more typdatafcollection that goes on. In
particular, we're going to have an upcoming panel hecaisigon of online behavioral advertising.
And so, the first quick summary I'm going to provide istéd@hnology behind behavioral
advertising. As we all know, this area has a good bit ntfrogersy about it. And a couple of years
ago, there was a whole workshop by the FTC on behavtargdting and behavioral advertising.

At the time, | did a much larger presentation on therietogy behind this type of advertising, and
I'll give sort of an abbreviated version of that. Thg #teng is, what is behavioral advertising as
compared to contextual advertising? The key thing, | thinknany of us know, that in behavioral
advertising, we create profiles based on people's use dfiternet. Over time, we look at what
news stories they're reading, what they're searchingéoshaps what they're purchasing, and we
provide ads tailored or targeted based on the use of #radht Contextual advertising, on the
other hand, is more like the Yellow Pages, where yowsin ad next to whatever the content is,
an ad related to the content. It's much less relatag#oticular person. The way -- at a high-level
view -- again, there's a high-level view. There miggdnicompanies out there that do things this way
or do it other ways, but | have a chart here on thees that shows some of the pieces that go into



building a behavioral advertising system. We have onswmer here, down on their personal
computer. They're surfing the web and going to a news teelgiich provides them news
articles. And this could be any website, the "New Yarkés," "Washington Post," "Wall Street
Journal," anything like that. And they're reading an a&:tiéddnd along with that article, of course,
we see the banner ads that come along with the ar#deld in a behavioral advertising system
then, the ad network provides the ad. It's not the mebsites themselves. But instead, we have
external ad networks. And what's important here, the calection device that goes onin a
behavioral system is based on cookies, so that ovenincan track a person through the web
browser cookies. And that's something that the ad netg&iskas part of the browser that they're
running with. The key piece of information that theyreking at is information that comes in a
URL that describes in some way the article or whatity they're doing at the website. And then
that information goes into a profiling service of somé.sénd this is the engine that creates and
discovers and builds the profile, and provides back wimak &f ads you could potentially
interested in. They're called interest segmentsit@resting terminology. From those inter-
segments then, the ad net will supply an ad, sendkttbatie browser. Some other inputs into the
profile can be, though, the news website if it hassteggion associated with it, information such as
your zip code, your age or your profession can be fedralsahe profile. And I've actually seen
that happen in certain circumstances. That informa@metimes goes through the browser and
it's actually possible to observe that. Other inputstiie process can be, advertisers themselves
can provide information about past purchases and havgadhato a database and also be part of
the targeting process. So we have a very complicatedasthdf wide ranging set of players here
providing data for profile. In addition, the ad networ&tttoes profiling can also choose not to
show their own ads but then have, using what's knownediract, send a redirect URL to a
person's browser, have that bounce off and then hawngtter ad network provide ads, too. So
it's a very wide ranging set of players. And anotheugf -- another type of vendor that's in this
process are the web analytics providers who's jobatysi look at what you're doing at a website
and then provide information directly to the main websitigich then also can drive advertising
systems. And it's possible to observe this all insiceewéb browser, which is something very
interesting. A lot of data collection that we se¢his world is done behind the scenes, but because
of the way the technology is -- the way the Intémmerks, it's actually possible for tech savvy
people to observe a lot of these activities. It'sle kit different than the offline world. In the



offline world, we only see, kind of, the results of thecking. Within online behavioral

advertising, we -- or advertising in general on the Interme actually can watch all this take place.
So we're having a panel shortly here that will talk ableigt goes more in-depth. | do want to talk
about one other data collection system, which a losadre familiar with, and this is sort of the
offline version of -- if you will, of potentially belw&ral advertising, which is the Visa loyalty
cards. You know, they became commonplace maybe aboeiai® 3go. And what they provide is
a way for online -- sorry, offline stores, regular storetail stores, to do tracking over time. So
with a retail loyalty card -- it's something you apply, 8o you sign up and provide your name and
address and phone number and possibly an e-mail -- andftratation then is provided to the
retailer and they get back in return this loyalty cavidich every time you go shopping, you present
that at the cash register, many of us are very familith this. And that's basically -- it provides
that same technology as the web browser cookie, wiherevides a persistent identifier that can
be used for tracking people over time. And the retthien will provide back to the consumer
various coupons and special offers and advertising basdiopurchases over time. And that
information is derived from the purchase history, ag asthe loyalty card. What the consumer
probably doesn't see in the background is all the thingsitbajoing on with that data. And one
thing is, when you get coupons, those are actually fofragvertisement which the retailer gets
paid for by whoever is providing the coupon. So it's aafof advertising. And there's targeting
criteria, when an ad is created to match it up witlividdal consumers. And that's based on the
profile that's created by the retailer and their datangiengine. And then information about
purchases are also used by marketing departments to lookdatptends -- you know, what
products are hot in one part of the country versus anotimat products are purchased in tandem,
what products over time seem to be purchased togetliespamn, and all these drive various kinds
of advertising decisions made by companies, as well as prdeluelopment decisions by
companies. So in this process, there is many usesaftadtgo on, besides just providing
coupons. Another very interesting aspect of this pgydes are, the data pen vendors. Because
one of the things you can do is, once you get somebodgie and address, you go to various
vendors and get more data on people. You can get estihn@aisdhold income, you know,
estimated household size. And that information can keesedded also into the profile and used for
targeting purposes. So with that, we'll get started on@ihehavioral advertising. Thank you.



>> Peder Magee: Good afternoon, everyone. My nafedser Magee, and with me is my co-
moderator Michelle Rosenthal. In this panel, we'reg@tonbe discussing online behavioral
advertising. Just a quick reminder, if anyone has questions;an fill out a card and give them to
one of the FTC people in the room. Or if you're watglonline, you can submit your question
through an e-mail to privacyroundtable@ftc.gov. Let medice our panelists. We have Jeff
Chester, the Executive Director for the Center fortBidoemocracy. Dave Morgan, CEO of
Simulmedia. Melissa Ngo, who is an attorney atdywLives. Zoe Strickland, who is Vice
President CPO at Wal-Mart. Berin Szoka, who is DeedCenter for Internet Freedom, The
Progress & Freedom Foundation. Omar Tawakol, who is GE&ueKai. Professor Craig Wills,
who is a computer science professor at the WorcestgiePhnic Institute. And Linda Woolley,
who's head of Government Affairs at the DMA. Thank gtidor participating. Just to set the
scene for the behavioral advertising discussion, & @i little background. The FTC held a town
hall event on behavioral advertising in the fall of 200 @e followed that event with a set of
proposed principles to guide industry's self-regulatoyredf In February of this year, the
Commission issued a report discussing the comments wigeéce response to the principles and
setting forth revised principles. Over the past twogjeae've seen a number of efforts by industry
to improve transparency and consumer control. Ataheestime, however, there's evidence that
consumers are concerned about the privacy implicatibasline behavioral advertising. And a
number of consumer groups have called for legislatiéhat we're going to talk about now is
behavioral advertising as we've defined it and that's #lo&itrg of consumers' activities online in
order to serve targeted ads. We're also including irthkadefinition retargeting, where someone
visits a website and the website sends an ad on aneg¢fsite based on the prior visit. The
definition does not include contextual ads, which Richaedtraned, or first party ads or other
purely first party uses of data, such as mapping sitedrafio let's start out talking about the
consumer benefits that are associated with behaadxedrtising, and | want to direct the first
guestion -- and let me just say, this is an interactiseussion, so panelists please weigh in. We
may start with one of you. Everyone is welcome t@Wén. Just raise your little name triangle
and we'll call on you. Berin, you've written about havliree content, things like news sites, social
networking sites, search engines and blogs are freentugers because they're supported by ad
revenue. Do we know how much of the free content denpmssible by behaviorally targeted ads,
as opposed to contextual or non-targeted advertising?



>> Berin Szoka: | know Omar is going to talk a little fmbre about the technologies involved and
the fact that the lines are actually very difficaltdraw. But if you take a big step back and you
look at advertising generally, you realize that it's nst fhat these things can be funded by
advertising. It's that they have to be. And this is digtaat inconsistent with the history of media
in this country, that media and content such as youéioned are all things that people are
generally unwilling to pay for because as we all know, mfttion wants to be free. It also wants
to be expensive. And so, you know, back to colonial tintergdio, to newspapers and to
television, it has been advertising that has supporteotihiroughout all of those media. And
today, advertising is supporting both content and servicggng from search engines to
applications on your mobile phone or your computer. Anouf look at what advertising,
behavioral advertising is funding today, it's a -- youehto think about it in two senses.
Behavioral advertising as the industry usually talks athpas a product, is a fairly narrow and
specific category. And it's something like $1 billion todéyhe $23 billion of online advertising
revenue. If you look at behavioral advertising moreatilpas Omar will talk about, you realize
that the techniques that are involved that could be efiday regulation affect a much larger
percentage of online advertising. But today, online adegtifor display, that is for publishers
who are relying on advertising, is about $7 billion. And fagbut that in perspective, that's about
what the three national newspapers earned in adwgrtisvenue in 2007. And to put all of this
conversation in perspective, we have to realizea\inile many people think that we're in a
privacy crisis, we're also in a crisis about how wedf media and content in this country. And the
best indicator of that is the fact that as a sb&@DP, advertising is down 25% from 2000. So the
challenge here from my perspective is how do we mdiertising produce more revenue for more
publishers so that it's a more reliable source of fundiAg®@ the answer to that question | think is
exactly what you asked, it's that unless you're able tthose techniques of behavioral and other
targeting to tailored ads better, they aren't worth waugh, and they aren't worth very much to
particularly smaller websites and sites that servemmmercial content. Because if you're limited
to doing contextual advertising, you are limited to havingchi#lg ads targeted based on the key
words that are on your pages -- which means that if tkexgevords aren't worth very much, your
advertising isn't worth very much, and the quality of wiwat can offer is very limited. And if you
are offering video or other kinds of content that don't I&weaniselves easily to algorithmic



targeting of key words based on context, your advertiongeat may be worth next to nothing.
So I think the central challenge is to figure out how welfmedia content and culture in the
future, and | think the answer to that is better tailohgegising that is more reliable for
publishers, because it's not an option, it's a negesbhe simple reality is that pay walls and
subscription based content and micro payments don't workw@we been there. We were there
in the 1990s. And that world collapsed, and it collapsedusecaf the proliferation of choices and
because people aren't willing to pay for something thatdaeyet it for free elsewhere.

>> Jeff Chester: Look, the Commission has embarkes. alkind of distinct conversation. It's an
important one, when one talks about how to fund sefj@musalism and investigative reporting
with a conversation that we had here last weekthieaFTC has now launched an initiative on
those behavioral advertising panel. And | think that wheames to journalism, | think many of
us are extremely sensitive about the need to fund itreTiseno reason why we have to engage in
any kind of tradeoff for our freedoms in order to saverjalism. There's no reason why you can't
have a system of online advertising, interactive adwegti®specially conducted by the news
media, that, in fact, is citizen friendly. So @'dalse dichotomy here. And the fact of the ma#ter i
this are alternative models, and as anybody in the indwt tell you that it's going to be a
combination of on online advertising and subscription andtdomat cetera. And let's not also
equate the internet, with advertising because the tevaneerrelated but distinct. |1 would rather us
talk about the general issues of behavior advertising aedtide advertising, than the journalism
issue which does require a more distinct focus. Unlessvgoti me to start --

>> Peder Magee: No, no that's all right. Berin, if yaant to follow-up?

>> Berin Szoka: Just very briefly -- | mean, thisaally the essence of this debate, is that some
people think that privacy is a fundamental right and a nitbriblat is the same for all people and
all users, and something that cannot be traded off agaimst\atlues. And others, such as myself
think that the world is full of tradeoffs, that evemggle decision we ever make in life is a tradeoff.
And we have to recognize that, and we have to recognizenthavorld where digital economics
means that people are not willing to pay for bits becawesedan be generated elsewhere in their
marginal costs of production is zero -- and this is vasainomics tells us, right? This is what we



see in the real world. And this is why free predominataghat world, this tradeoff is of vital
importance. And so the challenge is to figure out atwayake online advertising work, such that
users are educated and empowered to make decisions abspectie things that they're sensitive
about, so that if they are concerned about one thing ficplar, they can hide that. And if they
decide if they want to pay for something rather than g@ngan behavioral targeting, they can do
S0, but not to set a one-size default for everybodirdduces the amount of funding overall.
because that really, to reference what Professomisaad this morning -- if you want to talk about
an industrial imperative, which he mentioned, well letlls about industrial planning. Industrial
planning is when the government comes in and decides hownexstiue is going to be available
to which business models. And that's a terrible idea wiet's at stake is information, culture,

content, services, journalism in the media.

>> Peder Magee: As far as educating consumers, youtsdamsuggesting that consumers should
be free to make a choice here. And I'm wondering whatdaae the impact if the choice was the
consumer had to give expressed consent -- what thatlwadn to ad revenue and in particular
smaller publishers, would opting consent across the boaad that publishers had to charge for

their content?

>> Berin Szoka: So in a fantasy world, in the ecostshfantasy world, where there are no
transactions costs and we get to make all of our decmitingull information and there's no limit
to our time and our attention, the answer would be thedutidn't matter. It would make no
difference. Opt in, opt out would produce exactly @me result and this conversation wouldn't be
worth having. We could just do it. The problem is, inrg world where we have tradeoffs and
limited time and limited information, these defaults t@ahugely. And the reality is that if you set
an opt in, you could end up having 10% or less people opt injoandould have exactly the same
percentage of people opt out and it doesn't reflect peopé'preferences. What it reflects is the
fact that people for many cases just don't care that moght what's at stake and the hassle of
having to go through the opt-in process is itself a huge d¢bst a barrier to entry that when we're
talking about digital economics where the costs of proclu@are zero and that there are so many
choices out there, setting that sort of a thresholddcbe catastrophic, not necessarily for the
biggest companies, the biggest players out there, but epémidhe smallest ones. So what's at



stake is not just how much funding is available, but democratically is it allocated? How well
does it reflect the preferences of consumers? To ettaht are consumers able to vote with their
attention? Is their attention actually going to bettveomething in terms what have publishers are
able to essentially sell it for to advertisers? Soitiaites a huge difference, and it also makes a
difference in terms of competitiveness. All the cams that Commissioner Harbour raised earlier
today talking about this land escape of online advertisidgaoogle and all the companies
involved, that -- that landscape will become less cormpetif we have restrictive regulation. It

will become more competitive and there will be more jghielrs competing with each other on
privacy terms if they're able to compete. And if youasdefault mandate, you're going to wipe out
a lot of the competition.

>> Peder Magee: Well that's an interesting point andit teagive some others a chance to weigh
in here. There seems to be a tension based on sdime sitidies we heard about this morning. It
appears that a lot of consumers are very uncomforntatitethe idea of being tracked online and
having their behavior used to target advertisements, anddirdering how we square that. And
Linda, perhaps you want to weigh in.

>> Linda Woolley: Thanks Peder. Yeah, | do want tagivén on that point and | think it's
important to talk about the state of the internet nosvvanat consumers are doing. Right now,
right after Cyber Monday, the numbers -- some of thalvers are in. Not all of them will be in
under the end of December. But close to -- very clmd®0 million people made online purchases
on Cyber Monday. 100 million people is 1/3 of the populapibtine United States. That is pretty
significant. All morning, the conversation has gone adahis idea that if consumers just knew,
they wouldn't be doing -- if the consumers just knewnklathey wouldn't be doing "blank."
Consumers do know. And they know because therehgre tare things like the Google program,
there's the Yahoo! program, there are programs aiy evajor browser that's out there that enable
you to just get rid of your cookies, completely. You canoap of all of the major databases, data
collection agencies that are out there currently. daudo private browsing on pretty nearly every
major browser that's out there. If you really amnitiar with ad networks and you want to go to
the NAI site, you can opt out of all of those. Sgati're of a mind to do private browsing and do



everything anonymously, the tools are out there to dand as | say, | mean, | think we have to
pay attention to that 100 million people who made online @seh

>> Peder Magee: | think that's a good point, but it adsmns to put a lot of burden on the
consumer to find out about these practices which raa#lynot that transparent. | think for the
more sophisticated online user, perhaps they're awaractifrig and things like behavioral
advertising. But | suspect for a large percentage of the gtagul they have no idea this is going

on and perhaps then would have no idea that thereta@seto control it.

>> Linda Woolley: One of the things that DMA has, that have had, the Direct Marketing
Association has had for a number of years now,ngesbing called dmachoice.org, which actually
is mail preference. But we are actively engaged in asatiens about building DMA choice out
so that it includes online preferences. And you know, ktthat that really does have the capacity
to be a global opt-out in a way that certain othelsttimat are out there now are not. The other
thing is the issue of education. And we heard consigtdns morning that there is a great need
for consumer education, and we couldn't agree moreh's a great need for that. You
mentioned the principles that the FTC did in Februa\yroup that DMA and others convened in
response to that -- those principles also came upans#t of principles. And one of the principles
was education. So | think everybody agrees that maléetter education is necessary.

>> Michelle Rosenthal: Thanks Linda. We're going tovenmto some of the privacy risks
associated with behavioral advertising. And we got a quesbon the audience and I think it's an
interesting question that might be able to frame theudson a little bit. When will we admit that
privacy is gone, that technology is too powerful, arat tonsumers should be advised that once
they opt in to the internet, or use a mobile devidehalr info, including health and financial info
will be readily available?

>> Jeff Chester: | think that's a good way of startingetcause as | said, behavioral advertising as
we all know is just one small part. And Pamela Harbe@ommissioner Harbour spoke about it
in -- and the consumers are under siege. It's ond garabf this incredible interrelated data
collection apparatus for profiling, tracking and targetigry few consumers know about it. The



industry hasn't been candid with the Federal Trade Conanissithe Congress. They haven't
been telling the public the whole truth. So right -d are're at a critical moment here because we
have now seen the emergence of targeting 2.0. As Rvofégsow talked about, ad optimization,
real time targeting, data exchanges -- the so-callemictistilos are all collapsed and you can buy
offline and online data instantaneously and target. Ané néthe 100 million people that
participated online, if they knew how their data was beoitpcted, how their profiles are being
created, how their ethnic information, how their sexafrmation, how their economic

information, how their --

>> Michelle Rosenthal: Jeff, let me ask you a quest@@ause you're talking --

>> Jeff Chester: What was, in fact, part of the pepfhey would begin to object strongly, as they
will, as the commission to do its job.

>> Michelle Rosenthal: Maybe you could talk about -- yountio@ed that there are groups that are
targeted based on age or ethnicity or race. Could yoa fdtle bit about that? Are there

examples that you might be able to provide?

>> Jeff Chester: Absolutely.

>> Peder Magee: Jeff, can | just stress that we/megtto have an interactive discussion here, we're

not doing speeches, okay?

>> Jeff Chester: | know we're not doing speeches, blsolthink it's important, and | told you this
at the beginning. | think it's very important that the cassion convey to the public and people
who are watching this perhaps online, what the broader appaéiei®. Not just reduce it to the -

>> Michelle Rosenthal: And the best way to do thab islxaybe provide examples of some of the --



>> Jeff Chester: but | also think it's important to sdrsay what the industry is saying, and | want
to read this very briefly from what the Winterberry Repor interactive advertising apparatus
from October 9th, 2009, which | supplied the commissiast,gaid. Our "contact information is
now collected at virtually every step in a user's onlkxpgegence via registration pages, for
example, and web surfing behavior is tracked down to thisenond providing publishers and
advertisers with the potential to create a reasonalrhptete profile of their audiences. And this
enables the matching of a user profile to enable robust segtioa --"

>> Michelle Rosenthal: Jeff, do you have any exampleg@ips being targeted based on their age
or race or ethnicity? You talked about that as a concBmmaybe could you talk about that.
Thank you.

>> Jeff Chester: First place, of course, the US ahdlC has found as I'm sure other consumer
groups have found in this proceeding and over the lastdéansymany, many examples of
targeting of children and teens and persons of color,raleed we're going to be calling on the
commission to open up a separate inquiry into how naititical communities are being

specifically targeted here as Hispanics and African-Acaes. And --

>> Michelle Rosenthal: Maybe we can get into another --

>> Jeff Chester: Listen | can give you, -- | broughthgamany examples. But, for example, if you
want to target African- Americans or if you want to tiélky race, there are plenty of behavioral
targeting networks that do that. If you want to takgispanics, and you want to target Hispanics
of X, Y, Z behavior, you can do that all online. No perkas been asked, "Can we use the fact
that you are on a Hispanic site, or we think you're bispanic site?" No person has said that they
want that to be part of their targeted --

>> Michelle Rosenthal: Okay, but are we talking aboutexinal here, or are we talking about

behavioral?



>> Jeff Chester: No, we're talking about behavioralu ¥an buy Hispanics, you can buy African-
Americans, you can buy kids, you can buy teens, yolbuag anyone to target them, all across
online and in social networks. And no individual user knamghing about it. And if you want to
see just one good example, a series of examples oooyouth are being targeted and how it's
linked to the obesity crisis in this country, which isting us billions of dollars a year, just go
digitalads.org, which is a site we operate about inte@advertising and youth obesity and see
what the companies are doing, including many members dAthand the DMA.

>> Michelle Rosenthal: Okay, maybe we could -- does angts®have any -- have a response to
that? Omar?

>> Omar Tawakol: Yeah, | mean, in the main, a lahefconcerns he's talking about I'd have to
agree with, which is there are certain sensitive tajasabsolutely something has to be done
about it. So, for instance, do you really want soméoh@ow what potential disease you're
researching are? Do you really want people to know whatnghigious preferences are, your
sexual preferences, whether you like alcohol or gamlolingprn? There are a lot of topics that |
think it's very clear consumers, A, don't know. And thleguldn't be targeted for those, and there
should be some sort of standards about that. The way w

>> Michelle Rosenthal: Who should set those standards?

>> Omar Tawakol: Part of setting that standard is thg we approached it at BlueKal is to say,
BlueKal is not going to decide for you. We're just goimginbrace the concept of complete
transparency. So two years ago when we founded the conigefaye we went live with anything
else, we went live with a tool that said, if any dateaMer going to be shared, it's going to be
completely transparent in this tool, and it will beked to by people who would work

with us. And so we're kind of letting the consumersdiewhat sensitive is after a minimum bar is
set by the industry. So a minimum bar would say, look,ightlearly sensitive to almost
everybody, but beyond that bar, | don't think it's casition for determine what may be sensitive
to me may not be sensitive to you. And the real solutibelieve, is to put a spotlight on it and to
make it completely transparent. Now, | understandwieatame out, BlueKal came out with a



registry before Google and Yahoo! did, but who knows Bale¥ut of the consumer world right?
So better than that, Google and Yahoo! came up withsene,possible objection would be what if
55 or 500 different companies have these tools, how wikemers know about them? | agree
that's a problem that needs to be solved with more atimy but | think transparency is the most
important step that we can give to empower users towataythis. Because the comment that was
made on an earlier panel was, by the gentleman frongl&cand we've seen this in our own data,
is that when people come to use these tools, theyaatritut in the percentages that you would
expect. They end up interacting with a tool, and in oug,a¢hgy get charity for doing so, but the
more important thing is that if you allow innovation and transparency, | think it will help to
clean up the behaviors.

>> Michelle Rosenthal: Do you think that's gonna happeisawn, or do you think the
companies need an incentive in order to -- So for ex@mgiether it be a company being more
transparent or actually defining sensitive data and stayiray from sensitive data, can they do
this on their own, or do we need to set some type oflatd, whether it be through self-regulation

or regulation?

>> Omar Tawakol: | do think sensitivity does require sotaadards. | think the industry can
create that, but somebody has to. And | would saythatthe FTC's involvement and the
government's involvement in this issue has produced somergsualts. Now, | am a big fan of
self regulation, but a little bit of a whip has helpedniy opinion.

>> Peder Magee: Let's give some other folk as chaneeith in. Dave?

>> Dave Morgan: The point | would like to make is thatlksort of follow the question that has
come from the audience, which is does opting intorttexnet mean that you opt out of having
your privacy protected? And I think -- | would hope all ofigsee clearly not, and that this notion
that your privacy is gone, get over it, that's not an@mupate kind of response. However, a lot of
what's happened or is happening out there is not in our toAind | think particularly if we look
at the media driven marketing world, advertising as we kiha¥e internet is changing, and it has
changed fundamentally, and it will never be the sagaéna Most of us, certainly in younger parts



of our lives, were part of what was a world where media controlled by distribution. Analog
media is all about scarce distribution, seen it im@xlcenses, scarce printing presses. And it was,
quite frankly was a vertically integrated monopoly.nfeédmes regulated, sometimes not. There
were gate keepers and it was not very democratized aedsstwie. The internet has changed that
had forever. Now distribution is not scarce. Attemtis scarce. And we have a world that's
flattened out a lot. We have a lot of new practiweve never had before. We have, now that
small market participants can play, we have a lot edeendency with other companies, which
bring in a lot of sharing of information and a lot oferdependencies, a lot of inequitable
bargaining powers between them. We could sit and argwevdsdh was better, the big corner
office and the media tower downtown, or this somewhaty anarchistic difference, but we're
gonna have to deal with it, and | think one of the nmgortant things is that | don't think you hear
from anyone in the industry that there's not a wiltiegs to do a lot more. And | think having been
here two years before, we've seen a lot of progrdsarlZwe're a long way from having a lot of
answers to it, that | think the ultimate answer ta tr@ question is it doesn't mean people have to
leave privacy, and we're gonna have to find a lot of waysibinations of industry self-regulation

and government support.

>> Melissa Noe: | want to go back to when we broughthegfdct this is putting a substantial
burden on consumers to make these choices and somar@ysut there do have knowledge of
what's out there. They have the knowledge data colleatidrin the panel right before ours, | think
Joel Kelsey said that the top two Firefox downloaded addhad to do with privacy, had to do
with blocking the data collection. So some people ouethee making these choices. But there
are a lot of people out there who just don't know thigtis happening. You can have this
conversation at any dinner party, and most people thdireayj what do you mean that's being
collected, | don't understand, what am | supposed to détihdgPihis substantial burden on
consumers is not the right way to go about it. sSLagjain also talk about sensitive data, because it's
been brought up. When you look at the industry princighlasjust came out a few months ago,
they say that sensitive data is, one, personal infeomaf children under age 13 and, two,
financial account numbers, social security numbers,npdegutical prescriptions or medical
records about a specific individual. And also, the ppilesi do allow for the collection and use of

the second category of financial account numbers, Issezarity numbers, medical information. If



a user consents to the collection and use. Againisthigjuestion about what happens in terms of,
does the user understand? We've seen what some opthve®y notices look like. They're
confusing. They're long. There are a number of peopteare very aware and very polished in
terms of understanding these issues that really don'tstaddrwhat some of these privacy policies

even mean. So that --

>> Peder Magee: Melissa, can | -- | want to weighnirit@at. On the sensitive data issue, we heard
a lot about that this morning. And it's a very challaggioncern. It seems very subjective, what's
sensitive to one person and is not always sensitivedther. In fact, I'm reminded of an example

a friend of mine made the other day where he said -bhakls- and he said that the fact that he
uses Rogaine is not sensitive to him, but the fact ikatltherly grandmother does would be very
sensitive to her. And | think it sort of highlights flaet that sensitive to one is not always sensitive
to the other. And because it's so challenging to definatiisiraw lines here is another approach
to look at it from the perspective of limiting uses ofadsb that you say you can only use this type
of data for the reason it was collected, or perhapsiigithe amount of time it's retained or giving
consumers access to the data to see what someoabdwghem.

>> Melissa Noe: Yes, we do want there to be a foouhe fair information practices and the
OECD principles of data collection limitation, data gyapurpose specification, use limitation, as
well as security safeguards, openness, individual participahd accountability. And we can say
that people will collect the information, they'll onlgaithem for a specific purpose, but then we
move into accountability. How do we know? How do we krloat the data being collected and
used is only being used for the specific way in which a coestnas opted in to using it? And |
believe that it should be opt in, not opt out.

>> Michelle Rosenthal: Melissa, maybe we can talk aboWte were hoping to talk about some of
the other risks involved, so in addition to sensitive datet about the contention that some
companies actually use tracking information to red line® #at's a term used which basically
means to discriminate -- to offer different prices basegast browsing activities. So basically
price discrimination. Is there any evidence of thisahis a concern that we should be worried

about?



>> Melissa Noe: Okay, well, Jeff will have the exdesp

>> Michelle Rosenthal: Jeff, maybe you can provide amgia of this.

>> Jeff Chester: | do think that there's no questionitlyau look at the literature, the industry is
talking about in retargeting one person being low incame,person being middle income, one
person being a much better target. There's a lot thalow't know, but what we do know is that
the online data collection process has been used tofidpetiple, and then to make them offers
which | believe, particularly in the financial area,revéikely unfair. Online lee generation triggers
played an important role in the subprime crisis, affgicertain people a bad loan, a higher interest
loan than other people. It's something that the FTIhs#lds to look at, and the whole area of
loans and credit cards and the kind of offers peoplavescand online regeneration and triggers
and what the decisions are being made about individuaésagain is completely nontransparent.
An area of health, and we're glad the FDA has finaltyegoto regulate the social media and

interactive marketing space, we will be filing soon. iret read you just briefly a case study --

>> Peder Magee: Jeff, actually, | want to call on domaly else.

>> Jeff Chester: Let me just finish because you asketbmwe you examples, and | did bring
examples of targeting African-Americans, targeting Hispgrtargeting health, which | can read to
you from their own words. And this is Lunestra, aglagl where people first found out about it
because it was "an unbranded website," and they ended ua @ithillion person database so

people could be targeted for this prescription drug. This &frthing is harmful to consumers.

>> Michelle Rosenthal: Okay, let's talk about soméhefdther consumer harms. We've heard
about the concept of boxing where consumers, ratheriag offered different prices based on
their past browsing activity, they might be offeredet#nt products or services based on their
browsing activity. So for example, | used to be a bi¢egel football fan until the Gators suffered a
miserable defeat on Saturday. So let's say | wasegedibotball fan my whole life, but I no

longer am a college football fan, but I'm still getting adsut college football because | am pegged



as a college -- Omar talked a little bit about what Blilettfers. | can go on and | can decide that |
no longer want to be considered by BlueKal a collegebrbtan, but maybe we could talk about
the bigger concept of boxing, and sort of this idea thaswmers are not actually seeing all that's
out there because they're actually -- their chaaceseing limited based on their past browsing

activity.

>> Male Speaker: The landing pages -- | want you guyskatadut this. You, too, Dave. The
landing pages, the conversion testing, all the thingsatieatione to personalize. There's a down
side as far as I'm concerned to personalization. We pexrsonalization, but the down side -- and
the down side is that it was what Joe Turow realkethlabout today that we're going to see
increasingly, that it is something created just for yangd you have no idea why, nor have you
given your consent. There's no question that is #yectory that we are headed towards with this
system unless we implement -- unless the FTC implenzedigital age fair information principles
to restrict the collection and use of this data.

>> Melissa Noe: Aand when we talk about accountabllity sure the industry will point to the
principles, again that they just released. Howeveenmou look at the principles, there is no real
enforcement provision. What happens is that therdfisegorting of violating the principles, and
then if one is found to have violated these principtisspublic reporting. Those are the sanctions
for violating these principles. So when we talk aboug, thieally, really want to focus on the fact
that unless we have strong legislation, there ig latdcountability out there.

>> Michelle Rosenthal: Linda, maybe you could speak to tAat then Craig, we're gonna get to

you in just a second.

>> Linda Woolley: About the issue of accountability;, foe last 30 years, this direct marketing
association has had a self-regulatory program. It saalechannels of marketing, not just online.

It covers mail, telecommunications, mobile, whatevennel people want to use. The program is
active, robust. We've gotten just this past year atwee 3,000 inquiries. Those are handled either
by one person who is -- the one person who handldslg@hone calls can sometimes just dispose
of them with information and education and health. V8e hhve -- some of those stern into ethics



cases, and those are handled in a very judicial-like Wdie case is opened. There is an
opportunity for both sides to present information, tfeeetime limits built into the information
gathering, and then there's a ruling. Cases thateaewblations of law get referred routinely to
the Federal Trade Commission. We enforce not only agaist member, but whatever
marketing channel happens to come to us. We also havempton that has been long-standing
by the Federal Trade Commission that enables us to do sidodusiness complaints. It's an
antitrust exemption that enables us to do business consplas well.

>> Michelle Rosenthal: Thank you, Linda. So we want teenao a different area, and that's
something that we've talked about already on this pargkhat's consumer control. A lot of the
panels here have discussed that consumers have thetalibntrol the data collection and that if
they want to, they can go on and they can delete¢bekies, or they can change their browser
settings. But Craig, maybe you could talk about someeoivdys in which consumer controls are

actually circumvented by various entities.

>> Craig Wills: First of all, I'd like to say that peegdtave suggested earlier, Baron and the group
made, Linda, that there are tools out there, and tlseyé all the problems. If we used the tools --
as a computer scientist, I've used these tools. Thelsehimee implications. They protect some
amount of privacy, some amount of information gointhiacd parties. That doesn't mean they
prevent all of it. And they also have side effectd,tin some cases are very unpleasant. They're so
unpleasant, they drive all but the most extreme usay &am it. If you use noscript very long,

you have to be very committed in lots of ways in teafgirning off stuff. In terms of stuff that

we have studied and ways are being circumvented, thdkegbtaut first party, there's talk about
third party. One of the things that we've tracked ovanyryears is the increasing use of that third
party providers are actually serving content, serving cookiefrsigparties themselves. So users
who think they use third party controls within the browseey're not even controlling all third
parties. There is content that is going through tisé fiiarties that the first parties are letting third
parties basically use some names within their domambden brought up a few times about Flash
cookies here. It's something that there are a diffé&iadtof cookie that are available. This was
brought to light over the summer by some folks outéokBley that cookies are being respawned --
traditional cookies being respawned via these Flash cookieste was news about this, one of the



companies that was pointed out then went ahead and chaogethey worked, but it turns out that
in looking at this, the last few weeks, all we've done ikere's still ways to link old copies of
cookies to new copies of cookies. So, in a sense tha [gas not gone away.

>> Michelle Rosenthal: And could you talk a little bit mae- Flash cookies, why are Flash cookies

such a concern? Are they --

>> Craig Wills: Well, Flash cookies a concern, beeabhgy're not controlled in the same way that
a traditional cookie within the browser is controlleshd any changes you make in your browser
settings to control cookies have no cookies over Ftaskies. And to my knowledge, the NAI

Opt Out and any of that stuff has no control over Ftasikies.

>> Michelle Rosenthal: And one more gquestion and them get'to your comment, Jack. We've
also heard that even if consumers actually go intotberse and they delete their cookies or they
don't allow cookies in the first place, that thertragking that can go on through the the IP address
and the user agent data. User agent data includes thérgpsyatem on your computer and your
browser version. And so we've heard about researtit thgou include the IP address and the
user agent data, you can track someone even without a&cdskihere any evidence of this and

can you maybe speak to that subject?

>> Craig Wills: | think there is evidence out there tt@ampanies are constructing as much
information as they can about browser type, browsesion, configuration within the browser, that
enough of that information is strung together becomang with IP address that doesn't change
very much -- can essentially identify, uniquely, a paiftir user or a particularly browser, which
then, can be linked to multiple accesses across eliffesites.

>> Michelle Rosenthal: Okay, Jeff? Do you want to --

>> Jeff Chester: | think, I still think it's very impartt to understand, you cannot look at behavioral

targeting in isolation. This is a system of influendéis is a system of persuasion. That's how it
works. It's not just the cookie. It is the other onlimeractive applications that are facilitating the



collection of information. But | wanted to raise wanted to discuss what the industry is claiming,
that all of this is non-PlIlI, right? In the new cangpa in the self-regulatory initiative, which

frankly, doesn't really inform consumers about the pydes me just read to you one paragraph
from Microsoft's new guide for online advertising. Qudiehavioral targeting works by analyzing
individual consumer behavior to establish patterns, andubieg these patterns to assess likely
purchase intents. And another document that Micrasafte available to advertisers talks about
online can meet more needs than offline media, includiags$ychological needs. This is a very
powerful system. You have to see the system in itdewtontext to understand the data collection
strategies and what the implications are to protetswmers, especially when sensitive
information related to health and our finances are sngtmportant part of online advertising
expenditures. $3 billion was spent last year from thenitial services industry in this country
targeting consumers online for mortgages and loans. Vébaehed? The FTC needs to go under
the hood to understand how the online targeting of finaseiadice products is affecting consumer

welfare.

>> Peder Magee: Thanks. | want to change gearseaditfland I've got a question for Dave. And
Zoe, | promise we're going to get to you, next. Dawve,we written a bit about the increase in
available online content and how that's affected supmyd@mand for online advertising space,
and also about how ad exchanges and the term you usgxidaisy chain" operates. | wonder if

could you talk a little bit about that and highlight soméhef privacy implications from that?

>> Dave Morgan: Sure. So, as | mentioned before, eattainly a network media marketing

world, though it's very democratized, it now createst afl interdependency, so there's a couple of,
sort of, the realities of what's happening out ther@stihedia's pricing currency has historically
been on the impression. How many people do you reaghniany advertisements can you
impress on them will they see, and then some factprioihg against that. What we've seen online
because, we don't have physical barriers to distribudiod,you can have sites like Facebook that
can have 350 million users for a five, six-year-old compamgybe, | guess it's younger than that --
scary -- are that the number of impressions, the nuof@pportunities to be able to deliver ads to
people is no longer scarce. The actual just an impredstng able to say | will reach 50 million
people in the next month. It's to longer scarce.ntt'®nger price-tied. So, it's been talked about



before, in a marketplace where someone's producing ¢patehwants to be able to monetize it to
pay their reporters or their journalists or their baidth costs, they've got to find ways to pay for
that. And in most cases, almost all cases | wouldsatheir own that's not possible anymore.
Requires dependencies. And so in most cases you needlbdtelie work with other companies
that may be able to reach advertisers you can't reathapefully those advertisers have a higher
rate. You may work with companies that have data anlitowser or data on browsers like that or
data that relates to the vertical segment that yopegeating in. Otherwise you're not going to be
able to get the kind of rates that were more consistghtmedia as it was done before. And this is
for the good and the bad of it. | mean, the good is we hdot more people producing a lot more
content for a lot of others, but now we have a lotemmeople that touch the ecosystem. And so
one of the things that I've said and | think it's reatijical here and this is why | think it's
important to note the steps the industry has taken besetlast two years, which have been the
potential for harm is certainly significant. The amooihtata that is moved, and as you mentioned
before, is it possible to technically tie internet protaddresses and other data to be able to get
closer to identifying a particular person or a particular@Ei Absolutely. And I think one of the
most important steps the FTC has taken, it hasn't bedalply promoted as much, is essentially
moving away from the personally identifiable informatioanslard to a broader, and | would say,
more appropriate, standard of being able to relate infoomébi a particular individual or device.

>> Peder Magee: Can you talk about, in terms of, howatfects as publisher, specifically
whether a publisher knows who is collecting informatiorteir site, how many different people.
Richard highlighted in the diagram the idea of somebogingahe ability to serve an ad but

passing on it, dropping a cookie, and giving it to anothetyenti

>> Dave Morgan: So, | would certainly -- | would commendhard's charts, everybody. | think
they're extraordinary, particularly in light of theevall ecosystem. But, as you might know, for
those that can talk about the fact that browsing doesmk as well with scripts turned off is that,
it's an interdependent economy. There may be 20 diffsaipts or cookies that are running on
any webpage to make it work. Different content providdifierent analytic providers, different
advertising providers. What's also happened, so that atevebsi be paid the most possible for
any ad, is that when they hand an ad unit to another rletwa third party company like a Yahoo



or a Google, it may be conditional. It may say, "yan ook at this one and if you have an ad,
place it, if not hand it to another party and then haia another party, and then hand it to another
party." The level of control starts moving away frdra publisher, where the person first came to.
Now, that brings this balance, which is if the publisten't deal with third parties, then they can't
pay for content on the site and maximize the revenug.thgn the balance is if you go down to
third parties, you may have seven, eight, ten differentpanies that a chance to put a cookie on a
browser to determine what's the most appropriate ad.tiAsiégs why | say, what we can't change
is that there is now this interdependent ecosystetimnk the question is, what's the right balance
of bully pulpit from the FTC, strong enforcement to @netvthings going wrong in the direction of

some of the standards.

>> Peder Magee: | want to play off that idea aboutroband direct a question to Zoe. We seem
to be focused the paradigm where it's a content publishekValmart is a retail publisher and I'm
wondering what sort of control Walmart is able for éxarthe entities it contracts with for

behavioral advertising.

>> Zoe Strickland: Yeah. | do think that there isstidction with how are you dealing with third
parties on your site, be they for OBA purposes or jusichlly, serving your website and all the
functionality it includes. And that's been the careesB-to-C websites first arose. So there's a
very different set of folks who help you deliver your wéb and allthe platform that goes along
with it, a different set of folks who help you withyoonline advertising and that can be first party
or third party. So it's very distinct and | want to makiee as we talk about these things, we think
about them in a sort of bucket sort of fashion and dagt's/the underlying principal that makes
sense there for those. And I do think it's very mudhenpublisher's interests to make sure

that they -- you talked before about the different piaye the ecosystem and what they're bringing
to the consumer relationship. Publishers are the oaesale the face of the consumers. We need
to make sure that we don't delegate too much to thevidiksare technology experts to build all
these things. We need to message it to our consumensay that they understand, because
businesses really don't want to upset their customersy réaly do want to do the opposite. |
want to bring back a point, I think that Michelle madaegat technologies. | almost think there's
two pieces to the question. And one is the technologytenfixes. And how do we make sure



that if folks opt out or opt in or whatever they've dahef there's compliance with that. And |
think that's not just true with OBA, that's true witheatbhings. You're doing E-mail marketing,
you're doing telemarketing, whatever the case may e ane you doing e-mail marketing and not
getting phished, there will always be ways that you havaake sure technologically that you
have delivered what you promised. | think there's a lot of gwhdstry efforts out there to make
sure that industry can deliver what they said they'lvdelio consumers and to police that, but a
second issue is besides the technology and the coaplieature, is how are we communicating to
our customers? How do they understand it? What'sghedefaults? First party, third party, they
are different. For Walmart, when we launched our pyiy@olicy, we did a mixture of opt in and
opt out and then the other folks here who have Dastlboe have the same thing, the people get
on there and play with it. So, there are really ebdifferent issues where the policy should be and
then, how is the compliance behind it?

>> Michelle Rosenthal: Zoe, | have a follow-up questmsdme of what you're talking about. We
hear, sort of, two different things. We hear -- soames$ we hear that publishers have a problem
exerting control over the different entities thatytheworking with for behavioral advertising. So
in terms of negotiating -- you know, if you want to negtatiterms about the collection of the data
and the use of the data by those third parties, it's sm@edifficult for publishers to engage in
that. But then, on the other hand, we see, for examglere Walmart was able to exert a lot of
control on green issues. So, Walmart said these artdahdards and we want you third parties to
comply with, and we won't work with you unless you dd.tHso, can you talk to us maybe about
where on the spectrum publishers are when it comesdee tort of privacy issues? Are they able
to exert control? Are they able to tell the peopeytivork with, "look, we're walmart, we're not
going to work with you unless you do this," or have you foufficult in actually expressing

how that data should be collected and used by the third pgoiiework with?

>> Zoe Strickland: I think historically, when publishers waiith third parties and with folks who
are experts in the technology and the ad space, is g&uataa result, which is, how am | making
sure | reach my customers effectively, and so you todkose principles and say, "how do we do
that?" We need to do a better job of understanding thkatchnology is behind that. So what
cookies are being placed, are they Flash cookies, aredpelar cookies, how are we following



industry standards, and one thing | think is not in our custenmerests is when like, for instance,
your standard contract clause will just say "comply \ths,” that's not good enough. There's a
lot of industry stuff out there. Just complying with lasieeesn't even scratch the surface on what
we're doing here. So | think publishers need to step up moeems of the delegation that's gone

on.

>> Michelle Rosenthal: Okay. Omar?

>> Omar Tawakol: | just want to talk about -- when wakhabout what third party cookies are
used and behavioral advertising, there's some confusiomhaind, usually when we're talking
about it, we're saying that you know something about sonfeomethe profile, you're delivering
your ads to them somewhere else. But the majoritliaf party cookie use for targeting actually
isn't traditionally called behavioral advertising. Whatdan by that, is something like conversion
optimization. So an advertiser buys a contextual ad finewspaper site. And the newspaper site
thinks they sold them a contextual ad, and they didt tH&ua advertiser needs to put a cookie to see
if that contextual ad performs and results in a saée.le&Sometimes they buy even CPA
advertising, which is to say I'm going to put this ad up now|'fiuhot going to pay you unless

they buy on my site. These methods dominate the vevetneam in display advertising, so we
participated in a survey that was actually implementethéyAB, and the full results have not

been released yet, but to give you just a sense of it,whéound is that 68% of all agency dollars
use some sort of conversion optimization. Another 43&frequency capping. Frequency
capping is a technigue in which you say "I'm only going tavsyau these ads five times.

Therefore, | have to track how many times | showedybtg which goes into your individual
cookie." So, these techniques dominate about 70% to 80%ailo¢ ahoney coming through

display advertising. They require a third party cookiel @ney require the level of tracking that

you would have called behavioral advertising. And they flaeccontent, and in many cases, the
publisher who sold that piece of advertising wasn't thinkingas behavioral.

>> Michelle Rosenthal: Right. Okay. Berin, let rmges, go ahead.



>> Berin Szoka: | just want to briefly -- | sweateuch on the points that these three made and to
say that really, if you remember one thing today, ymugl remember the point that Dave made,
which is to put it in shorter fashion is that the caowdification of attention. Right? So if attention
and advertising is what funds content, the problemDa&t described is that there are so many
sources now for advertising that the rates everyondtisges plummeting, right? And that's why
traditionally ad supported industries, like journalism,lz@gng so challenged. So the central
dilemma that we face is, if advertising, if our atiemtbecomes commodified, become something
that's worth essentially the same almost everywlene do we make that more valuable across the
board, right, and how do we increase publishing revenuesdoyl®ody? And so there | want to
just give you four quick statistics. The first is, jtesput this all in perspective, that in 2008, |
believe, newspaper advertising revenue online was $3 bilurt.of a total advertising revenue of
$39 billion. Now, just think about how much time you think peagdend online versus reading
traditional papers and you'll start to see that these snormous disconnect there and a huge
problem as newspapers are increasingly moving to screensthépdoblem is basically that the
digital -- the dollars in the real world are being emgld with cents in the online world. And the
best way to think about that is to look, as Dave saitheaimpression rates. And if you look at
those, and Howard Beale's here is in the audiencadlaegteat example, great work in charting
this, if you just compare those in, traditional mediay tadk about four, ten, 20, sometimes even 50
dollars per impression. Online, put those in cents. ¥@enerally talking about less than a dollar
per impression, right? That's the central problemeezirio talk about here. The third statistic,
very briefly, is advertising in general, online adventis-- 7% of total U.S. advertising, right?
Above a shrinking pie, a pie that is significantly sieraihan it was last year and it was in 2000.
And it is now at its smallest point since 1976. Buthaft 7%, 45% of that goes to search engines.
So for all of you in the room here that think that Goagl®o big, well, 45% of revenue goes to
search engines. So what I'm really concerned abmgah Google offers great services, and it's
valuable to every one of us, and | want them to make morey. | also want publishers who
depend on display revenue to make more money. What yigé¢t® They get essentially a third of
total online advertising spending, which go is less than 3@talfU.S. advertising spending,

right? These are the statistics you need to think abautderstanding the what the challenges for
publishers, because you know, consumers have many vdtugacy is one of them, but getting
content and services is another, and that's whapéndks on.



>> Michelle Rosenthal: Thank you, Berin --

>> Peder Magee: Can | ask about -- Zoe, I'm interestgtirwhat the return on investment is for
behaviorally targeted ads as opposed to contextual adgbeMau can talk about your experience
with that. I've heard a lot of statistics, but itl sems to me that it's unclear how much more
valuable a targeted ad is versus an ad | get related to bpoaisse I'm on a sports site.

>> Zoe Strickland: Thank you, Peder, and | do thinkgleatery valid question, a return on
investment, which is typically how businesses tend takthbout things, which is much deeper
than just dollars and cents. As you think about it, 8¢eally just another tool that you can use
to reach out to customers and to serve them. And] ff@isk that it's been pretty demonstrated and
| think most folks would attest that there is a lifsbd on OBA ads versus contextural ads. But
when you look at that as a publisher, | mean, you wéighagainst the costs of participating in the
OBA, whether or not being part of a network -- do yountwratarget on your own web site, and
what's the value of that? And then also consumeredesBusinesses really don't want to annoy
their customers, so how do you really understand wisgtwant. | think the survey data, the
education efforts are enormously important. And thanlgok at it in the context of your business
model, which is an e-commerce site versus as an egathpl journalism sites that we've talked
about that depend on ad revenue to a greater degree fardhtEnt. | don't think there's any
magic to this. | think that OBA is just one more exéargf a different tool that you reach out and
touch your customers with. We can certainly give amgma in our offline where we've talked
about hey, we want to customize coupons to you and what seen there. Be very happy to talk
to that, but I think web sites existed before OBA, andnktthey'll exist afterwards, depends on
what that would look like, but I think given the interesthis topic, and the attendance here, it
goes to show that OBA has some real attention taditvalue to it.

>> Male Speaker: Peder, if | could add just one senteniteat. This is the fourth statistic | meant
to add. There's a lot of data out there, it's hard tplsdythe difference could be up to ten times as
great for some publishers. So the delta we're talkingtdi®re is not small.



>> Peder Magee: Are you referring more to the long fahe internet, the small publishers?

>> Male Speaker: You're exactly right, you have to loath@ major publishers versus the smaller
ones and the difference gets bigger the farther ouggouBut if you look at increases in click
through rates and the other metrics that are used totha&kfectiveness of advertising, for the
first year publisher, things like newspaper websites, tifiereihce may be relatively small. It

might be only twice as effective, twice as revenualpong. For small sites, it could be in many
cases up to, again, a lot of data out there, but iddoilup to ten times revenue producing. So it's
hard to see how this all plays out in the aggregatexblié not talking about a 5% or 10%
improvement, we're talking about several factors ofmage And that's why the stakes are so big

here and why the changes in defaults and regulations snakea big difference.

>> Peder Magee: Omar's got something and maybe you couldfdsojour comment, we could
talk about what sort of research we need in this ar@apoint this a little bit more.

>> Omar Tawakol: So just to add one level of precisidar't think you want to compare
behavioral advertising just to contextual, because I'd Isayt&/0% of the internet impressions are
very low in context. And that type of inventory goesvwat we call run of network pricing. Run

of network pricing tends to be in the tens of centad Aypically when you use reasonable
behavioral data to sell a campaign to an advertis®gaing to be anywhere from the $2 to $8
range. So you're lifting inventory that would be anywhesenflike 10 cents to 50 cents to $2 to $8
when you're talking about applying data to a run of network [8o/that was the first comment |
wanted to add, I'm sorry, and the second question was?

>> Peder Magee: I'm wondering if there's research iratk@ that needs to be done to get a tighter

handle on the value of behaviorally targeted ads versusangeted.

>> Omar Tawakol: | think there's a lot of data alreadythere, but the type of research that I think
that's interesting, | know that there were some groupknew the IB started doing this, hasn't
finished yet is trying to take the dollar that comes fadhthe agencies and break it up and say

what percentage of the dollars and campaigns go to edchique within behavioral advertising.



Retargeting treated differently than campaign optinopatfrequency capping, third party data
targeting, demographic targeting. That survey and thaysisalB, | think, would be very useful
once it's complete.

>> Dave Morgan: Peder, | would add one thing, and | would sugmoriumbers that Omar
referenced, having been in the industry for a whiles dbout a -- 10X is actually a pretty good
way to think about it. It is different, and | would s&g ttouple of areas which | think, I don't know
how much research has been done, but not all contppbds the same. In other words, if you
public automotive content or travel content or technotamytent, well, that's much easier to
support, and the context alone represents a lot of v&laging originally come out of the
newspaper industry, I'll tell you the kind of contentt thapports the worst, and it's news. News
does not carry a commercial value to most advertisets Isecause it's also a little scary. It could
be a plane crash, it could be a murder, it could be critniegjs that people, advertisers don't
always want to be associated with. And in that cgpa:dlly, it's much more than ten times as
much. One of the problems, for example, some of #@tional journalism companies have had is
that 80% of their page use and their impressions are ®geheralized news. A very small
amount is in automotive or high areas. So they're aigived in their dependency. And this has
been -- | think, as everyone knows, the IAB and the DMAaving tried to push through a lot of
these standards, one of the biggest problems was to tyet aitlividual publishers to be willing to
sign up for a lot of self-regulatory standards and prinsipkcause they feel so dependent. But it's

the reality we live in.

>> Michelle Rosenthal: Thanks, Dave. I'm going to swgehrs and ask one question that came
from the audience, and then I think, Peder, we'll wrap opvé&hear a lot, even though the FTC
behavioral advertising report that came out back in Fefpruathe report we talked about we're
not going to make a distinction between PII and nonyRlwe still see industry making that
distinction when it comes to privacy policies and notites they're giving to their consumers. We
still see notices that, oh, we're not collecting yoersonal data, or this can't be used to identify
you. So even though -- no distinction, the FTC staffrditimake a distinction, we still see that
distinction being made by various entities. So the quegtjas it naive to think that anything is
actually truly anonymous? We see examples that arthend, for example, the AOL search



information that was published for research purposes. Wodmation that was supposed to be
anonymous was able to be -- they were able to re-idesdifyeone based on the very specific
searches that they had made. So the question here \gecreally consider information
anonymous, or is there such a high chance that it coudé{a@onymized or re-identified that we
should be making no distinction.

>> Male Speaker: Everything the industry says, and we havdiesigp much information to the
FTC about this, and it's in the record, and it's givethédop staff. Everything the industry says
daily, it is about an individual. Yes, we don't call@tl, but they can target individual. The self-
regulatory regime adopted by the trade organizations antethd®R campaign that was just
launched last week should be investigated and rejectect yetteral Trade Commission. Because
they're not telling consumers the truth. We're ndiecoing personal information, they tell you,
they tell the consumers, but to their clients, likefdsoft did in the document that | read, it's an
individual. They know you. The whole system is dedigioeeknow you, to find you, to engage
you, to develop a relationship and collect more informatidnd that's why | am glad finally that
the FTC hasn't started a serious investigation of theeatlvertising industry, collecting
documentation, so it can come up to speed because, asHasis said this morning, the
commission needs to know more about the online ad spdqaratect the privacy. Thanks.

>> Female Speaker: | think it's important to go back totuthewe're talking about. We're talking
about ads, we're talking about ads that are targetede Waes a lot of talk this morning about --
and a little bit on this panel, as well, about probleras tésult from ads. And there was talk about
redlining. Redlining is illegal. Redlining is proscribed by BMuidelines and every other industry
group of guidelines that I'm familiar with. We can keemdpng out the parade of possible
horribles, but none of those things have actually happewalre talking about ads. And it's hard,
| think, it's hard to be upset about ads that could posséhglevant to you and improve your
online experience. On the issue of PII, non-PIl, imgéon't know of companies that are
collecting PII and telling consumers that they're milecting P1l. And | think it's very, very
important to let the marketplace work in the way BilaeKai does. Transparency is absolutely
paramount, and let consumers make their choices. Wethes very hard to do this, as | said with
DMA choice, which is a mail preference service. Hlgas consumers to go online and figure out



what they want, how they want it, whether they wignnail, several times a year. And when you
get into the granularity of individual consumers makimgjvidual decisions about themselves is

when you can best meet consumers' needs.

>> Peder Magee: | think the transparency is a key compdweea. On the question of Pl versus
non-Pll, | think that's tough, and I think it depends ondisinition you're using.

>> Female Speaker: Everybody wave your hands.

>> Peder Magee: | want to give final weigh-in on CraigyaNf you want to talk more about the
Pl1l, non-PlI distinction based on your research.

>> Craig Wills: One of more recent things observecersainly the third parties are also involved
in social networking sites. We put out a paper not long lagtobasically showed your social
networking identifier gets passed to the same companiesot@mly your behavior is being linked

to your identity in that way.

>> Michelle Rosenthal: And we do hope to get in to sontb@de issues in our second round table

as well.

>> Female Speaker: Just something really short, | just @ant to let stand the statement that it's
just advertising, it doesn't lead to anything bad. We have givxamples, yes, redlining is illegal,
but it's happening. So bad things are happening because of thésady&atgeting, and we need

to look into it. If they weren't, we wouldn't be here.

>> Peder Magee: Thank you very much, and thanks to glighelists for your time and your

energy.

>> Michelle Rosenthal: We have a ten minute break. sBleg to be back in the room in ten

minutes.



