>> Katie Harrington-McBride: All right, good morning, eyene. | know that it's going to be a
little bit difficult because we are in cramped quartedal. Thank you all so very much for your
patience going through our security line. | know that ybaggreciate the importance of security.

| will actually make a formal announcement about & iminute, but please understand that we are
delighted that you could be here with us today and thahswe withstood the test of the long line.
My name is Katie Harrington-McBride. I'm an attorneyhe western regional office and a
member of the privacy roundtables team, and I'm very pleas&elcome you here this morning
for the first of our three roundtable discussions inEkploring Privacy series. | have some
logistics and housekeeping announcements, so the good riéasyisur fellows that you may

have left behind in the line who are still being procesgddaot be missing anything substantive
just now. Terribly important, but not substantive. Weehtood and beverages coming. We
understand that the security line will pose some obstaxhgsu if you want to pop out for a coffee.
So, we are arranging to have that stuff delivered, andfiibpdoefore the first break there will be
opportunities for you to get snacks and beverages justieutsthe hallway. We also have a list of
other eateries, if you're brave enough to want to getsglf outside and get a breath of air. Feel
free to do that. And you can pick up that list at thdetavhere you checked in. The restrooms are
back out through the lobby. You do not need to go through sgduuit go back through the
hallway that you may have been standing in, take adeft the men's and women's rooms are right
there. When we begin, we're going to have panel digcsssAs you can see, we have our
panelists who will be arrayed here. We'd like to invglea in the discussion as much as possible,
though. But because of the crowd, we're going to need tloision a rather organized fashion. So,
we have question cards that are available. If you hawveeneived one and are interested in getting
one, you can raise your hand and one of our paralegélsring) you a question card. You can
then hold it back up when you've written your question oie will collect it. We will bring it to
the moderator of the panel. And with a strong taildyine'll finish in time so that there is Q&A
time. People who are watching on the webcast shoeldrée to e-mail to the address
privacyroundtable@ftc.gov. We'll also be checking thabant and bringing those questions to
moderators. For our security announcement, anyonedbataytside of the FTC without a badge
will be required to return through security. You will hawego through the magnetometer and the
x-ray machine. If you spot any suspicious activity, pleapert it to the security staff or one of the
members of the Privacy Roundtables team. In the @fenfire or an evacuation of the building,



please leave in an orderly fashion. We will proceedszcthe street, across New Jersey Avenue to
the Georgetown Law School, to the right-hand sidéaif building. And at that time, if we have
been evacuated, if you could check in with one of thé Biaff so that can we know that you have
arrived safely, we would very much appreciate that. difgtare FTC staff in the room, | hope that
you will be kind enough to give up your seat so that our guesystake your seat and you may
return to your desk and watch on FTC Live. Just good manfiédhese are company manners,
folks. This is obviously an extremely well-attended eyvand we are delighted that you could all
be here. So, again, if FTC staff wouldn't mind voluntggtheir seats or standing in the room, if
you prefer, if you could please do that. We're also inyeatg the possibility of overflow seating,
and we will let you know at the first break how thattsrking out. But thank you to those of you
who are willing to stand at this point. We're going doodr best to make sure that everybody can
be comfortably seated for the duration. With thatpuld like to introduce the Associate Director
of the Division of Privacy and Identity Protection, Ma&sha Mithal. [ Applause ]

>> Maneesha Mithal: Thanks, Katie, and thanks to ajbaffor coming. It's a pleasure to see so
many of you in the audience. It's great to see somiidafaces, and it's also great to see some
new faces. And | think regardless of whether you'repaat player at the FTC or this is your first
FTC event, | think we're fortunate enough that we'verabted some of the best and brightest
minds on privacy issues here today. And so, we're surave a discussion today that's filled with
creative thinking, energy and enthusiasm. And speakitigps€ attributes, | think our first speaker
embodies them. He's a creative thinker. He's gotaf leergy and enthusiasm, and he's the
Chairman of the FTC, Chairman Jon Leibowitz. Chairrbaibowitz is no stranger to privacy
issues. Since he started at the FTC in 2004, he's spaolkehast of privacy issues, including
behavioral advertising, spam and spyware, data sec@lgphone records, pretexting. And |
actually remember the first conversation | had withi@han Leibowitz, we were talking about the
privacy implications of public whois databases, and we hadly spirited discussion. So with
that, let me introduce Chairman Jon Leibowitz. [ Ause ]

>> Jon Leibowitz: Thank you so much, Maneesha, fdarkimal and entirely undeserved
introduction. And as | look around the room, | see so npargacy luminaries here, people who
have really worked on these, Lee Peeler, Marty Abr&usan Grant, the eminent and



distinguished Marc Rotenberg, Jeff Chester was around Dave, Morgan. So, really, | think this
is going to be a sort of, a terrific workshop. We'reagdo learn an enormous amount, and you're
going to help us do that as we try to think through thesgtex issues. Now, | recently spoke
about -- | was on a panel about Louis Brandeis, oneeoifntellectual founders of the Federal
Trade Commission, of course, who was also a worldward turn of the last century reformer,
Supreme Court justice. And in 1890, Brandeis and his paBaenyel Warren, authored a seminal
law review article on privacy, and they wrote -- andduoeting -- "Numerous mechanical devices
threatened to make good the prediction that what is wiespin the closet shall be proclaimed
from the housetops.” And what they were concerned dbentwas photography. Photography in
newspapers and sort of peeping toms. Now, their woskemarmously influential and prophetic

in some ways in that it helped shape American jurispruelenqrivacy over the course of the 20th
century, and of course, Brandeis' thinking continued whemaseon the Supreme Court,
particularly | think in Olmsted, where he wrote that &Tright to be let alone”, was | think the most
-- and Jeff Rosen will correct me if I'm wrong -- "Tight be let alone was the most sacred of
rights and the right most valued by civilized men."thHa 1960s, as Americans started to lose faith
in government, and the 1970s, with the abuses of governomeeiignce powers, together with
the advent of the computer age, created more firmenndrcitizens' privacy rights, vis-a-vis,
government. And the Private Act and the Fair InfornmaBoactice Principles -- the FIPPs, I like
saying "The FIPPs." You want to say it with me, teHS? You don't have to do that -- grew out
of that environment. I'd argue that we're at anotheenshéd moment in privacy, and that the time
is right for the Commission to build on the FebruBghavioral Targeting Principles and take a
broader look at privacy, or look at privacy writ largeénd let me explain why. One of my advisers
is about to buy a home computer with a quad core chip ag®éBertz. It costs under $2,000. In
the early 1990s, a slower Cray supercomputer cost about $iblhhmihese advances have created
extraordinary benefits for consumers, but also haveemnelous implications for privacy. The
computer costs of data collection seems to be approadtriag Pata storage costs are
unbelievably low, too. The efficiency made possible by cloaumputing, compliments
unbelievable advances in chip technology. So, companieg@anand crunch massive amounts of
data relatively cheaply. Now, these developments blowed companies to collect and use data
about consumers in ways that were never feasiblgesr @onceivable before. Behavioral targeting

is one of the many ways that companies can use datattoterase out which consumers or IP



addresses or uniquely identified cookies are more likelggpand to a particular ad. Those who
attended last week's workshop on the future of journalisswkhat a number of speakers spoke
about the importance of revenue from targeted -- frogetarg and funding journalism. There are
both benefits to companies and to consumers from taggstuch as more relevant advertising, but
also, | think as we all know, costs in terms of prixatlow, those words still reverberate today and
maybe moreso than when he dissented in Olmsted. Tédsalogies have fundamentally
changed the privacy landscape in a way in which Justiaed®is would have been completely
unfamiliar. Consumers have to grapple with this brave,wewd of information without

analogies in their experience and without a real uraiealgig of the ways in which their
information is handled or transferred. Take interoledising, for example. How many
consumers, or at least ones outside this room -- | ki®warly in the morning, but that was a joke
-- have ever heard the names of the many ad networksritiatp with their information in the
profits of targeting ads? How many people understand theries role and other intermediaries’
role in the internet ecosystem? How many people utadetsvhat a cookie is, much less how to
distinguish a first party cookie from a third party cookié®rick and mortar retailers track the
consumer's meanderings around a mall the same wayarmenis tracked online, well, to ask the
guestion would be to answer it. It's not just consuméis ave grappling with privacy. Companies
are grappling with privacy as well. In the commissionrSease, consumers in a sense opted in.
They were paid $10 for participating to a stunning degree dit@of their web usage. The gist
of our case was that while the extent of tracking described in the YULA, that disclosure wasn't
sufficiently clear or prominent giving the extent of théormation tracked, which included online
banking statements, drug prescription records, video radaitds, library borrowing histories and
the sender, recipient, subject and size for web-basegile- So consumers didn't consent with an
adequate understanding of the deal they were making. mhedy argues that the folks at Sears
are bad people who wanted to do bad things with the infaymttey gleamed from consumers.
And | think actually to the contrary, they probably dikmbw exactly what they expected to learn
from this data, and that just demonstrates, howevdratihaf us, all of us are still feeling our way
around what respecting privacy really means. Now, people dsked me what to expect to get
from this workshop and where we're headed. | can hgresstiwe don't yet know. Our minds are
open. We do feel that the approaches we've tried so fartHenotice in choice approach and
later the harm-based approach or regime, haven't workedagpuell as we would have liked, but



it could be that this issue is a lot like Churchill's dgg@n of democracy, and he said, | think,
"democracy is the worst form of government except idha others that have been tried." Still,
we are going to try to look through the issue of privaag, @specially online privacy, try to think it
through in a way that is better for consumers, fdodyusinesses as well. We all agree that
consumers don't read privacy policies or yulas, farntetter. And | think most people now
acknowledge that you can't focus on traditional Pll, ssaeane and address, when particularly
devices and even consumers are so readily identifiabh®wtiit. And of course, commission
staff's thoughtful behavioral advertising principles viewddrmation in this broader, more holistic
way. Well, is there a better way to protect privadg2here an easier way? Is there a framework
that conforms to consumers' reasonable expectatiahbukinesses can understand and apply? If
not a unified theory of privacy, are there steps to mathe areas of confusion and empower
consumers? Should we utilize more opt in? And I'ven lsesupporter of opt-in for quite some
time. Should we treat special categories of informasach as personal health records or personal
financial information, differently? And how do we treatinerable categories of consumers, such
as children? We hope that we'll find out over the courskeohext six months, and the experts
who graciously agreed to participate in today's discussidhstart us off on the course of
answering some of these questions. And | see my digthmgal | guess not former colleague, but
predecessor, Mozell Thompson, here. So we are tiedighat you could be here. former FTC
Commissioner Mozell Thompson. Let me thank at ladstv of the many, many people in the
Division of Privacy and Identity Protection who haverkex so hard to make today's roundtable
possible. Now, | won't list everyone, but let me ackiedge some of the key staff members.
Loretta Garrison. If you guys could stand up when | --smi@u're already standing up in the
back of the room, then raise your hand. If you coulddstg or raise your hand when | mention
your name. Loretta Garrison, Peder Magee. Pedergyagftt in front of me. Good! Katie
Harrington-Mcbride, who started us off this morning. E&addy, Michelle Rosenthal, Miomi
Leftkovitz, Jessica Skretch, and Randy Fixman as welssistant Director Chris Olsen, who's
around here somewhere, back in the corner over thasociate Director Maneesha Mithal, who
introduced me. Maneesha, where are you? You're inaherfext to Jessica Rich, that's right. Of
course, Deputy Director and former DPIP Associate Doredessica Rich, David Vladic, who is in
the back over there, who is the architect of so mamgshin the Bureau of the Consumer
Protection. We're delighted you came over from Geovgeto be part of the Commission. Also,



Jeffrey Rosen, who is standing over there in the cpama who is helping us think through these
issues with a slightly different but incredibly infornvat perspective. So, we're delighted that
you're part of the group that's thinking through privacyti@aarly privacy online. | want to thank
you all for really for assembling such a stellar cast @an accomplished group of thinkers on these
issues. And with that, let's get the ball rolling. Ydodlvery, very interested -- are we going to
reveal the ecosystem charts today, this morning?

>> Female Speakers: Yes.

>> Jon Leibowitz: Oh, that's going to be very excitirgp, we have a number of exciting
announcements going forward and a number of terrific spgalklend thank you very much!

[ Applause |

>> Katie Harrington-McBride: Thanks, Chairman Leibtavil would now like to call to the

podium Mr. Richard Smith, who will describe some of dla¢a flow charts that are in your packet
as well as the personal data ecosystem that's amatheo my right. And while Mr. Smith is

coming up, could | also invite all the people on panel ortake their seats so that we can be ready
to go as soon as Mr. Smith finishes his presentatiomenks.

>> Richard Smith: First of all, | want to thank th&&for the opportunity to speak here today. My
role is to sort of set the stage for the workshop andlkcabout some of the technologies behind
data collection and data use. As we all realize,lthve 6f data makes our world work. It's a
fundamental part of the economy and just everythingwieatio every day. A simple economic
transaction, such as making a cell phone call or buyingtomng online, all involve a collection of
data and the use of data by multiple vendors. You kniowplygto make a cell phone call might
involve five different companies, typically, that collelata as part of making, completing that
phone call. And what | hope to do in the introductiorehigto go look behind the scenes a little
bit at some of the technology that makes all this happdrsome of the business relationships that
make this happen. The issue of data collection hasdveend forever, probably the first time
somebody made a stone tablet, we had data colledBiontoday, the issue, as the Chairman said



in his introduction, and it was very interesting to reaout this issue, you know, starting up with
Brandeis -- it's technology-driven, that we're seeifg more interesting uses of the data and a lot
more collection of data, an explosion of a collattid data due to technology. And I think many
folks in the room can realize this, by thinking back otdgut 15 years, to the first time that they
owned a cell phone or used a web browser or had a ceediswiped with the magnetic swipe, as
opposed to, say, the embosser machine. So, thosesyate all indications of the underlying
technology that are driving this data collection ecaswst One illustration of technology that |
wanted to point out here -- | have a hard drive. Thactually kind of ancient technology. It was
made in 2003. But if you went to your local Best Buystaptes, you could buy today a 1-
gigabyte hard drive for around $150. And this is anybody couldtis. And these are used in
personal computers, particularly in desktop computeranbué importantly, in computer servers.
They hold information about what we're talking about heday, the data that's collected as part of
transactions. Well, what is 1 terabyte of data thatgmuld buy today? That's equivalent to 300
million sheets of text, of printed out text paper. Thahe piece of paper for every citizen of the
United States that could be held on one hard drive. Newnake hundreds of millions of these
drives per year. And as the Chairman has pointed subasically now free, practically free to
store data. It actually costs more now to deletel#ita off these drives than it is to keep it. And
the other point is that we have to fill all these driupsand we are, as part of this ecosystem, the
data collection ecosystem. The other part of the tdogg advance that we're all very aware of is
communications technology. And it's -- really, thare two very important places that's
happening. One is, of course, the internet, which allesm® connect all the computers and all
these hard drives together to collect data. And we'tvehed, you know, in the last 15 years, from
the internet being something that was in universities tetang we all use, and we no longer --
we used to connect up to the internet through modems, and/@ale it through cable, you know,
cable connections and DSL connections or wireless caansectAnd that's the other important
communications network that we have is the wire@@sgetwork that allows us to collect data at
really any location. We're now going to take a lookuatahart here, we call it the "Personal Data
Ecosystem," which is an attempt to look sort of behinccthiain at a very high level of how data's
collected in our world. And the purpose of the chart shimw from the consumer perspective, you
know, what they see as data collection, and then thinagsate happening also behind the curtain.
And in this -- one thing that | wanted to say about itssobviously very simple compared to



what's happening out in the real world. There's litetaltg of thousands of vendors who are part
of this data ecosystem and hundreds of millions of coassinfSo, it has to be much more
complicated than this diagram. And it's a high-leveltchad it doesn't get down to some of the
nuances and complexities that actually go on in thewedd. But in the ecosystem, we have the
center here, the consumer, which is the data supahdrthey provide the information to, you
know, as part of their, as they go about their dagdi There are a variety of what we call data
collectors here. And they can be all sorts of orgaioizg, you know? They can be businesses that
we interact with every day. They can be in the afeaedical. They can be our doctors or our
pharmacies. We get into government collect data andbdewariety of folks who, as part of our
daily lives, we provide information to. It can be diresaty through an application for a credit card
or it could be indirect, through, say, making a cell phcade This information then is used to
provide services to us. We then move out one level evemthat a lot of consumers are really not
familiar with, to the data broker level, where we h&lks who collect data from a variety of
businesses and government sources, put it together, aggtégathe purpose of selling it. And
this is an area that a lot of consumers are only \Tggueare of. And then we go out to the outer
circle of the chart here, and we see all the differewe see some of the different users of this
data, who buy the aggregate data. You know, one exasnplarketers or banks or so on, who use
all the different information collected through the dataker services. Then, coming back to the
consumer, there's a variety of services that happemtie data users and to this aggregation data,
and it can be an extension of credit, it can be adwegti It could be a whole host of things that the
data users then bring back to the consumer. And in sas®s, the consumer is aware of these
services. In other cases, they're not, not partiguéaviare of. And the one thing that's important
here is that we have, you know, both the primary usdatas and secondary uses of the data. You
know, for example, if | buy a house and pay propertysaadot of people don't realize that
information about my house is then used to character@éor marketing purposes, it's a secondary
use. What we're also going to look at also then todsynse specific examples of the use of data
in everyday transactions here. This is one that'®pally applicable to me, is over the last three
or four years, I, like a lot of folks had to start takpilis to regulate various health issues. And so,
one of the things that | have to do is get my presongtfilled at the local pharmacy. And here we
have a part of this data ecosystem how information @ tssperform that service, some of which
are very -- I'm very aware of and other ones thatd$a aware of. But the basic economic



transaction begins with the doctor providing me withghescription. | then take it to my
pharmacy, where information is entered into a computeuntamyself as well as about my
prescriptions. One thing that's important is if you gkt pn a regular basis, you get one
prescription that gets renewed for up to say a year. tAndp to the pharmacy and their computer
system to keep track of those refills. And so, ongh@fbenefits, then, | get as a consumer is | don't
have to go back to the doctor for every prescription. wBen the pharmacy fills the prescription,
they enter the data into their computer systems. Awedtloing they do, a new service that the
pharmacy's are providing now is they will call me onghene when it's time for me to refill a
prescription. It's one use of data. Now, that's &etang program as far as the pharmacy goes, but
from my perspective, that's a convenience. Now, thetéer places that data flow, too, out of the
pharmacy. One is this, you know, paying for my pills tigio the health insurance. The health
insurance company's going to learn about it. But then #lece's a whole other hidden behind-
the-curtain activity, where various prescriptions go pharmaceutical analytics company that
analyzes all the different prescriptions that peopebarying for various -- for a variety of

purposes. One can be disease tracking, another ote daninformation for media. Another area
that's been relatively controversial is in the akmarketing to doctors. These aggregate statistics
that are generated by analytics, some of these stat@s® done specific to the doctor, and the
information is then sold to pharmaceutical companies modused by pharmacies to market back
to doctors. And this is in an area that's been coetsisd. Some legislation has been done against.
But the idea is that the pharmaceutical companies, you,lmase their marketing to a specific
doctor based on all the different prescriptions they'emlaeveloping. Another area that's been
interesting, that's driven clearly by technology, paléidy with high-speed internet connections,
and something that we're hearing a lot about, is spetalorking websites. These are sites like,
you know, Facebook and MySpace or LinkedIn, which provi@wfor people, for friends and
colleagues and even strangers and whatever, to communBadesally, provide a community
where people can discuss in a semi-private area, yom, knwariety of topics. And the basic idea
behind the social networking website is you register thighwebsite. So, it's a voluntary activity.
And you get an account. And from there, you say to tledisite who your friends are. And so,

you get connected up to them. And that creates an aeya @herybody can communicate in.
Some of the information that you provide as part of thaias networking, however, is made

public, and it can be viewed by anyone. For example, Gpeglple, some of the first things you



see will be profiles at places like Facebook and Linkedut then also, there's other parts of the
information that is only available to, you know, peopld §ma trust, you know, friends and people
who you agree to be connected up to. But a whole otpectgoing on behind the curtain in the
social networking sites is the use of information fribwat you provide as part of your profile as
well as part of your discussions with friends, is tbeeatising aspect of things. So, you're being
targeted with advertising as you're using the site basedl the information that's available in, you
know, either in the profile or the forums. And anotheea that becomes very interesting is, many
of these websites support features, what are knownrdsptrty applications, where the websites
allow other parties, other software developers, to dora@d provide content and games and
applications that run within the context of the sonetworking website. And these applications,
in many cases, reported by advertising and what folks arg tieese websites in many cases don't
realize is, these applications also have access te aormaunt of the personal data that's being
collected by the website. And again, that's going off amibbesed for advertising purposes and
potentially other uses that are not clear. The last Hrat | want to look at here, this morning here
on the collection of data -- and | think it's a very impot one, something that's become much
more important over the last, say, three or fourgj@amobile phones or SmartPhones in
particular. A SmartPhone is basically a computer tpat'table and just happens to have a cell
phone attached to it. But the key thing about that commuitecan communicate through the
internet through wireless connection. So, we're abéollect data or observe data with that device
at any place, at any time. And so, a key feature gethew SmartPhones is the ability to locate
themselves -- that is, find out where they are on g, rmaany point in time. And they use a variety
of technologies to do that, including GPS, Wi-Fi and toeters. And so, you have a very
powerful combination there for doing data collection.uYave a smart device that can run
applications, arbitrary applications, you have a communpicatetwork which allows it to phone
home, and you have something that provides location. Angesbave -- we have companies out
there now developing a whole interesting host of apptios using these technologies. And it's
sort of the next level of data collection, if you wiDn the chart here, we show a couple -- a couple
different applications using SmartPhones. One is alemobupons application. The idea that, as
you're walking around, you can run this application adnt provide coupons for businesses in the
area that you're currently at. And so, the idea isdgwwnload the application to the cell phone and
you, at the same time, provide personal informatiohé¢o/endor, who's providing coupons. And



the application runs. And as you execute it, it willyide you with a variety of coupons, and you
can do things like say, "Here's the kind of coupons Iterasted in." [Timer beeps] Excuse me --
| still have 30 seconds. [Laughter] In spite of thEhe idea is, you say what kind of coupons you
like, whether it's restaurants, bars and so on. Aneldoas your location and the types of coupons
that are available to the coupon provider, they're seydar phone. Another more interesting
application, one that seems to be targeted at the yoarmed -- I'm not sure I'd want this one --
but it's the Mobile Friend Locator. It provides sortltd next level of the ability to watch us as we
go around our lives. The idea is, you sign up with this seyégain, download an application, and
it shows on a map when you run the application wheéral friends are located. They also have
to opt in to this service. And so, the idea is thatatFriday afternoon and you want to get together
for dinner that night, you can go see if everybodyghe's close by and then meet up. Again,
what else is going on behind the scenes -- you knova, fitte service, so there's advertising that
goes on behind the scenes. And so, the ads are shown aktha map with the idea of trying that
for you, where you can meet your friends at. In addliteme other service we looked at allows you
to also upload your position to your social networking home.p&ge not only can people with
phones figure out where you're at, but also all youndisewho are following you on a particular
social networking website. And again, advertising ttem be provided on that website based on
your location. It's a level of surveillance | thinko& of people will be surprised that we would
have -- you know, if you go back 20 years ago, we would bepéing. But it's out there. And it's
something that people, if they want to participate in, dafith that, I'd like to move on to the first

panel here. And thank you very much for the opportunitgpeaking. [ Applause ]

>> Chris Olsen: Thank you. Can everyone here meZiins Olsen, I'm an Assistant Director in
the Division of Privacy and Identity Protection. | wamthank you all for coming. We have a
huge crowd here today. So if it's possible for people toezgui@ if there are open seats in the
middle, I'd ask folks to try and do that. We have sonmelgts, | see, in the back there. Some
reserved seats up front for panelists, if you want toecomm One more administrative detail -- we
have a Wi-Fi connection, and there are informatiometshep front about how to get access to the
Wi-Fi. Again, I'd like to thank everyone for coming. gEjrl'd like to thank and introduce my co-
moderator, Jeffrey Rosen. Professor Rosen is otleafation's leading legal scholars and privacy
experts. He teaches at George Washington University Ichevd is Legal Affairs Editor at "The



New Republic" and serves as a senior fellow at the BrgsKinstitution. We are very pleased he's
agreed to help us navigate the issues we intend to expismadrning. I'm equally pleased to
introduce our other panelists. Alessandro Acquisti iD8isse Professor at Carnegie Mellon
University. Susan Grant is Director of Consumer Praircit the Consumer Federation of
America. Jim Harper, Director of Information Poligjudies at the Cato Institute. Leslie Harris is
President and CEO of the Center for Democracy and témiy Michael Hintze, Associate
General Counsel at Microsoft Corporation. David Hoffiiiairector of Security Policy, Global
Privacy Officer at Intel. Richard Purcell, CEO of therporate Privacy Group. Anita Allen could
not make it here this morning, unfortunately, and we apzdofgir that. I'd like to say just a couple
of words to introduce the subject of the first panel arpdagx how the panel is going to go. As
we've heard already, technology's brought many dramadmgels to consumer lifestyles. Many of
these changes have brought tremendous benefits, onemdshelramatic of which is the Internet
itself, with its ever expanding array of easy accfess,content, information and communication
and services. Yet at the same time, consumers aoagni@y increasingly concerned about how
technology may be used by companies to collect informatiout their online behavior. To
segment them into special categories based on the@eadtivities and use information about
them in ways they may not know about or understand.afa@mg time, companies have been
gathering information about consumer habits, interegtsaativities in the offline world through
warranty cards, surveys, contests, subscriptions andserfsrmation. That collection of offline
information is now being enhanced through the colleatioonline information, information such
as click-stream data, showing where you travel aroundi¢fee online surveys at websites offering
guidance for specific problems, purchase information, rgdabits, and search queries. This
opening panel in the FTC's dialogue on privacy is to explasedramatically changing landscape,
look at ways in which information about consumers @irtbveryday lives is gathered, analyzed
and shared among companies for marketing and other purposdstalk/about the ways in which
information may be compiled and used, and ask our pan@istheir thoughts on how the
collection and uses of information offer benefits @ate risks for consumers, whether certain
information collection and sharing activities are subjectxisting rules or laws, including whether
there are limits on how long companies can retain médion or how they may use information,
whether consumers understand or are aware of thet@ftdata collection and compilation, and
whether they can exercise control over that cabecand compilation. Our format this morning is



a bit different than usual. Rather than having each pamdter remarks or make presentations, we
plan to explore the issues through a series of redtwgoenarios. These fact patterns will allow
the panelists an opportunity to discuss some of these guesitnd engage in a dialogue. The
audience is also invited to submit questions. We havera&fibers with index cards in the room.
If you have a question, please raise your hand to gatda Staff will collect the questions for us.
Also, webcast audience members may submit questions sxprdundtable @ftc.gov. Professor
Rosen is going to lead us off with the first scenari@. nkhy also have a few remarks.

>> Jeffrey Rosen: Thanks so much. Well, | am dedighhat the FTC has begun this roundtable
series on exploring privacy, and I'm honored to be patt dfwas so pleased that Chairman
Leibowitz in his introduction cited Louis Brandeis, besa Brandeis was, of course, not only the
patron saint of the American Privacy Law, but alsopghtron saint of the FTC, and I think he
would have been very pleased by the FTC's turning its attetatithis important subject. Brandeis
was deeply aware of the threats that new technolpgiesd to privacy. In the 1890s, as the
Chairman said, it was the Kodak camera and the tabloid grasmade him concerned that what
used to be whispered in the closets was now being shoutel iaoftops. By 1927, in his famous
Olmstead Dissent, it was a different technology mely wiretapping that made it possible to
listen in on telephone conversations without physresidass. But Brandeis was astonishingly
prescient. In a remarkable passage, he predicted theansaof the Internet. He said that ways
may someday be developed by which it will be possible witpbysical trespass into the home to
extract papers from secret desk drawers and introduceithesart. It was a remarkable bit of
prescience. He had wanted originally to include a referéma new technology, namely
television. And he had newspaper clippings about it, butdsepersuaded to omit the reference by
his law clerk, Henry Friendly, who thought it would souod sci-fi and just that no one would
believe it. It may have been this caution that léater law clerk of Judge Friendly's to remark that
Friendly was indeed a genius, but he wasn't friendly.ndes, in the Olmstead Dissent, said that
the Constitution should be translated to take accouitese new technologies, and that the fourth
amendment should protect as much privacy in the agerefapping and the electronic age as it
had in the colonial era. But in his role as a foundén® FTC, Brandeis was also deeply sensitive
to the role that government regulators could play. Heowmasinced that by bringing different
constituencies to the table, labor and business, govermmémiitizens -- it was interesting that



Brandeis hated the word "consumers" -- that a thoughéfahice between competing interests
could actually be struck, and that's why I think that he dalve very much approved of our
efforts today. As Chris said, we are going to proceeddyyof scenarios. The danger of privacy,
as all of you know well -- you're all pros here --hattif you stay too far in the clouds, you can
miss many of the textures that make this debate so reéle8an| am going to begin with a
scenario that many of you will recognize. We'll ask oumrgiats to talk about it, and then Chris
and | will alternate with other scenarios. Heréhesfirst one. In 2006, AOL released a text file of
20 million web search queries for 650,000 users. It latdogjzed, saying it was an unauthorized
move by a team that hoped it would benefit academic &smar Nevertheless, by linking search
gueries to a common identifier, "The New York Timesd athers were able to locate individual
searchers, including a Georgia widow who frequently rekedrber friend's medical ailments.
Another user, number 927, gained web notoriety after segrét "Holocaust rape,” "Japanese
child slave molestation" and "rape porn virtual childreftie disclosure led to the resignation of
AOL's Chief Technology Officer. The next year, in 2089 part of a copyright suit, a federal
judge ordered Google to turn over to Viacom its recordshi¢h users watched which videos on
YouTube. For every YouTube video, the judge ordered Googlermver the log-in name and
protocol address of every user who watched it. Inahe 6f privacy concerns, Google and
Viacom negotiated a plan to anonymize data. Imagineehenythat the data were hacked, de-
anonymized, and published on the Internet. What | wargk@ar panelists is, what concerns are
raised by the possibility that our search terms magxpesed to the world? When | began
thinking about privacy in the '90s, we were worried aboahigh Lewinski and the disclosure of
her book store receipts. She was worried that shetrb@gjudged out of context on the basis of
snippets of information that would come to define her éneyes of the world. But these
disclosures that we're thinking about today -- AOL deéecms, Google search terms, YouTube
volunteers seem exponentially broader in their potetatimmdge us out of context. Leslie Harris,
why don't you start us off by describing, what are peopledadfavhen they fear these disclosures?

>> Leslie Harris: Well, | think what people are afrafdsoa continuum of harms, you know,
starting with embarrassment, disclosure, perhaps todhirfamilies about things that they've
been searching. | mean, | think people forget, we demt to have a computer that is just ours, so

there's a broad set of, you know -- of people who neayolved. Obviously, people are



concerned that they will be, you know, labeled, idesdifthat that piece of data will be combined
with other data, you know. I think when you talk about dedata, you're talking about search
data over time. I'll get back to in a minute whethenarl think it has to be hacked in order to do
this, because I think that, you know, that's not the.cBse if you're talking about search data over
time, you could well be talking about any other kinds of surdiag over time. It's the question of,
can you aggregate and put back together from a bunch ofdodlyperhaps on their face,
innocuous pieces of data, a sufficiently rich profild tfwu identify a person? And once you
identify a person and have that range of data, what weldww, because we know very little
about secondary uses, is you know, is this going to be usedhfdoyment? Is this going to be
used for insurance? Is this going to be used for créditRis going to be shared with others? |
mean, I'll give you an example. My team was researcbing,of my young researchers was going
through all of her cookies and really doing -- she's lant@ogist, trying to figure out how all this
was connected together, ran into a network -- not oneosetwho publicly is talked about. But
Yahoo! And Google now are creating these spaces whereayosee what you're being searched
against. It was none of those that we know. And mashinently, it said they were searching on
medical marijuana and marijuana. | mean, it's sort affsoiace for the individual we're talking
about, and about 50% of the other things that were oralleged profile made absolutely no sense.
But you know, that's a single data point that was plaiahynected to her through cookies. And,
you know, it's pretty appalling. | could have gone on herprder and seen that, but we also want

to know what's happening with that data.

>> Jeffrey Rosen: Very helpful. So, Susan Grantli€asys that you can actually be harmed by
information that's judged out of context. Are theredaler concerns -- the right to read

anonymously, cognitively, mental privacy, even freedoitihofight that are at stake here?

>> Susan Grant: Yes, there are. | think it's reatigartant to go back to the basics, that privacy is
a fundamental human right. The ability to maintaitbaomy, to be anonymous, to maintain your
dignity is an important societal value, which we'reyMgleased to see that the Federal Trade
Commission has recognized and that it's reorienting itapprto privacy on the basis of. So,
when you think about the fact that most people belieakttiey're anonymous when they're doing

things like searches, and when you think about the fatttinsumers shouldn't have to give up



their fundamental right to privacy in order to use theséds, it means that if people were to realize
that their rights are being violated in this way, it cbladve a really chilling effect on their use of
these tools for all kinds of very valuable things. nts a fair trade-off, and consumers shouldn't be

asked to make that.

>> Jeffrey Rosen: Nice way of putting it, the chillinffeet can harm both these interests, and
anonymous reading, and also businesses that are tryingdorage the use of these technologies.
All right, so let's start to think about potentialig@dns. Anonymization is obviously one. Can
anonymization address these fears, or is the distimbabween personal identification and
nonpersonal identification is blurring, is the likelihabdt bits of our digital footprints can be
reassembled, likely to thwart any efforts at anonyrmon&t Professor Acquisti, why don't you start
us off with that?

>> Alessandro Acquisti: Well | did these -- | do agtleat we are in a -- the cost of what constitutes
sensitive data has changed. We could take P.l., sim@er@dinformation, which may not be

very sensitive, and can aggregate an interesting waylsathadentifying information or very
sensitive data, passwords. That said, | do see anonionjzaiore as an economic problem than a
technical problem. 1'd like to explain what | mean sio#sn't sound like another case of economic
strength being an imperialist science, focusing every aliseipline, including computer science.
The point is that the research in the last five,yesrs in computer science of privacy and
anonymity has made enormous progress. We do have a vatyhgmoy over when a certain
system can be provably shown to be anonymous, andweetiva technologies to protect the data.
However, the conditions under which data can proven smbaymous, like in economic models,
don't often alter reality. In a sense, the attackeroften bypass these kind of constraints, these
conditions, can use additional data that the creattireomodel did not consider. And in the world
of sophisticated data mining, cheap storage technology aretlinle amount of self-revelation, in
blogs, Twitters and a lot of social networks, it isyweasy to bypass this kind of protection. And
now, my message, it's not, therefore, that, you knowagyiis lost, get over it, and | don't mean to
use "impossible" in this world, is instead that privacg ather technologies may not be assure
accruable anonymity in any condition, but can make workallyrdefining data harder. It's more
costly, which means that it reduces the incentive fiottger entity to try to defy that which has



been protected. And more important than that, thegrestcy technologies, the best bets, do not
simply lock data. They try to allow certain data éodhared, which is usually for further consumer
and further corporation, while they stop and protect alaéa. We can -- I'm a strong believer in

technology, and | do believe that we can use technologwetd the interests of both parties.

>> Jeffrey Rosen: Richard Purcell, how much faith do lgave in anonymity as a solution here?
Researchers are now exploring ways of anonymizing & m@ad other data so that it has expiration
dates, it can only be read for a certain period of imgkthen it becomes inaccessible. Is
anonymity a solution to our concerns about searches beid@utaf context?

>> Richard Purcell: For search -- well, first of @honymity is not yet well defined. And so, we
struggle to a great degree with making a lot of assumptii&asprivacy, like happiness. A lot of
these words are words that are more subjective thantivbje&o, it would be -- first of all, we
have to begin to think about what anonymity means. Anklyawe have to start thinking about -
- and the more difficult question for me becomes how dbegn to apply privacy rules to data
that's perhaps not personally identifiable data? Our ymdgrtoncept for privacy is that there's
personally identifiable information. If, indeed, recotiast are difficult to identify an individual
within can become identified, should we start applying régojaand other standards to those that
are a greater standard of care? That might be végfuheThere are researchers who believe that
the identifying anonymous records is relatively easy toldeyause the identification processes are
so poor, and they can be improved. As Alessandro héstk& becomes an economic model --
how do you make it very, very difficult to re-identify daind what's the cost trade-off of attaining
that level of difficulty and preventing any exposure? éitibr a time-outs can matter, whether it be
expire, most of those can actually be overcome velgteasily. It's a bit like saying, well, I've
encrypted access to my hard drive. Fine, I'll use a scheav@émnd take your hard drive out and
mount it in a different machine and bypass that encnypbatine. There's ways around most of
that. What | worry about mostly in the anonymity wilod how are we going to reasonably protect
really sensitive data? Let's just take e-health datappal health record information. We depend
as citizens on very, very robust research in ordeel d&ll of us develop better health practices,
better medicines, better treatments, et cetera.t dfdbat is based on the examination of patient
health records and histories that are anonomized ie saay or another. If we can't achieve



anonymity in that space, we threaten the ability forousdvance our general health care
understanding, as well. This is a very serious probletrhésato be overcome.

>> Jeffrey Rosen: We've talked about some risks. Obviptigye are tremendous benefits to
search services offered by AOL and Google to YouTube. e¢iwcompanies make use of this
data, monetize it so they can sell ads and also alves#tdangers? | wonder, Michael Hintze, if
you could talk us through some possible solution? Should bleetiata retention policies, so that
the data may not be retained more than a period of threeefore, it can't be accessible, even if
demanded? Collection or use restrictions? Increaaadparency? What, in your view, are

productive solutions?

>> Michael Hintze: | think the answer is all of theoab. The benefits, as you mentioned, of
search technology, are enormous, and consumers fihd tlesy important service. Search
companies collect and retain search data for a varfgiyrposes to enable that service to work.
They log data in order to protect the security of theesyst They analyze the data in order to
improve the efficacy of the search service itself amdide more relevant results. And those all
ultimately benefit the users of those search serviBes.as we've talked about, there are enormous
privacy implications to this data. The terms that peeplch on can be quite sensitive and
among, sort of, their most innermost thoughts, and whberstring that together over time, there's
obviously very important privacy implications to thatheTway to deal with that, the way to enable
those benefits while minimizing and addressing the risks, take a multifaceted approach to
protecting privacy from the beginning, from the design stalyben you are putting together a
search service, you need to think about privacy up fronttalked about anonymization.
Anonymization, | think, is quite important, but it's r@osilver bullet. And as Richard mentioned,
there are many definitions of anonymization out thang, some are better than others. | think if
you look at the AOL search example, the way the datare-identified with the ability to link
search queries over time -- and when you've got, wheragwssed enough data about a unique
individual, in some cases, that was enough to identifypénson. | think it's important, also, to

keep that in perspective. There were 650,000 users iret@tr That data's been out there on the
internet for three years, and a handful of people baea re-identified as a result. But that's still a
problem. We can do better and we should do better. Admymization method that we use on



our search engine involves not only deleting the entisdtess, but also deleting all of cross-
session cookie identifiers, so you break that link ofcdesessions over time, dramatically reducing
the likelihood of that data being identified. But youdé&z have data security around that system,
you need to have transparency about how the data is usegeanyou need retention limitations
on that data, as well. All the majors search engiaerd by that, | mean the three big ones, have
adopted data retention methods. Data anonymization dgths well. They differ from search
engine to search engine, but all search engines hadd¢draddress that problem.

>> Jeffrey Rosen: David Hoffman, is there a point hicW retention policies might become
onerous, from a business perspective? As Michael nmsntitahoo! and Google now retain search
terms only for a limited period of time. Yahoo! deletiesm more quickly than Google. What if
the government were to require purging after a very shoddef time -- shorter than Yahoo!

now allows? Would that be economically infeasibld arappropriate, from a regulatory
perspective?

>> David Hoffman: | think it depends how you address the guestyou can always come up

with a period in time that is going to frustrate the busigespose and get to be incredibly short,
which | think calls out the need for having these kindsisdugsions about -- and more detailed
discussions on individual issues and trying not to set spé@ifislative or regulatory requirements
of certain periods of data that would apply to a wide raridrisiness purposes. At the same point
in time, you know, there's a number of companies ouéttieat should be absolutely commended
for the practices that are being put in place. | thiekguestion we really need to ask is what kind
of enforcement and what kind of regulatory structuresee be put in place for the companies
that aren't doing that? And in line with that, | thinleaf the things we haven't talked much about
at this point in time, and connected to retention, {a danimization. So, at the end of last year,
the Department of Homeland Security did something ttiaught was incredibly important,

which included data minimization as a principle in its faformation practices. As we look at
minimization, that needs to include a collection latidn, the use limitation and a retention
limitation, not just a focus on retention. | think wika found is we, in my opinion, wasted a
tremendous amount of time in the past few years wighraents over what qualifies as personal
information, what doesn't qualify as personal informatid he reason why | think we've done that



is because the consequences of something being -- faltmghie category of personal information
have been tremendously burdensome in different regulataugtures. If we can instead focus on
what is the information that's potentially going to intpae individual, either beneficially or to
their detriment, and then understand and get a structptade where we can make sure that
companies are appropriately minimizing the amount of datathiey collect and then handling
what they do collect, | think that's really the direntwe need to head in.

>> Jeffrey Rosen: Last question for this first scenadion Harper, you are our Brandeisian on the
panel, one of several. Brandeis feared the curse né&dg both in government and in business,
and he worried that centralized government regulatiomtngigacerbate some of the problems that
corporate size introduced. So, are there some regulahangould be too onerous, some
minimization requirements or data retention policied,tli imposed by the Government, in
response to these AOL and YouTube examples, might mekadblem worse?

>> Jim Harper: Well, thank you for that Libertariaritball, first of all.

>> Jeffrey Rosen: Sure. Anytime. That's my job.

>> Jim Harper: No, | prefer not to argue at level bauk farth, well, too much regulation would
be too harmful. It's undoubtedly true that moving in todyearan area where we don't know well
enough what consumers' interests are and what the aftteehnology or business models are.
That would be damaging. | think everybody recognizes tBat-- but what I'm interested in is
maybe moving the conversation to another level. Ldt'shespeople who really have interests at
stake. What do consumers want? How do we figure th&t @e're all -- all of us in this room are
very keenly aware of these issues, and unfortunatelyubkc is not. So, | think the problem is to
let the systems work, let the social systems wotkhke market work, let advocacy work to draw
out what the real problems are and then strike theabata Should it -- is this big enough
problem? Should there be anomymization? Let companidgmfes each other's anonymization
practices, facilitated by the press, facilitated by adepead sometimes regulators. So, certainly,
obviously, regulating too strictly, too early, would bm&take. But we still have to define the



problem set, not just as intellectuals in Washington, @.across the country and forward
through the with history of advancing technology.

>> Jeffrey Rosen: Great. Thanks so much for a fisé discussion. For our second scenario,
Chris?

>> Chris Olsen: Thank you, Jeff. The second scemav@yves two situations, both in the social
networking environment. In 2007, Facebook introduced Beadoansparent form of online
tracking, sending news alerts to users' friends about gowldseavices they buy and view online.
One Facebook user was furious that his purchase of an engaigemy was broadcast to his
flancee, ruining the surprise. Recently, after protested thousands of users, Facebook disabled
the feature. Some have defined privacy in a sense adillig to control how and when
information about ourselves is disclosed to othersoutd be argued that Beacon threatened that
sense of control and inspired protests. Another incidduit earlier involved a woman, a 25-year-
old single mother, hoping to begin a career as an edybaiog denied a degree by Millersville
University in Pennsylvania. She filed a lawsuit allegimg $chool denied her a degree because
administrators discovered a photo on her MySpace pagshbaed her wearing a pirate's hat and
drinking from a plastic cup with the caption "drunken @ratA court rejected her claim, finding
the school offered other reasons for denying her degreeth&incident demonstrates the
possibility, at least, that public information may affdet provision of benefits without our
knowledge. Social networking has become extremely poputhvauable to consumers.
Facebook alone has gone from 100 million users in AuguX2@8 to over 350 million as of this
month. Obviously, provides it and other services tremendays to connect and build
communities. But are there concerns about the scogisaddsure, about uses of information that
may not be anticipated or well understood by consumers tigisg tools? David Hoffman, do
you have any comments on the scope of use or unanticipseadsues that this presents?

>> David Hoffman: Well, I'm struck by a story that | hé&om a colleague of mine who's one of,
| think, the most world-renowned experts in data prote@imhnew media, who said they were
meeting with some business people, and it took an el@ygoing through on the whiteboard to
understand how the data was flowing from different siuetto different situation. | think we've



gotten to a point where that's a good thing. It's a goiad that people are innovating and finding
new ways to provide business and services, and we don'tavget in the way, and we don't want
to frustrate that. At the same point in time, | ddmtik we can reasonably expect that the
individual to whom the data pertains is going to have dityatm understand that better than
world-renowned experts who are trying to figure it out. that reason, | think there's -- we've got
a foundation that we can build on. There's been mmdmes work over the last couple of years that
the Center for Information Policy leadership has baegely leading to get to an understanding of
what a system of accountability would look like, whidre entity that the individual is engaging
with will then take responsibility for how the datagising to be managed and make sure that the
reasonable expectations of that individual are goingteehlized across the -- understanding that
there's going to be many uses for that data, and manyeirsuo$ that data between different
entities to make sure that the individual servicegpeasgided, like shipping products, and across

national boundaries.

>> Chris Olsen: Thank you. You commented on theatilfy that consumers have in
understanding the scope of data flows, and that raisegigstion about whether there are things
we can do to increase transparency and to make sormesefdata flows, or at least key aspects of
the data flows, more understandable to consumers. ldslgu have any comments on how that

might work?

>> |eslie Harris: Well, | mean, | think there haweeh sort of some green chutes in the privacy-
enhancing technologies that have to do with transpare@opgle, and then, | believe yesterday,
Yahoo! Both provide, | think, very robust features that peaph look at and see the kind of data
that's being collected and the uses and edit that kindngf.tf80, certainly, privacy-enhancing
technologies help, but we've put so much attention irgadtion of notice and consent and not
enough attention into a broader set of more, | wouldtleath substantive fair information
practices. And we were talking about them, you knowitdinons on collection, limitations on use,
limitations on retention, transparency, you know -t thhink if we would shift the focus, you
know, the policy focus -- and that, | think, would include BT C focus -- yeah, it's very important
for good companies to be, you know, thinking about linutadj et cetera. But | also think that our
sort of policy framework needs to expand, because | dbelatve -- and I'm a great believer in



privacy-enhancing technologies -- that we are ever doinggt to the position that simply making
all of this more transparent to consumers is goingktthfngs. You know, | think these tools are
important. You know, we just initiated a campaign tbrgere of them out there in the

marketplace. But you know, that's not a whole answvéris, by any means.

>> Chris Olsen: And some of the efforts that yokeddlabout and we discussed earlier, the efforts

made by Google and Yahoo! are --

>> Leslie Harris: Very important.

>> Chris Olsen: Are important, but | guess it rai$esguestion about other activities in the
marketplace. What about other companies that existrthtnot be engaged in creative efforts
similar to the Googles and the Yahoos? Richard, do yee &ay views on that? What do we do
with the other companies?

>> Leslie Harris: We regulate them.

>> Richard Purcell: The --

>> Leslie Harris: [whispering] We regulate them.

>> Richard Purcell: We regulate the hell out of them.

>> |eslie: That's what | was muttering over here giRate.

>> Richard Purcell: I've been doing this for quite a longgtiin major corporations and with
major corporations. And the Federal Trade Commissiants informed consent. | mean, if we
had informed consent, we'd be a lot happier. And thrersexious limits now because of the
complexity of the data flows that David mentioned, beeafghe issues that Leslie's raised. There

are serious concerns about how the heck we can use aotl consent and transparency in order to
gain informed consent. At the same time, it's persopiaion that companies have been very lazy



about doing much work to develop an educated audience. faeteeen very little expenditure by
major corporations or small ones, very little colledimn between the commercial and the public
sector to mount a real public education campaign about dsgin@viors, advertising, risks,
exposures, et cetera, et cetera, et cetera. Mogtatoes say, "my God, there's two things. One,
expensive as heck, | just can't afford it. Two, liabiligbility, liability. 1 can't do that. I'd much
prefer to pay my lawyers their fees to just put up dyreaimplicated and dense privacy statement,
and that way, I'm covered." But "I'm covered" is insuéfint. You've got -- my opinion -- we've
got to encourage companies to start taking on a more cousagse in not only educating their
workforce, which has only really just begun in the fpltce now, but educating their citizens, their
individuals, the people with whom they deal, about thésteause of the applications that they're
putting forward online and spend the money on it, realljkwoo that. And we'll hear later today
on some of the panels with Jules and others howdliginning to take some traction. There's
some traction in the marketplace for this. But agiDenentioned, if it takes informed people an
entire day to plot out how it works, then how the heekvee going to be able to, in the kind of
very short, limited time span individuals will provide to-utow are we going to communicate
what the implications of that are and the suggestedacthat they take? So, we get to a privacy
by defaults, you know, kind of comments, as well as pyiday design. It's a very, very
complicated area, but money has to be spent, timeHasdedicated to this.

>> Chris Olsen: Thank you. Jim, | want to give yolhance to comment, as well. And for those
of you on the panel, if you want to interject, jusseayour name tag upward. Alessandro, I'm
going to get to you in a moment. Jim, | want to ask yelei concerns, you know, the two
scenarios that | played out, are just that, they'tedeenarios. You know, is there a larger concern
represented here? Are these anecdotal stories? Yoy koo do we measure the significance of

this issue?

>> Jim Harper: Well, | think a thing to do with thesersarios is to flip how we look at them and
recognize the role of trial and error in discovering tygrablems exist and how to address them.
These are two errors of varying degree that taught vacmusnunities various things. We all now
race to be the first at any meeting about privacy, sagy "you know, data can be re-identified, you
know that Yahoo! case." And we race at meetingslitaataout, you know, how the Beacon thing



went. And also, broader communities in the public ledrdnom these errors. And those lessons
propagating out across the business community and out éleeossnsuming community help
navigate the way forward. And I think it's mistakendsrto, much as we like to and much as we're
good at it, to intellectualize about what consumers Ish@ant and then decide how to fix the
problems that are obviously presented by these elabtratetiarts. There is a process for

figuring out these things, and if we step back and watahdtunderstand that trial and error plays
an important role in guiding us, that will be a greaphdldo think that we need to look to

consumers to decide what they want, rather than guthort those processes.

>> Chris Olsen: Thank you. Alessandro, you had a carhgoal wanted to make?

>> Alessandro Acquisti: Yes. | would like to raiseigttly dissenting opinion on the topic of
notification and transparency, which are good things, inapbthings, but they are not enough.
And | say this knowing that education identification e&ark. The studies we are doing at CMU --
and also indicate that that can help consumers getrclo their state of the privacy preferences.
However, | see notification control, transparencythe@snecessary conditions, but not sufficient.
And | say this not as an activist, but as a researdRght now, a wealth of behavioral data and
politically based showing what are the gaps between edr@umers want, in terms of privacy, and
their ability to achieve these stated intentions. e is, first of all, a problem of isometric
information. We often know if our data is used and hawd maybe we can address that problem
with education, transparency and so forth. But thexether programs that simple transparency
and notification doesn't help address here. There riidem of irrationality, and the idea that
we are bounded in our ability to act on information. Areteéhare a number of cognitive behavior
analysis that do affect decision-making sometimes addup making people choose things that
they later regret. And it happens often in the cag®ivécy, because privacy costs are often long-
term. We don't feel immediate loss when we revatd.d Nothing bad could happen, but if it
happens, it's usually later in time. Sometimes, mueh ia time. And it has proven again and
again by research that we are very bad at making decisioas the benefits are immediate, but
the costs are much later in time. And there's areifisat it seems the privacy costs are coming
through varieties. They raise -- in terms of valug,Jery high frequency and variably, you know,

spam, for instance. Or they are very high in valugy gangerous, but very low in probability,



such as being arrested for a case of mistaken identather extreme scenarios. And both cases
are difficult for us to deal with, because cases wtieree the risks are high, but low probability,
we tend to dismiss them and overestimate the probalmbtysidering it even lower than what it is.
In cases where the instead the probability is highahagvent occurs, but the cost is more, such as
a spam or other similar examples, we tend to overtatebecause we don't understand how the
costs actually accumulate over time. Each of treeboth. But over the period of time, they
accumulate. And to give an example, not privacy-rdlatenany smokers do realize that smoking
causes cancer. They realize that each cigaretteases, by a minimal amount, the probability of
developing cancer. But the challenges that understandihghehnext cigarette you're about
smoke will really be part of a longer chain of all thgarettes you will be smoking over the rest of
your life. Inthe privacy case, we have a similar coodi We do realize that revealing more
information will accumulate over time, but actuailye don't move into the next step of acting on

that concern.

>> Chris Olsen: Thank you. | would love to let all tolks jump in here. We're on a tight time
frame, and | think we're going to move on to the next seen&ut if you guys find an opportunity
to raise the points in connection with the next scenatease do so. Thank you.

>> Jeffrey Rosen: So, our third scenario comes flmorld of list brokers. Imagine this --
you're suffering from depression. In the course of ymline research about depression, you fill
out a survey that includes personal information, whamin lyope will get you the help you need.
Soon after, you receive aggressive pitches online and thesawgtil, promising cures for your
mental health problems. You wonder, where did this mé&iion come from? It turns out that
there's a list that marketers can buy to identify feepst like you. Here's an excerpt from an
actual description list. "Medmet have brought togetihisrgroup of individuals with wide-ranging
mental health issues. Mental health problems caneceesignificant burden on the afflicted
individual, making them extremely receptive to any campthghmay be able to offer some
assistance or relief." And depression is not the oafggory on this list. Other marketing
categories include anger, antisocial behavior, anxigbpldm, depression, eating disorders, lack of
sex drive, poor memory, high stress. Or imagine thathgwe a weight problem and may have

bought products targeted to identify obese consumers paite Soon, you receive targeted ads



that promise to address your situation, sold by a niche teankdao promises "these dieters are
great prospects for all diet products and other health atntional products. These weight-
watching consumers will try anything in the hopes of besajthy." So, these are only two
examples of niche marketing categories available todalyeomternet. There are thousands of
similar categories available. It's easy to raise questbout niche marketing, but are there
benefits to niche marketing lists? Don't people suffefrio illnesses benefit from getting
information relevant to them? Susan Grant, why isrstdlgreat thing? [ Laughter ]

>> Susan Grant: Well, this is not a new concern.s €ancern has long existed with telemarketing
and mail marketing. | think that the internet heightitiesconcern because of the increased ability
to gather and segment information about consumers. tAndformation that consumers are not
knowingly providing for that purpose. They're usually pdaw it for another purpose entirely.
And as you point out, it can be used to take advantagdreheely vulnerable consumers. In our
view, there's some categories of information, such dthhélaat are just so sensitive that it
shouldn't be collected and used for marketing purposesultiviiope that if a consumer was
looking for health-related information, they would gdviae from their doctor and they would
anonymously, if that was possible, search the web tthgekind of information. | don't think that
the -- whatever the benefits of this marketing mightdegweigh the privacy concerns that it raises,
and also the concerns for things like fraud and abusewharable population.

>> Jeffrey Rosen: That's great. Jim, can you givé@evhearted account of what the benefits
might be?

>> Jim Harper: | can give maybe a suitable accourthat\his illustrates, | think, best, is that
advertising is tacky. Advertising about advertising is st@eky. [Laughter] But the question is,
is it bad, is it harmful? And we really should be @drabout assuming the results. For a long
time, I've been a skeptic, or maybe tried to warn our aonitlyy about opposing advertising about
medical conditions. Take diabetes, for exampls. altondition suffered by many people who are
lower on the economic spectrum, who may not be goodtajsiting to their doctor on time, taking
their medications on time. Advertising may play an inigat role in advising them about new
treatments that might be easier to take, that migluheaper, et cetera, et cetera. So, | would be



very hesitant to stand in the way of allowing adversigerreach communities like this. There are
certainly, as Susan says, there are certainly conestims variety of abuses, and those stand out as
obvious. But when people fail to get a new medicatioabse we decided they shouldn't get

advertising, that's a silent harm that could be grelser the risks we know about.

>> Jeffrey Rosen: Leslie, harms and benefits -- eyt you advance the though about whether
this approach that both Susan and Jim has suggested, alsggpooach, identifying particularly
vulnerable consumers, or particularly sensitive categaf information, might be a way of

balancing the costs and benefits?

>> Leslie Harris: Well, | do think we have to lookgarticularly sensitive information. | think it's
pretty hard to do it by looking at sensitive consumegsabse we're not making rules that are going
to get imposed on people out there. I'm not sure thgrekeavith Susan, that it should be banned
altogether, but I think this is the kind of circumstatiwa you would have to have the kind of
serious, robust consent that is rarely provided. | thiekcbnsumers leave, and often, intentionally,
put a lot of information online about their health cowoai$s. And there is a segment of consumers -
- and if you go to patients just like me and some of teées, who aggressively believe that it's
important to share and get their information out theked | have been struck by some very
interesting conversations between privacy advocates@né of these disease-specific advocates
about fairly different views on this. But | don't tkihecause there are people who want to share all
of this information publicly, you know, that we should somehel mean, I just think you've got a
binary choice here that doesn't make sense to me.kittlah some kinds of advertising can

happen, but it's got to be very serious, option kind o$enh And | have to tell you that | am very,
very skeptical about how you make that happen, and I'm plarlic worried, because even when
you do so in certain circumstances, the lack of traesgg about making a decision that there's a
particular place you'd be willing to get offers fromyou're comfortable hearing about health --
you're on a health site and people are advertisingtnthy not be the same kind of potential harm
as that data being collected and advertised over tirhave experienced having an ad served to me
after doing substantial research online about a condii my family that is not diabetes and not
likely to show up, and | found it incredibly invasive, drzkrtainly didn't feel by clicking through



on an ad, as compared to reading the medical literatatré Was reading that apparently led to this
ad, that that was going to add enormous value.

>> Jeffrey Rosen: We can imagine that certain kirfidstousive niche marketing might indeed
provoke consumer backlashes that would be harmfulrtgpaaies. Let me ask Michael Hintze, are
there standards that should apply to businesses tonpiiatreisive niche marketing? And if so,
what should they be?

>> Michael Hintze: | think the answer is yes, and tlseulsions around ads and ad targeting have
addressed some of those, as some on the panel hawy sloggested. You know, around

different sensitive categories or vulnerable populatidribink, you know, one thing that occurs to
me is that there are just simply responsible practiodsirresponsible practices in the advertising
space. And we all shake our heads at descriptions ofgasthat seem to be taking advantage of
vulnerable populations. And in the discussions around ad itaggete've talked about restrictions
on advertising to children, because they are a partigulahtherable category of potential
consumers. And there are others, as well. It's teaddaw a bright line that says, you know, this
category of advertising should be off limits for teasons that folks have talked about already.
And in some ways, it's hard to say that vulnerable caiegjof people shouldn't see targeted ads,
because in some ways, you can actually be more rebfmbsgitargeting. | mean, take kids as an
example. By targeting them, you can make sure they'rseeatg the ads for alcohol, or not seeing
the ads for products that would be inappropriate for thend b, | think it really comes down to
responsible practices versus irresponsible practiceggmzang that's hard to write down in rules
and legislations and regulations.

>> Jeffrey Rosen: Great. So, what's now on the jtahglearely, is this question of soft paternalism.
| mean, are there certain kinds of choices that shoat be allowed? It gets into the transparency
debate we were having. Brandeis, who, of course, satictinlight is the best disinfectant,
believed that when consumers got information aboutulge inderwriting commissions that were
being charged by investment banks, they would rise up in partdsdvoid the financial chaos.

But in this context, do you believe, David Hoffman, tb@ahsumers cannot be trusted to make



certain kinds of choices and they should not be alddidnate sensitive information, even if they

want to?

>> David Hoffman: | think we should be careful in phragirthat they can't be trusted. | think we
should phrase it as is it reasonable to expect tbgiréhgoing to be able to make those choices?
There's a number of different situations where we glosttallow a system of trial and error to be
out there. | have young kids, so | think about tifisrofrom a child's perspective. And for
instance, buying children's toys. There are certain aspbet® we allow parents to make
decisions about children's toys. For instance, you kgetting some understanding of the age
appropriateness of the toy. At the same point in,tineedon't, as of yet, say let's let the parent
make a decision about how many parts per billion of leadldioe in the toy and they can make
that decision maybe based on cost and the functiomdlitye toy. It's this concept of, as Mike
said, there are irresponsible behaviors. And to me, grloseem to be much of a leap to say
irresponsible behaviors should be illegal behaviors. quisstion is, then, how do you do that and
how do you do that so that you don't capture a whole buncéhaviors that really aren't
irresponsible, or where they might not be irrespdesiver time because of changes in technology
or changes in the environment. | think that then arguesofojust thinking about one regulatory
process, but a process where you have different layeegwlation. For instance, we've had this
for a long time with higher level principles and thenhwieople getting together to talk about in
individual situations, how do you realize those principlé&u know, transparency being very
important, but just being one component of those pringjptewith certain technologies and with
certain ways of delivering advertising. What would trangpareénean in that context and how
much could it do? How much would you have to rely onrmgphiaciples?

>> Jeffrey Rosen: Great. Well, Richard Purcefalis to you to propose a model regulation for
this thorny question of niche marketing. Is there effectionsent, or should it be explicit? You
can cut it out for us.

>> Richard Purcell.: Sure, great. [ Laughter]

>> Jeffrey Rosen: Have fun.



>> Richard Purcell: Great. Really, | think that Dawidoints are very well taken, well said, well
taken. It's very important. People should -- peoplé nee- first of all, those people collecting
information have to have a very clear guidance on a#asitive data is and what data classes are.
The waving of hands about sensitive data and the ladkedardization across multiple
jurisdictions is making it very, very difficult to undgand exactly what sensitive data is. Trade
union membership? So, it matters, and it's a very cliftu@ecific kind of area. But there are
some baselines, and | think we have to be more vocal, spexfic and a little bit more aggressive
or assertive about what sensitive data really, reabyd how it should be treated. And certainly,
when you get to sensitive data, the reuse of that ddte issue we're talking about. And for the
most part, reusing sensitive data should be prescribed'syust off the table. At that point, we

could start the real argument.

>> Jeffrey Rosen: That's great. For our fourth seen@hris?

>> Susan Grant: It is possible to make one point?

>> Jeffrey Rosen: Unscripted question, certainly.

>> Susan Grant: We're talking about data brokers hedd, jast want to make the point that
because there is no fair credit reporting-type r&gins on what can be collected and who can have
access to it and for what purpose, it places all inédion collected about consumers, but

especially sensitive information in a very perilous posit

>> Jeffrey Rosen: That's great. Chris?

>> Chris Olsen: Yeah, | wanted to interject with Ooefore the fourth scenario, with one question
we've gotten from the webcast. The question is, "aateation period work, given the need to
maintain copies and archives of information and mairgadit trails for business decisions and to
recover possibly deleted data?" | wonder if David or Medttan address, as they are two of the
industry reps, about that question?



>> Michael Hintze: Yeah, data retention limitati@ml policies that are adopted around data
retention can work. They do work. Companies like nainé others have adopted data retention
limits, but it sort of depends on the scenario. Theseseenarios where you do need the audit
trails, where you do need -- there's financial transastiorou need to be able to audit and prove
and resolve disputes. There's uses of data for improvinygi®and services, as | mentioned
earlier. But within each scenario, there's -- di®rthat you need to keep the data forever. And so,
you look at the business need, you look at the ways yomaamize the data and protect privacy
while you need to retain it, and then you don't retagnday longer than you need to.

>> Chris Olsen: So, a risk assessment process, degemaithe data.

>> David Hoffman: Can | just add one thing to that? thdok it's an important thing for us to
think about, 'cause | think we also need to look very chyedtiany requirements that force
companies to retain data longer than that company ngrmallld do to accomplish the business
objective. And we're seeing a number of those, partigutathe national security perspective.
So, to allow companies to be able to retain the dataghoder period of time and up front to

minimize their collection to begin with, so --

>> Leslie Harris: Make my point -- [Laughter]

>> David Hoffman: So that they don't even have the inédion. Because it's not just an issue of
secondary use. Obviously, we all get a number of ggdareach notifications every year. It's an

issue of just having that data creates an opportunithée to be a breach over time.

>> Chris Olsen: Thank you. I'm going to get into the fosddnario now, which we started to talk
about a little bit, actually. Susan, you made a pointatdtesses this. This is another information
broker scenario, but it involves the credit conte%bu've charged something in a store, and soon
after, you call the credit card company to dispute thegehaPerhaps an item you bought was
defective, but the merchant didn't agree and wouldn't giveayrefund. The merchant adds you to
badcustomer.com, a list of consumers who have dispuéelit card charges. If you find out about



this, you can be removed for a one-time fee of $9%ffitst removal. [ Laughter ] Subsequent
removals subject you to further charges. But you makmmiv you're even on the list, which may
implicate your ability to get credit in the future. Andaises potential questions about the scope of
existing legal coverage and whether consumers are &naréhey are or are not covered in a credit
context by some of these activities. Susan, you gtéstaddress it. Do you want to talk about this

a bit further?

>> Susan Grant: Sure, and there are lots of otheetsests, as well. There is a list that's
maintained and shared by long-distance telephone compdrdeadbeat customers. There are
lists of people who have abused bank accounts. And in nzs®g, they're not covered by FRCA,
Fair Credit Reporting Act requirements. So, not onlyésehs no limit to their collection of that
information and who can access it and how it can bd,Usut also, there's no right of consumers to
access that information, to correct it, to deletd wwould say that this is a right that should apply to
marketing lists, as well as bad customer types of liatsl it's really important for us to decide
whether it's fair to have these lists, and if itgsgive consumers the fair credit reporting-type tools

that are available to protect them.

>> Chris Olsen: We talked about sensitive or vulneradlegories of consumers. Does this type of
list create concerns about potential, you know, sooio@wic distinctions being made, vis-a-vis,

certain consumers, whether they're entitled to spdm#fireefits or services?

>> Susan Grant: I'd love to answer that. Any ting $fou can segment people by their
characteristics, you can make decisions about thewmn Variety of purposes, justified or not, based
on all sorts of criteria that we, in our public polidgem to be undesirable. Making decisions
about people, for instance, according to their race,air ¢tthnicity, or their gender. But because
this is all being done invisibly, where if you get offereckdain price for something that's different
than another person, or terms that are less advantagiegan someone else, unlike the Fair Credit
Reporting scenario, where a notice has to go to yodingle/ou, you know, you've been denied or
treated this way because of a particular thing. You #oow that. You don't get any notice.
There's no way for you to know it. And the populatiorsd the're concerned about are the least
likely, really, to be able to understand this and do anythiogtait.



>> Chris Olsen: Leslie, did you want to add something?

>> Leslie Harris: Well, | just think the key here has tgobe some kind of access in correction
rights. And | don't think this is just aimed at particydapulations. If we talk about what we need
to move beyond individual practices and into law, | obvipdssagree with Jim that we ought to be
doing privacy by trial and error. | think we need a bhasdhw. And a key part of that has got to
be access in correction, and that's got to apply to evdyylincluding data brokers. And that's just
a -- | think a key element. You will always have, yowwnbecause of socioeconomic and
educational differences, people more able or less alebeetzise those rights and use them. But
you have to have them as a baseline, and then you eyguattompanies to make it easier and
better, and we expect the FTC to know more than we dahwhhink it doesn't right now. |

mean, | think what I'm struck by mostly is that we'renalling conversations with companies who
have fairly transparent processes. There's a whollel wf actors out there. And we don't have the
tools, and the FTC, | don't think has the tools, to/tmNestigate them. | suppose you have
subpoena power and you ought to use it more often. But ati@pseof what are the other uses of
this data is being used for, you know, | really think it'simbent on the FTC to exercise whatever
power it has to find this out, and then we can make publicyppidgments. I'm struck by that all
of the examples tend to be when something's accideréakaled. So, we talk about AOL or we
talk about the Facebook, which are sort of, you knowukées compared to sort of intentional,
long-term decisions to use privacy, to misuse privey, we have a missing piece here, and that
missing piece is really understanding the practicés.ndt just consumers who don't understand
those practices. | don't know that any of us do. V@reof driving this by incident and by what's
revealed accidentally. We have to come up with anathgrif we're going to develop, you know,
whether that's law or a new set of -- for the FMZe've got to get a different information base we
don't have.

>> Chris Olsen: Thank you, and | think part of the oésbday's program will address some of the
issues, Leslie, that you've discussed. Jim, | wantvi®ypu a chance to comment.



>> Jim Harper: Well, sure. It's pretty easy to argae We should do away with trial and error
learning, but it's pretty unsubtle. You can do away witht of progress, a lot of

consumer benefits, but --

>> Leslie Harris: | didn't suggest we do away withlijust suggested that perhaps we shouldn't
decide that the best way to protect privacy is by tridlemor. But let's keep talking.

[ Laughter]

>> Jim Harper: | was just interested in making a lreghment, though, on the idea that the Fair
Credit Reporting Act-style protections would be appropifatéhe kind of data in this scenario,

and | would be concerned with applying those kinds of protestiperhaps, in TOTO, because the
Fair Credit Reporting Act prevented state tort lawoasrédit bureaus and prevents people from
suing on the basis of defamation or interference pritispective economic advantage. The causes
of action that over the last 30 years could have dorie guit to turn the credit reporting industry

in a more favorable direction for consumers. Andwouldn't want to provide companies the
protection of being made immune from state tort law, whaam important protection that we've
foregone in this area, so --

>> |eslie Harris: | agree. No state preemption.

>> Jim Harper: Deal. It's done.

[Laughter]

>> Chris Olsen: Let's move now -- time is running shast's move now to the last scenario.

>> Jeffrey Rosen: Our last scenario has to do withilmavireless technologies. Are there

additional concerns when consumers are profiled baséuearpast purchases or credit-

worthiness, and then sent targeted ads based on thgiagb@ location? Mobile wireless

advertisers can track your physical locations and bearnoaasir wireless devices based on your



recent past buying habits. When you walk past a McD&ndtt example, you might receive ads
for salads rather than hamburgers that mirror yourlnealiting practices, or you might receive
distressing ads for Big Macs. Imagine that you've justated your credit card and an anonymous
process tells a list broker to start pitching you for funidimg requests as you walk by museums or
symphony halls or rap stadiums in the hope that yéegieng generous. | want to ask what the
benefits of these targeted mobile wireless ads mighdioe, I'll start with you. | call this our
Brandeisian, but when Richard Smith mentioned the matiéed locator, | thought Brandeis

would have shuddered. His form of social networking wasgbe his wife would invite people up
to their chilly Connecticut Avenue apartment and governmticials would sit next to him in 15-
minute intervals to discuss Athenian democracy. | méanhwas sort of the extent of his social
networking. [Laughter] Do you want to give a defense dadtwwhese sort of targeted ads, based on
your friends' buying preferences or your buying preferencesairtime might be? What are the
benefits?

>> Jim Harper: No. | don't want to do that. | wamtaise an additional concern that has not been
discussed yet today, or essentially. You referred tbligjaely in your opening. So let's pull back
the curtain. | think Richard Smith did a good job withstheharts that are in everybody's packets.
Of pulling back the curtain most of the way, but let's paltk the curtain the rest of the way and
discuss government access to all this data. In thergpBsn area, governments are using data that
is collected to go after pain patients and doctors whecpite. Certainly, search and e-mail and
the "cloud" is a huge, presently, a huge repository oftthatagovernments are beginning to
discover for their purposes. And | think it's very impat not to think that this is just a problem
between corporations and consumers, but betweerititens and governments. There's a very,
very important concern that should be raised in thigeod, just like everywhere else, with the fact
that this data is going to be made accessible to govetaméhris Segoin, who is here, released a
report that | may get correct or not, but that one wasetsmmpany shared 8 million data points with
law enforcement over the course of a year, | belidwebile companies collect, | understand, 600
million data points per day about their users. And thgyst beginning to learn how to work with

it. When this kind of data is available to governmenttherterms -- if it's available to

governments on the terms it is now, that is a suares# system that we have -- that we're barely



able to imagine, but it's very significant. So, | think thatconcern to discuss, is how this stuff is
accessed by government currently, whether the rules atbandre appropriate.

>> Jeffrey Rosen: Great, so Michael Hintze, Jim digné us the benefits. He's just afraid of
government surveillance of citizens based on consumay asate is of government regulation of
the private sector. Can you offer a more whole-hdatedense of what the benefits of mobile
advertising might be?

>> Michael Hintze: Whole-hearted, I'm not sure. [Laeght think, yeah, it's kind of cool. You

can kind of think that it's convenient that you're gettivggdd at a time when you might actually
use it. So, I'm not going to say that location-baskeising is a bad thing. | think on the whole,
it's a good thing. But I think, like so many things we've talideout today, there's a profound
privacy implication to that. And all of the protect#otinat we talked about -- transparency and user
choice, and particularly in this space, | think data teierare really important. | mean, it's one
thing to know where your customers are right now, so youstiow them the relevant ad. It's
another thing to keep a map of every place they've bedhddast three years. And so, data
retention | think is a very important piece of the melpitivacy issue.

>> Jeffrey Rosen: Great. So, some benefits, sommshaSo far, the harms have focused on
misuse by the Government, or potential misuse becdisterage. Alessandro, is there some
privacy harm just to being noted in real space and beiggted on the basis of your preferences?

>> Alessandro Acquisti: Well, potentially, you can thof how to collect -- to say adverse prices
to show and desired advertising. However, the pointnttcamake this way by saying, was that
this scenario is a good example of what | was refetareprlier, talk about technology, good price
of technology. Don’t simply dock information. Theljoav a nice balance between sharing some
data, protecting our data. In the specific case of behdomation-based advertising as seen in the
literature recently, protocols and technologies basetiisblind signature algorithms, which were
developed back in the '80s by David Cho and led to furtherrodsg®o anonymous payments and
anonymous voting and anonymous credentials. So, we do l[dwmkegies that allow you to be
authenticated, authenticate the transaction, knowthkatonsumer is in a certain location and



desire certain type of advertising, without defining thestconer. And we do have the technology.
The challenge is how to bring the technology out of éieaind into the marketplace? And this is
where it maybe be solutions. Where certain to pusm#r&et into adopting this technology may

technically work.

>> Jeffrey Rosen: That's great. So those technologpdations are helpful. Let's think about
others. David Hoffman, can | ask, what about a risletb@pproach, privacy impact statements?

What are other regulatory approaches to this problem?

>> David Hoffman: Well, I think what you're asking isr individual companies that are going to
either be releasing technology or designing the servicégof it, are there ways that that can be
done in a more privacy-friendly way? And | think thatsolutely right. And | think we need to
see that in the terms of the greater context ofadedility, which is this idea of how are you
structuring that into your individual company's developmeotgsses? | think up until now,
companies have regularly said, look, that's something geing to do, but look towards, you
know, self-regulation to go and do that. | think we neestaa asking the question of whether
there should be some principles around accountabilitytbaghould be requiring of companies.

>> Jeffrey Rosen: Richard Purcell, you've been our drusachina in many of these areas. How

could principles of accountability be implemented speaiify@

>> Richard Purcell: Well, they need to be implementethout a doubt. Keep in mind,
accountability can be reciprocal. So let's say you hgwevacy by default condition, where all of
this kind of location tracking and profiling is off, untile person with a certain level of information
and disclosure opts into it. The reciprocal part wouldsa shareholder of a major organization,
perhaps | ought to be able to track the CEOs, the direaborsfficers of that organization to make
sure that their locations are appropriate to the kirfelo€iary responsibilities | expect out of them.
And if they could agree to that, then perhaps we'd haliferent conversation. Most often, most
often, the commercial operators I talk with who arguersgi@rivacy by default -- in other words,
having the controls turned off or at the lowest settiggjlable at shipping -- often say, "ugh, that
just doesn't work. | can't make any money. Nobody wih it on.” Well, why not? Well,



because they're creeped out by it. Well, then, fireg; #ine creeped out by it. So, you want to
make money by not telling people, and only those who disdbaad get the creepy feeling from it
will then opt out. So, those conditions just don'tkvoSo, the reciprocal nature of it would be
good. If I am going to be tracked by my mobile provider, peshaneed to track the officers and
directors of the mobile company, as well, to make swaethey're doing their job properly and
they're not spending all their time in Bahamas qulates where | think that they're not responsible

for their duties. Accountability is reciprocal.

>> Jeffrey Rosen: We have time for one last conim&uoisan, as a representative of America's
consumers, | have to ask you, do consumers want dattrey things in this context? They both
want to be able to meet up with their friends and geveglt ads, but then they're shocked when the
data is misused or retained? Is the problem consurpectations rather than the lack of

government regulation?

>> Susan Grant: No. | think that if we want to tallkatihow to get companies to respect
consumers' privacy rights, we have to talk about impleting the Fair Information Practices into
law. Location information is just another piece dbmmation that can be used to make
assumptions about consumers that may be unfounded or telvaa different than any of the
other kind of information we've been talking about her&hodigh, it could be really sensitive, not
just information about your mobile location, but jusgeneral -- where you travel and who you
travel with. That information is being collected marel more by government, through airlines
and other companies, and used for ways that consumeld mexer expect. And in the comments
that we filed with the Consumer Travel Alliance, p@nted out that consumers are unprotected
from things like travel company going bankrupt and all thermédion that's collected about their
travel, then being available for sale to marketers anathes unreasonable to expect that
consumers are going to be able to understand and antieygtepotential use for the information
that they either unwittingly supply, or are asked to sufgplyanother purpose, and we really need

legal protections.

>> Jeffrey Rosen: That's great. Well, ladies and gemgh, as you know, privacy discussions can
be abstract and unfocused, unbalanced, or they can benditing and precise. And I think that



this panel very much fit into the second category. a¢$ & thoughtful accommodation of competing
perspectives, which in many ways, is the definition of myyand a very promising beginning for
a productive day. So, please join me in thanking our Esel] Applause ]

>> Chris Olsen: And | want to add a word of thank3dti Rosen for helping to moderate this
panel, as well. Let's give him a round of applause. [#m#] We're going to have a very short
break, try and keep it to ten minutes, and we'll restaragleada at 11:05. Thank you.



