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SESSI ON 4: LOCATI ON- BASED SERVI CES

MR. QUARESIMA: Hello, everyone. If everyone
couldpleasetaketheirseats,weareabouttobeginthepanel
on location-based services.

Well, thank you all for attending. As
Commissioner Leibowitz pointed out this morning,
location-based services have a lot of potential to help and
be useful to a lot of people, but there are also many legal
and policy issues surrounding their use.

So,ljustwantedtobeginbyintroducingeverybody
up on the podium. | am Rick Quaresima, | am an Assistant
Director in the Division of Advertising Practices.
Co-moderating with me is Peder Magee, and he is a Senior
Attorney in the Division of Privacy and Identity Protection
here at the FTC.

And going from the far end of the panel, we have
Brian Knapp, who is the Chief Privacy Officer and Vice
PresidentofCorporateAffairsforLoopt,Incorporated. And
then we have Michael Altschul, who is the Senior Vice
President and General Counsel for CTIA -- the Wireless
Association. AndthenwehaveAlissaCooper,whoistheChief

Computer Scientist for the Center of Democracy and
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Technology. Then we have Tony Bernard, who is the Vice
President of Operations for Useful Networks, Inc. Andthen
isTimLordan, Executive Directorforthe Internet Education
Foundation. And then Fran Maier, who is the Executive
Director and President of TRUSTe.

We are going to begin today with an overview of
the location-based service technology and the current state
of the market, and Brian Knapp from Loopt is going to give
that to us, and then we are going to go on and each of the
panelists will give essentially about a five-minute
presentation overview, and then we are going to open it up
for more of a roundtable or rectangular table panel
discussion.

During the course of the discussion, again, |
encouragequestionsintheformofthenotecardsorlactually
encourage even more so the use of the microphones. |think
that just makes it more interactive. So, let me just turn
it over to Brian and we will kick it off.

MR. KNAPP: Good afternoon. | hope everybody is
alive and awake after lunch. | will talk for about 10 or
15 minutes just trying to lay the foundation for
location-based services. That foundation has serious
implications fortheregulatory and privacy best practices

regime. So,wethoughtitwasimportantto sort of kick off
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in that manner.

So, the agenda, we will go through some examples
of location-based services and content, talk a little bit
about Loopt itself, location-enhanced advertisements, and
then we will jump into the fun part, which is the landscape
of location technologies today.

Lotsofacronyms. Youarenotgoingtobequizzed
later, so you can go on Wikipedia and check it out, and then
we will also talk a little bit more specifically about
specific types of core location technologies.

So,whatisavailableandwhatiscoming? Ithink
it is a very exciting time for the location-based services
market. A number of things have converged such as handset
capabilities, application service providers, and | think
consumer demand to make this finally be the time of the
location-based service. What can be location-enhanced, if
you will? It is not necessarily just services that have
locationattheircore,butanykindofinformation,content,
news or service that benefits and benefits the consumer by
being location-enhanced.

So, forexample, Google mobile mapsisagood one.
Itwillknowwhatcityyouareinautomatically asyoustart
searching around on your map. Navigation has been out for

awhile. People like to tag their photos on Flickr to give
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a sense of location when they are out at a favorite event
or somebody's place or they are out sightseeing.

Whenyoutalkaboutmobilecoupons,everybodylikes
to use that horrible Starbucks example. | prefer movie
tickets. So,yougetoffat4:00or5:00, maybe Loews says,
hey, there is this movie playing at 7:00 in your area and
here is a dollar off on your movie ticket.

Again, family finder and fleet tracking have also
beenaroundforawhile. Allthemajorcarriersofferthose,
including Sprint, Nextel and Verizon. There are some
exciting things coming in terms of games and interactive
playing as well.

Loopt is more commonly known as a family finder.
We have branded ourself as your social compass. And what
Looptisintended to do is a next generation communications
application that allows you to connect, share and explore
with your friends and family around you. We launched on
Boost Mobile in September 2006. We have been available on
the Sprint Nextel network for about a year, and we have
recently announced a partnership with Verizon Wireless as
well. Wehaveplansforoff-deckversionsofourapplication
as well on the BlackBerry and the iPhone.

The next couple of slides will show you sort of

what the Loopt environment is like. Basically, it is an
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application on your phone, right now itis a Java or a Brew
application. That does not really matter, but it does
matter. Itdependsonwhatkindofhandsetyouareon. And
it shows you what is happening with your friends, what they
are broadcasting, whatthey areuptoonamap. ltdoesuse
live location, automatically updated in the background.

Thatisimportantbecause the paradigm for friend
finders that came before Loopt had it a little backwards.

You had to log on and send your location to your friends.
Well, your friends wantto know your location when they are
ready to hang out, when they are ready to see what you are
up to. Otherwise, it was not a whole lot better than text
messaging. It would kind of be like your MySpace profile
only being available when you happen to be logged onto
MySpace.

So,whilewedoautomaticallyupdateyourlocation
in the background, obviously that sharing of location is
completely within your control. It is only shared with
friends in your network of friends that you have accepted
andoptedintoshareyourlocationwith. Youcanturnyour
location on and off at any time. You can block certain
friends and you can even set your location manually, which
is important for those of us who sometimes do not like our

friends and family to know the places we go hang out.
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Itisimportantforamore seriousreasonaswell,
actually,andthatistheunwittinguse case, orthe stalking
case. So,ifsomeone is being forced to use an application
like Loopt in a stalking situation, they can put their
locationonmanual,spooftheirlocationforamomentintime
and the victim can, at that time, move to safety.
Thenextcouple of slideswill justshowyou again
sortofLooptinaction. Yourfavorite bandis playing, you
can look at your Loopt friends on the application, group
message them and show them where the band is playing.
Location is the essence of mobility. It is what
makes mobile devices different from all the rest. So, we
thinkatthecenterofthatmobileexperienceisyourlocation
and,again, broadcastingthatlocationtofriends andfamily
andthenusingitto find things to do with those folks that
you do connect with.
And, again, just another slide again showing a
little bit about the environment. You will see we will be
in Nob Hill, San Francisco there, rocking out to the band.
You can take a picture of the band that you are playing
and send a note out to your friends, broadcast it in your
blog. We have a Facebook application where you can
distributethatinformationaswell. We plantomove toward

allowing our customers to distribute their Loopt geo blogs
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and in broadcasts in more and more places around the web.

Locationhasadvertisements. So,Looptannounced
a partnership with CBS Mobile Interactive. The idea here
is that consumers benefit from location-enhanced
advertisements. Advertisersobviouslybenefitandsodothe
publishers and ad networks that are selling those ads.

This is just one example, you might be surfing on
your mobile device, go to CBS Sports Mobile and see a
location-enhanced advertisement that is contextually
relevant based on your time of day and your location. So,
that is sort of the fun stuff, all the applications and
information that can be location-enhanced and then the
advertisements that would go along with them.

So, the question is how is this accomplished now
and how is it going to be accomplished as we move forward?
Thereisanumberofbothsynergisticbutcompetinglocation
technologies out there today. We will go through ata very
highlevelsomeofthespecificattributesofeachone. These
have been driven by regulatory requirements, such as E-911,
by market needs, andithas now created a fairly complex set
of standards and proprietary approaches and potentially
different privacy regimes, and that is why it is important

to talk about the specifics around these technologies.
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Again,we willgothroughall ofthese in alittle
bit greater detail, and particularly, on this lovely side.
So, itis not quite as scary as it looks. There are five
main ways of sourcing location. The firsttwo use a fairly
common technique and what we think we will see is the most
common technique that is out there. There are either base
stations for WiFi internet access or to make phone calls.
Those base stations, obviously, they are pretty well stuck
in the ground. So, they have a location that you are able
todetermine. YoucancollectthelDsofthosebasestations
or WiFi access points along with their location into a
database.

What you would then need to find out the location
ofadevice s for that device to simply tell you which WiFi
base stations or cell towers it is near. What are the
approximate signal strengths between that device and those
towers? So, you can see again, as you move around -- So,
if you are on your laptop right now and you bring up a bunch
of wireless networks, WiFi access points, those are all
grounded in a certain location. You have a certain signal
strengthonyourcomputervis-a-viseachoneofthosewireless
access points.

Now, if your computer sends just that information

outto a company that has a database and WiFi access points
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in its location, it is able to create a fairly accurate
determination of your location. | will talk a little more
specificallyabouteachoneofthese, butjusttorunthrough
it, it says WiFi Mac address approach probably covers about
lessthan2or3percentofthemarkettoday, butitisgrowing
and it is growing quickly.

iPhoneisprobablythebiggestexample. Itisnot
a method connected at all to wireless carriers and the
necessary databases to make it work have been collected by
private companies, such as Google and Sky Hook. Relatively
highaccuracy. CelllDaddress,approximately5or6percent
coverage of the market right now. Some are in BlackBerry,
someWindowsmobiledevices, some Sony Ericssons, etcetera.
Traditionally, these cell ID databases, again, the ID and
the location of the cell towers that make your phone work
have been managed by wireless carriers, but, again, Google
and some other companies have now collected and maintained
this information independently. Google Mobile My Maps is
probably the best example of this kind of location
determination and service.

Now, if you take these first two and if you look
ataniPhone, ithas both WiFi access to geton the internet
and it can make phone calls so it has a cell ID approach.

Using a hybrid of these, you can create a very accurate
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location on the iPhone without any wireless carrier
involvement. ThereisalsoagrowingnumberofNokiaSymbian
phones that are AGPS enabled and that has been provided by
Nokia itself.

This middle row here is an example of wireless
carrier network-based approaches. Itrequires information
comingoffthewireless carrier network to create alocation
determination. E-OTDisnotusedinthe U.S. TDOA is what
the GSM-basedcarriershave usedtocomplywithE-911. That
iswhy you also see debate, these different technologies in
theE-911spaceintermsofwhatshouldbetheexactaccuracy,
because depending on which technology the specific carrier
is using, that greatly affects their ability to precisely
locate a device at a given time.

AGPS probably has the broadest coverage, 45 to 50
percentrange. ThatisassistedGPS. ThatisalltheAmeans
there. Itis in the U.S. primarily on what are known as
CDMA-basedcarriers,Sprint-Nextel,VerizonWireless,Nextel
iIDEN. Itis one of the most accurate approaches and one of
the least taxing on the network.

Ithinklhavetokeepmovingthroughhere. Nobody
is waving me off quite yet though. [ will skip this slide,
butitjustshows avery high level overview of what we were

just talking about. The device is talking back and forth
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to a database. It, again, has the geographic location of
certain base stations or towers. The device is telling it
what it is seeing around it, which ones it is near and its
approximate signal strength, vis-a-vis, each one.

So, the WiFi app-based method, again, iPhone is
a good example. | want to mention iPod is a good example
aswell. So, myiTouch cannot make phone calls. Itcanbe
locatedusingthismethod. So,wearenotjusttalkingabout
phones any more. We are talking about any type of mobile
device with WiFi or Internet access.

Again,privateentitieshavecollectedtheseWiMac
Mac addressed databases. Sky Hook is probably the best
example, and they claimed to have mapped signals of over 70
percent of the U.S. with more than 40 million access points
around the world. And Sky Hook, in fact, just made an
announcementtoday,theyaregoingtohaveadeveloperprogram
where they are going to let developers of mobile apps use
their location determination technology to create
location-enhanced content and advertisements.

Wetalkedalittle bitaboutallthese and, again,
the cell ID address, in and of itself, not particularly
accurate. Italso, and we will talk about this in the next
slide, can be part of the assist in the AGPS equation. It

isasimilarproseto WiFi. Again, itisadatabase, knows
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the IDs ofthe celltowers and their geographic location and
uses that to determine the location of a device.

TDOA, again, I will just pull that one out. Very
network intensive, needs network-based information to find
the location of the device and, basically, has the reverse
approach to the others because it asks the network to find
out where the device is. It knows the device is connected
to one base station and asks the base station towers around
it to say, hey, are you seeing this device and how close is
it to you? So, again, very network intensive and not

necessarily the best approach for commercial LBS services.

Justtwo slidesleft. AGPSis probablytheideal
location technology and, again, it is fairly widespread.
Onethingldidwantto mentionis,again,the Aortheassist
can be almost anything that helps the GPS chip get off to
anefficientstart. So,theGPSchip,theglobalpositioning
satellites, it is looking for satellites in the air. So,
if it knows where to start, it can find satellites that are
going to give it the best signal, the most precise location
a lot quicker and it can also find a clean line into those
satellites.So,theassistjustneedstogetthedevicewithin

about 30 kilometers or so to help the GPS chip get started.
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Now,again,thatassistdatahastraditionallybeen
cell ID, butit could also be a WiFi Mac address. It could
be user-generated. It could be the last known location fix.
That is all you would need to assist the GPS chip and get
a very precise and clean location fix.

Thenthelastslidehereisacoupleofthingsabout
autonomous GPS. Many of the smart devices, in particular
now, are coming with autonomous GPS. It does not rely on
the cellular network. Usage costs are, therefore,
dramatically decreased. There are actually, in some
countries such as Europe, separate GPS POCs. You hook that
onto your phone through a Bluetooth and then you have GPS
onyour phone, GPS services on your phone in that way. But
without the assist, this does have some disadvantages,
particularlyifyouareinanindoorenvironmentorsomewhere
where it cannot get a good fix and it can be very power
intensive.

Ihopethatwassomewhathelpfulandthatyoupicked
up some of it. | had to go pretty quickly, but thank you
very much for your time.

(Appl ause.)

MR. QUARESIMA: Thank you, Brian. Now, we will
turn it over to Mike Altschul.

MR.ALTSCHUL: Thankyouverymuch. Justbuilding

For The Record, lne.
(301) 870-8025 - www:frincinet - (800) 921 -5555



167
on Brian's presentation, CTIA has filed, in the record of
this workshop, a paper that has visited each of the major
carriers’ websites and provides information, if you are
interested, on what the national wireless carriers are
currently offering today in the way of location-based
services,thebroadrange ofapplications. So,wehavedone
thework. Youdonothaveto. Andwe havethe websitesand
links that you need.

Also attached to the paper is a set of the
location-based service guidelines, the industry best
practices that the Association has recently developed and
our board has endorsed. Andthey are also available on the
CTIA website at CTIA.org. This is actually our second
attemptatdevelopingasetofguidelinesforlocation-based
services.

For the communications lawyers in the room, back
in1999, Congressamendedthe Telecom Actand addedlocation
as one of the elements of a customer's service records that
was afforded enhanced privacy protection under the section
oftheCommunicationsActknownasSection222ortheCustomer
Proprietary Network Information Rules.

For non-wired services, this means call detalil
records, who you call, when you call them from your wired

phone. Those rules apply to wireless phones as well. And
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since 1999, the location of the user is covered by the
CommunicationsAct. But,interestinglyenough,itturnsout
thatSection222,aswell-meaningasitwasatthetime,gives
theresponsibilitytotheaccountholder,nottheuser. And,
as Brian described, many of the applications that we have
seen deployed most successfully it is really the user who
has the most interest and should have the most control over
the use of their location information.

Not only that, it is not just carriers that are
providing location-based service applications today.
GooglethroughtheirGoogle Mapsapplication, OnStarthrough
the GPS capability of the automobile, and others are able
to provide location-based services without relying on the
carrierorthecarrier'snetworkforthatinformation. And,
of course, carriers can provide a user's location
information, provide it to a third party location-based
applicationsproviderand,again,comewithinanuncleararea
of the statute.

So, when we set out to develop our best practices
this time around, we wanted to come up with a uniform set
of rules so customers did not have to hire a communications
lawyer to determine whether or not theiriPhone happened to
be accessing a network using the WiFi interface or the AT&T

commercialspectruminterface. So,therulesactuallymight

For The Record, lne.
(301) 870-8025 - www:frincinet - (800) 921 -5555



169
bedifferentdependingonwhichoftheradiosintheonedevice
were being used. We wanted a uniform set of requirements
andexpectationssocustomerscouldbecomfortablethattheir
privacy would be protected and the use would be within their
control and understanding, and in that way, help ensure the
good deployment and rapid take-up of these services.

So, the focus of our standards is on the
location-based service user whose privacy is most at risk
ifthelocationinformationismisused. TheCTIAguidelines,
however, also recognize that there are circumstances like
child safety, like an employer who provides employees with
phones, wherethe accountholderratherthanthe useristhe
appropriate personwho should decide whether location-based
service information should be used or disclosed to third
parties.

So, we started, as everybody who comes to these
workshops should start, with the Federal Trade Commission's
own privacy policies. And, of course, the two pillars of
internetprivacyrulesthe Federal Trade Commissionhasbeen
developingforoveradecadenowareusernoticeandconsent.
Andthosearethepillarsthatourguidelinesare builtupon
as well.

So,thefirstelementofany setof best practices

in this area is that the location-based service providers
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must inform users about how the location information will
be used, disclosed and protected. And it has to be done
clearly, in clear language and the like so that a user can
make an informed decision whether or not to authorize
disclosure of their location or to use the location-based
service.

Anticipatingsomequestions,ourguidelinesdonot
dictate the form, placement or manner of delivery of the
notices or the content of the notices. But we draw on the
guidance from prior FTC actions that the disclosures need
tobeunderstandable,inplainlanguage, notmisleading, all
the usual touchstones
here.

Second,oncethedisclosurehasbeenmade,theuser
has to consent to use a location-based service or authorize
thedisclosureofinformation. Andinadditiontobeingable
toinvokeorauthorizetheuse,theusermusthavetheability
to revoke any such authorization. Here again, the consent
may vary with the type of service. The consent may be
implicit, it may be included in the user’s terms and
conditions, it can be provided electronically as one of the
screens in invoking a service through a subscription,
whatever. But in all cases, the location-based service

providerhastheburdenof obtaininginformed consentbefore
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initiating or using location-based services.

Wewereatthe developmentofthese bestpractices
for quite some time, more than a year, and we had started
out by taking use cases of each of the applications that we
were aware of. It turned out we were getting farther and
farther from ever finishing this project because just as we
hadwrappeduponeusecase, itturned outtwo orthree other
totally different and new applications not only had been
proposed or announced, but actually deployed in the
marketplace and we were finding ourselves falling farther
and farther behind the real world.

So,ourguidelinesreallyacceptthefactthatthis
isbothanascentindustry,itisanindustrythatisdeployed
inprovidingalotofverygoodandattractivelocation-based
services, but try to balance that with the need for
flexibility and to establish the high level principles and
responsibilities alllocation- based service providers have
to build into their service offering.

So,inadditiontothe two pillars or key elements
of notice and consent, we have also drawn from prior FTC
learning in this area to ensure that anyone providing a
location-based service recognizes the need, they have to be
responsibleformaintainingthesecurityofauser'slocation

information. You do not want it to be hacked or displayed
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inadvertently to anyone other than who the user has given
consent to.

There has always been an issue on retention and
storage of this information, sort of a first cousin of
security. Again, before going off into this business,
location-based service providers need to think through and
develop business practices for retaining this information
only as long as they need it for the service the user has
actually authorized.

We are building in a basis for reporting any kind
of abuses and complaints. Atthe moment, we are interested
inhearingaboutallofthis,sowecangetsmarterandrefine
the process and, of course, this is not very surprising,
everybodyneedstocomplywith all sorts of applicable laws,
particularly laws that apply to children and as well as
providing access to law enforcement when they have
appropriate court orders and process for location
information.

This is the last slide just by coincidence. The
Association has undertaken an effort. This is part of it.

Butourwebsitesand outreach to other groups are important
partsaswell,toeducatebothourownindustryanddevelopers
about these guidelines, but also the public and end users.

And we have a compliance procedure where we encourage all
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the location-based services that reflect and have
incorporated these guidelines to promote that fact.

Here is the website information for actually
downloadingacopyofthebestpractices. www.CTIA.orgwill
getyouwhereyouwantandyoucanjusttypeinlocation best
practices if you do notwant to copy the fullURL or you can
email me. | have a brand new and great email address,
mike@CTIA.org. So, thank you very much.

(Appl ause.)

MR.QUARESIMA: Allright,thankyou, Mike. Now,
| will turn it over to Alissa.

MS. COOPER: Hi, | am Alissa Cooper. | am the
Chief Computer Scientist at the Center for Democracy and
Technology. | know a number of lawyers who like to play
technologistsonoccasion. lamatechnologistwhoisgoing
to play lawyer today.

CDT is a 501(C)(3) non-profit public policy
organization dedicated to promoting democratic values and
protecting Constitutional liberties on the open internet,
andthatincludesthemobileinternetand othermobilemedia.

We have a long involvement with privacy issues and with
wirelessissuesdatingbacktothemid-ninetieswhenweworked
ontheCommunicationsAssistancetoLawEnforcementAct,also

known as CALEA.
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We have been heavily involved in debates about
governmentaccesstowireless information and on commercial
wireless privacy issues at the FCC and in other venues. We
have alsobeenheavilyinvolvedinrecentwork on behavioral
advertising, mostrecentlyhereatthe FTCwiththetownhall
meetingthatwasheldinNovemberandcommentsontheproposed
principles that the staff put out following the town hall.

In our comments to the FTC, we actually included
location information in our sensitive data category. So,
we thought that location information deserved some special
protectionbeyondwhatotherkinds ofinformation getinthe
behavioral advertising context. And part of the reasoning
behind thatis because we do feel that location information
is unique in a number of ways. It can be collected all the
time and everywhere, so unlike when you are surfing the web,
youhavetogotoawebsiteinorderfortheinformationabout
that site visit to be collected. You have to make a phone
call in order for information about that call on a landline
to be collected.

But your location information is often being
collected from your device all the time and you are usually
carrying it with you. So, it is ubiquitous in that sense.

Location information can also reveal potentially

sensitive destinations like medical clinics and government
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buildings. Itcanbe used for physical tracking, and Brian
alluded to this, as did the Commissioner this morning, when
he talked about big brother and ex-boyfriend. Location
information can allow someone else to actually know where
youare,whetheritisthegovernmentorsomesortofstalking
situation.

Finally, location information can defy user's
expectations. Ithinkwhenalotofpeople arewalkingdown
the street and they walk by the coffee shop, they do not
necessarilyexpectanadforalattetopopupontheirphone.
Eventhoughtheirphone changestime zoneswhenthey change
time zones, they do not necessarily understand that it is
being used as a location tracking device or that it could
be used that way.

A recent study out of the Samuelson Clinic
Berkeley, they surveyed approximately 1,000 people and 35
percent of them disagreed with the statement that carrying
acellphone could give law enforcement the ability to track
them. So,peopledonotquiteunderstandthatyourcellphone
or your other mobile device is beaming your location
information.

As far as existing laws related to location
information, Michaeltouchedonthe CPNIrules. Ithinkthe

key there is that they only apply to telecommunications
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carriers. AshesaidandasBriansaid,therearemany, many
other entities coming into this space right now.

The other law that we have in this space is the
Anti-Pretexting Law that Congress passed in 2006, which
prohibits the sale or transfer of the same kinds of
information that the CPNI rules cover. And what the
anti-pre-texting law did was it added IP-enabled voice
services into the mix. So, while the CPNI rules cover
telecommunications carriers, the anti-pretextinglaw covers
telecommunications carriers and IP-enabled voice carriers,
butit only applies to the sale or transfer of information,
including location information. It does not apply to use
anddisclosurethewaythatthe CPNIrulesdo. So,youstart
to see that there is kind of this patchwork, there are
different entities covered by the different laws, and

sometimestheyapplytouseandsometimestheyapplytosale.

But there is no single standard that applies to
all the services and companies that are collecting, using
or disclosing location information. From a consumer
prospective,thatlackofclaritycanbeconfusing. Idoubt,
inmy mind, astowhenyou are usingaservice onyour device
whether you know which provider is providing it to you, if

itisanapplicationsprovider, ifitisatelecommunications
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carrier,andevenbiggerdoubtwhetheryouknowwhichofthose
entitiesare covered by whichregulationsandwhichonesare
heldunderthelawtoprovideyouhigherprotectionandwhich
ones are not. So, itis a little bit of a confusing state
for consumers.

Similarly, with respect to government access to
location information, there is no explicit standard that
explainswhatthegovernmentneedstodoinordertogetaccess
to either real-time or historical location information.
Thereisastatutethatsayswhattheycannotuse. So,CALEA
talks aboutthe factthatthe governmentcannotuse anorder
that authorizes a pen register or a trap and trace. Those
are the devices used for wire taps to get phone numbers off
of the wire. So, that kind of order is not sufficient for
the government to be able to get access to location
information.

Butthereisnostatutethatsayswhatissufficient
or what the government needs to do in order to get access,
whetheritbethe superwarrantwhichisrequiredforfull-on
wiretaps or a more generalized warrant which would require
thegovernmenttoprove probable cause of criminality before
ajudgeinordertogetaccesstotheinformationorsomething
else. There just is not a standard.

There have been close to two dozen Federal
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magistrate judges who have ruled on this exact question of
what the government needs to do in order to get access to
location information, and a significant majority have ruled
thatawarrantisrequiredforaccesstoreal-time data, but
some have disagreed with that. There is also a significant
disagreement about whether real-time information, so
prospectively tracking someone, and historical information
should be held to different standards or not.

Now, based on standards for other kinds of
government surveillance based on the fact that new
technologiesallowsurveillanceinwaysthatwerecompletely
unimaginedjustadecadeortwoago,webelievethataprobable
cause warrant is the right standard for both real-time and
historical tracking data. And, again, if you ask people
going back to the study just out of the Samuelson Clinic,
73 percent of the people who they surveyed thought that a
warrantwherethegovernmenthastoprovetoajudgeprobable
cause of criminality is the right standard.

Again, here | think the goal should be building
trustinthesekinds of applications. Therearesomanynew
applications onthe horizon. Brian showed the chart of six
different categories, just broad categories of ways that
location information can be used, and | think a clearer

framework would allow consumers a more trusting springboard
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in order to start using some of these applications.

MR. QUARESIMA: Thank you, Alissa. Let me turn
it over to Tony.

MR.BERNARD: Thanks,Rick. Iwouldliketofirst
say thankyoutothe FTC for establishing this panel and for
allowing us the opportunity to come speak and for all of you
for your interest in location services.

UsefulNetworksisaDenverbasedstart-upfounded
in July 2006 by two wireless and location pioneers, Brian
Levin and David Hose. We were formed for the purpose of
buildingapplicationsforandprovidingaggregationservices
to the consumer location market.

A lot of people have questions about the role of
an aggregator. | think you heard a bit this morning about
what SMS aggregators do. As we think about the role of an
aggregator,wehavetwokeystakeholders. Oneisawireless
operator who is not going to let a variety of third parties
connect to their network infrastructure in an untrusted
manner, and even if they were willing to do that, they do
nothavetheresourcesto properly manage the emerging third

partieswhoare goingto add locationtotheirapplications.

So, as you see a migration from location as a

utility and things like Chaperone and Navigator to location
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asafeature,whetherforusability foraddedfunctionality,
like a friend finder for a social network, companies will
not want to become location experts. They will depend on
companies like Useful Networks to help them navigate the
myriad of issues. | think you heard about a few, one from
Brian in terms of all the different location technologies
that are out there. Companies need help understanding how
tousethose, and operators need help managing the companies
who do want to use those.

Beyondthetechnology,thekeyfromanaggregation
perspectivehere,someofthepointsthatAlissawasbringing
upinterms of helping third parties deal with the different
rules and regulations in this environment. So, Useful
Networks developed an aggregation platform with a
platform-based policy manager that | will talk about a bit
more here in a second.

In terms of market segments, we are focused on
social networks, gaming and entertainment, mobile search as
well as mobile advertising, which we see as four distinct
opportunitiesfromtheconsumer'sperspectiveofhowlocation
could be used and should be controlled.

In terms of the company experience, we have been
operating a cross carrier friend finder that we call SNIFF,

the Social Network Integrated Friend Finder. We have been
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operatingwith Scandinavian operators and recently launched
itin the U.K. and expect to bring that service here to the

United States in the third and fourth quarter of this year.

SNIFF answers the simple question, where are you
inafunand simple way. We actually allow people to start
a SNIFF with a text message. So, assuming you have
established a location relationship with a close friend, we
call that a location-ship. You can send a text message to
the short code, SNIFF, and say SNIFF Peder. And assuming
Peder has given me permission to and is willing to be found
at that time, | will get Peder’s location returned via SMS

and then | can see it on a map and those things of things.

So, we focused on making the service simple and
intuitivetouse. Ibelievecertainlywithlocationservices
they are complex enough that if you can relate it to things
peopleareusedtodoingtoday, and everybodyis comfortable
with sending a text message, that is a nice way to educate
people about the ease of us of such a service.

In addition to the mobile experience, we have a
companion Facebook application, understanding there may be
different points in time where people want to locate their

friendsormanagetherulesbywhichtheylocatetheirfriends
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or allow themselves to be located.

As | mentioned, the service itself is predicated
on permission and privacy atits very foundation. |talked
generally about our policy manager, the policy manager is
a server-based application that our SNIFF application ties
intoforamulti-tiered privacy model that first starts with
rules and regulations and legal requirements that are just
standard for the geography in which that service is being
offered.

A layer on top of that is the operator specific
layer. So, forexample, operator A may be less restrictive
thanoperatorBwhereoperatorBmaysay,well,lamnotgoing
to give people enough rope to hang themselves even if they
understand the service. So, for example, | am going to
require them to be notified every time they are located,
whether they want to be or not.

Then,thirdlyandmostimportantly,istheenduser
control over that information.

So, itis based onthree core premises, | believe
most of which Mike hit on earlier, which is, first, there
has to be information provided to the user about how that
locationinformationwill be used, how it will be stored and
how it will be shared. On top of that, the user has to be

able to provide that informed consent and those consent
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records must be stored and maintained in a very auditable
way in case there is ever an issue.

Thirdly, the user has to have full control over
howthatinformationisgoingtobeusedwhetheritisblocking
aparticularfriend, going globally invisible ifthey do not
justwant to be found or toggling things like notifications
to be sent for every time they are located by a given
individual. We think with a multi-tiered model there, it
allows for flexibility as the rules evolve over time while
at the same time giving the user full control over how the
application is used.

Finally, | mentioned some other segments that
Useful Networks is involved in. We first made our initial
push with SNIFF, but certainly policies with respect to how
location information will be used are critically important
in a self-locate environment, an example of that would be
amobilesearchapplicationallowingyourlocationtobeused
in mobile advertising and for more fun applications like
location aware games.

So,thatisUsefulNetworksinanutshell. Thanks
for your time.

MR. QUARESIMA; Thankyou, Tony. I will turn it
to Tim.

MR. LORDAN: | could not help notice that Peder
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looked a little uncomfortable when the suggestion was that
he get SNIFFed.

(Laughter.)

MR. MAGEE: Very uncomfortable.

MR. LORDAN: Yeah. Where do these terms come
from, SNIFF and poke and all these different things? Itis
making me a little squeamish.

My name is Tim Lordan, and | am with the Internet
EducationFoundation. Wehadtodotwoprojects,oneofwhich
is the Congressional Internet Caucus Advisory Committee.
We do Congressional briefings on a variety of topics, on
locationinformation,locationadvertising,locationsafety.

We have done like six events over the past -- since 2001
on those issues in Congress. And, probably rightfully so,
Congresskindofgavebirthtothiswholelocationthingwith
theE-911legislationthatMike had mentioned. Ithinkthey
will have a fair amount of responsibility for putting
trackable devices in everybody's pocket in America. So, |
think they kind of want to know what is happening there.

The other project we do is Get Net Wise. We do
alotofeducation on helping parents understand how to keep
theirkids safe whenthey are using the Internetand | guess
now online services and wireless services and also adults

on how to protect their privacy and things like that from
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a consumer education perspective. So, we come at it from
two angles.

Ireallyapproachthisthing mostly fromthe child
safety angle. When we were talking about having children
withdevicesthatcouldbetrackedatanygiventime, itjust
really freaked a lot of us out, and we started looking at
this issue very, very closely, recognizing that this
marketplace could literally explode, and who are going to
bethefirstadopters? Kids. Wesawearlierdatathatjust
the genie is out of the bottle. Kids, teens have mobile
devices.

| feel like Alissa pretty much covered everything
| was going say, so | have very little left in my notes to
talk about. | wish | had gone earlier in the conversation
becauselthinkwereallyneedtostepbackonwhatislocation
information. | am very glad we are not having this
conversationattheFCCbecause,attheFCC,thisconversation
isaboutasectionandsomekindoftitlethatsomebureaucrat
has jurisdiction over.

Why are we talking about these devices at the
Federal Trade Commission? That is a really good question.

lamgladwearebecauselocationisnotsomekindofsection.
Itis notsome kind of statute. Itis notsomething we can

define very clearly. There is a lot of ways to look at
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location. Is it CPNI information? Maybe. The European
Unionlooksatit,aswell,theythrowitintoaclassification
ofwhatdatagetsretained underthe European Data Retention
Directive. Itturnsoutthatwhoyoucalled,whocalledyou,
and where you were when you made the mobile call, for up to
twoyears. Itisstunningthatthey kind of justthrow that

into their regulatory classification without much thought.

Let me just tell you the visceral concerns that
people havewithlocationinformationasadataset. Wedid
a poll in January of this year and we asked people the
interesting question of how they feel about their privacy,
guestionsrelatedtosocial networking, whatifsomebody put
a photo of you in your bathing suit up on their social
networking page, what if somebody posted a photo of you
visibly drunk on a social networking page? And then we also
asked them, and we were not sure if they would understand
what we were talking about in the poll, what if someone
disclosedyourgeolocationinformation? Drunkphoto,like
9 percent, 10 percent. Bathing suit, and it depends on the
demographiconthebathingsuit,bytheway,[laughter]people
betweenlike 35 and 55 are a little more concerned about the
bathing suit posting thing. But 10 percent, 11 percent.

Geo location information, 50 percent, blew away everything
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else,drunkphotos,bathingsuits,younameit. Geolocation
information tracked off the charts.

So, people have visceral concerns about people
knowingwheretheyareastheymoveonthefaceoftheplanet.

I am not sure | can say why that is, | am pretty sure that
Axiom knows where | live and where | go to work and pretty
much those are the only two places | ever really go. But,
thenagain, Ithinkthatthe Federal Trade Commission should
look at this issue, look at it broadly, take a step back,
do notlook at it as some kind of regulatory classification
or some kind of section in some kind of code, but look at
what location means to people and what their expectations
are. And it is not going to be easy, it is a mess.

Wehadawholeconferenceonthislastyear,lguess
around this time, on location information. We did not even
scratch the surface. Andthere is alot of ways of looking
at it. Alissa, again, covered a lot of these things, but
there is the temporal aspect of it. Isitreal-time, where
am | right now, or is it where was | like ten minutes ago
based on what | said on my Twitter page? Or legacy, where
was | last week or over the past two years as the European
Union would retain.

Theotherquestionisgranularity. Isitzipcode?

Wedoalotoflocation-basedadvertisingandlocation-based
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stuff based on zip code. That is pretty traditional in
marketing.

IsitiPresolving,whichismuchbroader,youknow,
the greater Washington, D.C. area? And does it go down to
my block? Does it go down to 300 meters? Does it go down
to two meters? Like how granular? So, we need to look at
the granular aspect of it.

This is the big thing that | think Mike talked a
lot aboutis who is holding the information, who is holding
the location information as a data set? Again, it is not
some kind of section in a title. Location information is
like a bouncing ball. There are a lot of people that are
going to be holding that information as it bounces around
andtheconsumerisgoingtohavetounderstand, atanygiven
time, who is holding that bouncing ball.

So, is it third parties, is it LBS providers, is
it carriers, is itaggregators like you? Isityour peers?

| can exchange my information with my peers, my location
information with my peers. Dodge Ball, | do not know what
is happening with Dodge Ball, but self-attestation, saying
thisiswhere | am at any giventime, and databases can pull
that up and log that and provide you services. That has
nothing to do with this device and the network that it is

on. lItis just people communicating with one another.
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So, | am glad that the Federal Trade Commission
is looking atthisissue. |am certainly glad that the FCC
is working on this issue. But | think we all need to step

back andlook atitholistically, notas some kind of title.

Just as a plug, | did not really talk about my
organization that much, but we are holding, in conjunction
with Berkeley Balt Law School and George Washington
University Law School, we are hosting the Second Annual
Privacy Location and Safety Summit, and | would say that the
Federal Trade Commission, whiletheyare concerned aboutthe
advertisingaspectsofthis stuff, safetyissuestheyreally
need to pay attention to.

MR. QUARESIMA: Great. Thankyou, Tim. We will
now turn it over to Fran.

MS.MAIER: So,greatfuntobelastbecauselthink
everything has already been said. Butthank you very much.
| appreciate being here.

My name is Fran Maier. | am Executive Director
of TRUSTe. TRUSTe s the leading privacy trust mark on the
internet. Weareonabout2,500differentwebsites,andsome
of them have been mentioned here today. Loopt, Yahoo!,
Microsoft, Metro PCS, Verizon, AT&T, Apple are some of our

clients who play, in some way, in this whole mobile space.
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Wegotinvolvedinthisin2004. Weissued,lthink
a little bit ahead of our time, some mobile guidelines. In
fact,youwillfindthemontheinformationboard. Theywere
motivated because, at that point in time, it was starting.
WewerestartingtoseetheapplicationsthatLooptisusing,
IthinkUsefulislookingatintermsoffriendfindafriend.

AT&T Wirelesswasrightfully concernedthatthefriendfind
afriendfeaturereallyneededtohave somelevelofguidance
and permissions and consent that, at that point, were not
readily available or even thought through in any sort of
detail.

From the very beginning when the group that put
together these mobile guidelines got together, the
location-based issues came up to the top. Why is that?

I think, Tim, you did a good job talking aboutit, but these
arethingsthatareessentialtousasindividualsandhumans.
Where is our family, where is our friends, where is our
lovers, where is our employers or can any of those groups
find me or can | find them? As a mom, where are my kids?
Do I know | am | being tracked? And, clearly, for some
people,thereisissuesofsafety,lawenforcement,marketing
andsoon. So,thelocationissues are very ripe for abuse

aswellasthe benefitthatl think we can all see and enjoy.
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Overthelastfewmonths, | certainly enjoy the GPS ability
to find out where | am going, and where some of my friends
might be or my kids.

So, what has changed since 2004? Obviously, |
thinkthe phone has become much more personalized, muchmore
attachedtous. Manymore applications. |think, andthis
has been mentioned already, who is in charge of the consent
and notice requirements is confusing. On an iPhone, for
example, is it Apple, is it AT&T? Is it Google for the
mapping? Isitthe email provider or is it the third party
applicationprovidersthatarelikeLooptorsomeoftheother
ones that might be on that phone in any point in time?

We could sit here and debate it, but from the
consumer standpoint they just want to know, they just want
to have control. They just want to be able to exercise
control and choice over those devices.

So,  am going to stop in just a second, but some
of the things that come to TRUSTe's point of view in terms
of consumer experience here is they do need that control.
Theyneedsomewaytoturnthingsonandoffortogiveconsent
orto change their mind aboutthat consent, and that has got
to be easy and fairly transparent and probably not buried,
whichleadstothe secondthing, the form factor using these

devices can be challenging.

For The Record, lne.
(301) 870-8025 - www:frincinet - (800) 921 -5555



192

Now, Ithinkitisgettingbetter. Obviously,new
phones with larger screens are giving consumers more ways
ofinteracting,andlthinkthereisprobablysomeinnovative
ways. | would argue we would all be better off if we
standardized some of those notice and consent approaches
becausethatwaytheconsumerdoesnothavetore-learnevery
time they get a new phone or go to a new website or use a
new application how to exercise their choice. So, there
might be some real benefits to some overall standardization
while still keeping the branding and other experience.

The children issue is a big one. Totally agree.
Aswellasthestalkerissue. So,thereare use casesthat
we all can think of right now, there is probably some that
we cannot think of right now that can be equally scary.

Let's not forget the importance of just general
fairinformationpracticestoguide ourwayhere. Makesure
thatwedohaveregimesfornotice,consent,redress,security
and storage, and move forward from there.

In terms of TRUSTe's interest, at this point, we
areexploringwhetherornotthereneedstobeaspecialmobile
seal. Consumers do recognize TRUSTe, they might recognize
and feel some comfort and feel also that they can make a
complaint if they see the TRUSTe seal. We absolutely

recognize that a mobile environment is different in terms
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of the consent standard and the form factor standards and
things like that. We are interested in talking to anybody
abouttheirinterestinthat. Iwillleaveitthere. Thank
you

MR. QUARESIMA: Thankyou, Fran. |think we are
now ready to open it up for discussion, so if anybody has
guestions, please pass them forward or go to the mic.

| am going to begin it first by getting to, | think,
sortofthe coreissue. We havetalkedalotinthe various
presentations about notice, consent, but sort of getting to
the crux of it, as Tim pointed out, this is a big deal to
alotofpeople. So,thequestioniswhoisthe appropriate
party to get consent and how do you do it?

Letmejustsortofstartthrowing thatoutto the
panel. Let me begin with Brian on that because the issue
ofhowyougetconsent,whetheritisinreal-time orwhether
youcandoitinaformnoticeatthebeginningofacontract,
| think, is a very big issue.

MR. KNAPP: | think the form factor issue needs
tobeworkedthrough, butfromtheconsumerperspective,they
are going to be in privity with, they are going to be
interacting with a certain brand. In our mind, thatis who
itmakessenseforthemtogetthe consentwith, whetherthat

isanexpress“informed consent,” whetherthatisanimplied
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consent because they opened a navigation application.
Obviously, itis going to be based on some kind of geo fix.

So, I think from the user’s perspective, is it going to be
the brands that they are interacting with.

Now, it has been shown on the web that that is a
complicated proposition when you have third parties, such
as ad networks delivering ads, et cetera, and passively
collecting information. | do not think we have completely
answeredthatquestioneither. Thosesamekindofchallenges
are going to come on the mobile web and, again, the form

factor,atleastrightnow,isalsoalittle bitchallenging.

| would caution folks, opt-in seems to be being
thrown around as a silver bullet. |think as the gentleman
from the Florida State Attorney General showed today, you
can opt in or most users will opt in to some pretty scary
stuff. We all know they do not read privacy notices, they
do not page through terms and conditions. So, | think that
in addition to opt-in, while | would encourage folks not to
see that as a silver bullet here or anywhere else for that
matter, but also think about what type of industry best
practicesinadditionto orinstead of that should be driven
and a lot of that gets back to the debate in the behavioral

space.
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So, what are the retention policies, are you
keeping alocation history, are you combining that location
historywithotherPI11? Areyoucombiningitwithotherusage

information? Thenisitbeingresoldtosecondaryproviders?

So, those to me, frankly, are some of the more
interesting areas that the industry needs to focus on as we
provide these services.

MR. QUARESIMA: Mike, doyou wantto add to that?

MR. ALTSCHUL: Well, Iwantedto say that whenwe
gave this some thought, we thought that the consent most
appropriately belongs with the person whose privacy is most
at risk if it is used or misused with the exceptions |
mentioned. Userswhoareunderl18,theirparents,guardians,
whatever are the ones that have a responsibility for their
consent and for those employers who provide employees with
wireless devices on some kind of employer account, we
recognizethattheemployeralsohasaninterestinproviding
the content.

MR. MAGEE: Let me just jump in, Mike. That is
a good segue for a question we got from the audience. The
guestionis,evenincaseswhereanemployerpaysforamobile
phone, shouldn't personal privacy issues require that the

end user consent to location information being revealed?
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For example, should an employer be able to see employees’
movements after hours such as to clinics or voting places?

MR.ALTSCHUL: Ithinkitis correctthat we need
flexibility in the rules. Certainly, those employers who
subscribe to one of these services for dispatch purposes to
be able to find the employee who is closest to a particular
pick-up or a point have a legitimate need to subscribe and

give consent, butthatconsentisforthe business purposes.

It may be that with sufficient information and
disclosure,thoseemployeeswhowanttomaintainprivacywill
turn their devices off or have a personal device as many
government employees have where the government provides a
wireless device for official uses and employees have their
own phones for personal uses.

MS.COOPER: ljustwantto second something that
Brian said and sort of add a little bit of a different twist
toit. Ithinkasfarasmobilemarketinggoes,theindustry
is in areally good position and, as he said, we have heard
about opt-in all day, and I think that comes largely a lot
from the SMS context and issues where you are being billed
for whatever it is that you are receiving.

Itis a good starting point, but as he said there

issuchathingasabadopt-inandthereisalsosuchathing
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as a good opt-out. | think the situations when you are
dealing --itistrue. The situations when you are dealing
with location information and you are thinking about doing
anopt-outareextremelylimited. Ithinkifyouarestoring
theinformation, ifyou are sharing it with any other party,
if there is no visible indicator that the user is being
tracked,ifthereisnowayforthemtoturnitoff,andmaybe
in a few other situations, it absolutely requires informed
consent.

But especially with such a small device, you have
to cautionagainsthaving areally bad opt-in, whichinsome
casescouldbeworsethanhavingareallyrobustopt-outwhere
the useris completely informed and can getout of itat any
time.

MR. QUARESIMA: Fran, | think you had something
you wanted to say.

MS. MAIER: Yes, thank you. So, that whole
approach of opt-in, opt-out I think is a good way to start
to think that we need to look at some of these issues and
scale whatis required either in terms of notice or consent
to the potential harm that could happen. So, on one end of
the scale, you canlookatlocation advertising on a browser
onaphonethatmightbepingedyoutoortiedtoyourlocation

as being fairly harmless. Now, there probably ought to be
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some notice. There might be an opt-out if people feel that
that gets too creepy or too close to comfort.

Onthe other hand, when you are talking about the
friend thing, you are really talking about two opt-ins, one
for the person initiating and one for the person who is
connecting.

So, | think what we have to think about is as we
go and look at the different use cases, what is the right
level of consent and notice that is appropriate? We have
usedthiskindofapproachindevelopingthe TRUSTe download
guidelines where we developed guideline for downloadable
software. Itseemed to make sense and be more palatable to
both industry as well as reasonable from the consumer’s
standpoint.

MR. MAGEE: Fran, just to follow up a little bit
on that, you mentioned earlier that TRUSTe is working on a
possiblemobileseal. Whatdoyouseeisthe mosteffective
way to educate consumers about the potential risks that are
associated with location-based services?

MS.MAIER:Well,unfortunately,itisthebadpress
story that always does tell consumers that they better be
paying attention to it. Then, | think as responsible
industry, we have to come back and give them some tools.

So, that could be a seal, it could be some standard ways of
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delivering the notice and consent. So, again, | like the
AG from Florida's presentation because there was some level
of transparency and discipline in terms of how to deliver
someofthatpricinginformationandthatopt-ininformation.
So, | think if we could move to some consistency.

| think there are things like reminders to tell
consumers of what their status is, maybe for a given
application service or for a given phone so that they are
not out there for too long thinking they have something on
when it was off or off when it was on, and | think the idea
of just-in-time notice. So, when they do start to use a
feature that perhapsthey have notusedinawhile, they are
given some notice or an opportunity to make a choice at that
period of time. Just some of the ideas. | think there is
a lot of work we all need to do.

MR. QUARESIMA: Let me follow up on that idea of
sort of recurring notices or just-in-time notices just to
circle back to the original point about whether sort of a
form,termsofuseatthebeginning,isevergoingtobereally
enough. Given also the small screen limitations of the
mobile phone, is this recurring notice or just in time
something that is essential to have?

MS.MAIER: Ithinkitdependsonhowinvasivethe

service is or how potentially harmful it is. It probably
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is not necessary for location-based advertising in my view.

MR. QUARESIMA: Tony?

MR. BERNARD: To build on that, for our SNIFF
application, there are different notices we provide after
there has been consent provided. So, there is a text
notification sent immediately upon consent being provided.
There is a reminder message sent within one week of the
registration,andthenthere are monthlyremindersthatthey
have consented for their information to be used by a peer
to make sure that user is informed on an ongoing basis.
Because you are right, people can forget.

MR. QUARESIMA: Do the consumers usually opt in
to this type of recurring message or -- opt in is probably
the wrong word. Are they presented with a choice at the
beginning of adopting the service to get these recurring
things or is this just built into the system?

MR.BERNARD: So,the exampleljustmentionedis
builtintothe systemandittendsto be geography specific.
So, what I just mentioned are requirements we comply with
in Scandinavia and the U.K., and we would expect to enforce
the same thing here, if for no other reason to start
responsibly. Then if the users are annoyed by those
recurrentnotifications, we canworkwith operatorstocease

them.

For The Record, lne.
(301) 870-8025 - www:frincinet - (800) 921 -5555



201

Then the user also has the ability to select
specifically ifthey wantto be notified every time a friend
locates them. So, that is a user-controlled option.

MR.KNAPP: Rick,lwouldjustmentionthatwehave
seen a little bit of the tension ourselves between sending
out enough reminders and annoying a fair amount of the user
base. Wealsosendoutremindersforsafetypurposesaswell,
again to address this unwitting use case. So, all that to
say whether itis anicon or SMSs cannot be dictated, needs
tobeapproachedfromaproductdevelopment, userexperience
perspective. Youtryto sortofthread that needle between
a positive user experience and also responsible usage and
trying to catch the appropriate safety cases. But we have
definitely found a set of users who get annoyed and a set
who appreciate it. So, thatis not an easy thing to figure
out.

MR. MAGEE: Okay. Just an open question to
anyone. | will throw it out there, and please weigh in.
Do you all have a sense about what consumers know or expect
inthisarea, for instance, do they know -- or rather, | was
somewhat surprised when on the last flight | took my phone,
updated the time when | landed in a different time zone.
| may not be typical of most savvy consumers. Butis there

asense ofthe fact that having a phone can lead to tracking
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your location and other types of products?

MR. LORDAN: Well, I would be interested to hear
anypollingdatathatreallygetsatthe heartofwhatpeople
know about what types of information they are communicating
withregardtotheirlocationastheymovethroughtheirdaily
lives, whether it be their phone transmitting GPS or a cell
phone triangulation, whether it be their metro pass telling
what metro stops they are entering and exiting. | would be
stunned if people were able to kind of keep it all together
about what types of information they are sharing and not
sharing.

Ithinktheexperiencethatweareseeingonsocial
networking sites where people are making privacy controls
to keep my photos away from Fran, share my wall with Tony,
and things like that, | think there is -- people are going
to reach a capacity in their ability to understand at any
given moment as they are walking on the face of the earth
what information they are giving out.

MS. MAIER: | would imagine it is also
generational, with the younger group maybe expecting or not
being surprised when they get tracked and found out and
marketed to on a location basis, but other people being
completely stunned and feeling all that is creepy.

MR.BERNARD: Iwouldjustaddananecdotalexample
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fromwhichldrewaninference. Wedroppedourpressrelease
withrespectto our SNIFF U.K. launch on March 31st, the day
before CTIA. Thetwo articles written in the London papers
were both written on April 1st. Half the commenters that
responded thought it was an April Fool's joke. So, there
is a segment out there who cannot believe this technology
exists. The other segment were the people that responded
andsaid, well, yes, don’tyou know the government can track
you evenwhenyour phone is off and it is still sending your
location information regardless of what control you have.

So, to me, the reactions were polar opposites.
Butldo suspectthereis amiddle section, to Fran's point,
thatis a different age group that may be more cognizant of
this kind of technology.

MR.ALTSCHUL: Iwasjustgoingtopointoutlthink
that there is growing and quite widespread recognition at
one level that location information is available from
wireless devices, primarily because of the mandated 911
location capability and then some of these applications
particularlywithdifferentdemographics,youngerpeoplewho
use friend finders and so on.

Ithinkpartofthesurpriseiswhensomebodycomes
up with an application that no one had considered marrying

a location capability with an existing application. Itis
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the combination that creates sort of the shock that no one
had consciously beenaware andrecalls consenting to the new
use.

MR. QUARESIMA: Mike, | just have a follow-up
guestion for you generally coming from the audience. Does
CTIA or any self-reg program that you are aware of do any
independentauditsorpublishtheresults ofessentially the
compliance with your guidelines?

MR. ALTSCHUL: Well, these are brand new and we
are still getting the word out and finding out sort of the
actual best practices that go with the best practices. So,

we have not been doing it with respect to these guidelines.

With respect to some guidelines that are going to
be talked about tomorrow afternoon, we do monitor, through
a third party auditing firm, compliance with the Mobile
Marketing Association’s consumer best practices for opt-in,
doubleopt-in,optingoutofpremiummessage campaigns. So,
if you subscribe to a joke of the day text message service
andthatisamonthlysubscription,therearecertainindustry
bestpracticesthe Mobile Marketing Associationhasadopted,
and the CTIA does audit each and every one of those short
code based premium messages regularly and reports to

carriers, and we are aboutto enhance itby reporting to the
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aggregators as well how each of the marketing programs
complieswitheachoftheelementsofthe MMADbestpractices.

MR. MAGEE: This is another question from the
audience or | will incorporate it. We have heard a little
bit about how the regulatory landscape in this area is
somewhat fragmented. And | am wondering if maybe the
industry representatives could talk about how they navigate
this fragmented set-up, and also to incorporate the
audience's question, do any of the panelists advocate
additionallegalrequirementsgoverningtheuseanddelivery
of location-based services?

MR. QUARESIMA: Brian.

MR. KNAPP: So, we spent quite a bit of time both
with our carrier partners and independently analyzing the
regulatory landscape. | am not sure that Alissa was
suggesting this, but there is certainly a patchwork of
regulation, and | would not suggest more regulation to fix
the patchwork of regulation that tried to regulate this a
while ago. | am not sure that is where we need to go, and
| am also not sure that a lot of this does not already fall
in within, for example, the FTC's purview.

| also think that we should encourage providers
that are out there, if | do say so myself, that are taking

positiveand proactive approachesto privacy because I think
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that industry, in a lot of ways, can drive the way and,
frankly, we are going to be ahead in terms of seeing what
is next, and what is out there, and sort of what is coming
from a consumer perspective.

| think Tim had a very good pointin terms of how
tolookatlocation. Wehavetogetoutofthe mind setthat
it is with a certain infrastructure provider or with a
wirelesscarrieroradeviceprovider,forexample,andstart
thinking about it from the user’s perspective and all the
different ways that a location determination could be
corrected.

Alissatouched oninformation request policies as
well and whether thatis unclear. We actually do not think
itisunclear,andwehavecreatedinformationrequestpolicy,
beyond referring calls to our carrier partners, that says
thatlocation,asusedbyLoopt,iscontentofacommunication
under ECPA. Therefore, a warrant is required to retrieve
that, if someone wants to get our last location fix and we
believe that any kind of prospective tracking requested by
the government would, of course, require a Title 3 level
warrant.

So, we have done this analysis, we have done it
in conjunction with partners, such as CDT and EFF, and we

are pretty confident in that overall position because we do
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know that one of the major concerns is government access to
location information.

MS. COOPER: 1 certainly would not suggest
worsening the patchwork that we have, but | would suggest
thatifwe hadinthe U.S. abaseline comprehensive consumer
privacylawthatitcouldcertainlyaddressmanyoftheissues
thatwehavebeentalkingabout. Itwouldbefocusedondata
of allkinds. Itwould not specifically call out or except
location information for any particular reason and, so, not
just patchwork in this area but the overall patchwork that
we haveinthe U.S. asfaras privacy regulation goes, where
we have a different law for every different sector and for
your video rental records and your cable records and
everythingelse. So,Ithinkabaselinelawwouldcertainly
help and not exacerbate the problem.

And as far as government access goes, | wish that
the carriers could also say that all the call information
wascontentandthuswascoveredunder ECPA, butthatisjust
not the case, and the government is routinely --

MR. QUARESIMA: We are going to probably... The
conversationis going, So we are goingto give this alittle
more time, but | also do want to give everybody a chance to
talk,butlwouldliketoaskthemtokeeptheirremarksbrief

because we still have another question from the audience.
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MS. COOPER: Well, can I just say the government
is routinely requesting location information from carriers
notusingawarrant. So,lamgladthatisthe Looptpolicy,
but it is not the policy for everyone.

MR. ALTSCHUL: Well, I was just going to endorse
the consensus at our end of the table that another patch on
the patchwork is not a good approach. The industry, both
carriersandnon-carriers, [thinkhas beenmoving carefully
and responsibly. The guidelines, the fair information
policies from the Federal Trade Commission are a good road
map. Theconcernalwaysinarapidly developing areaisthe
even with the best of intentions, things change and you get
it wrong.

In1999,asImentioned,Congressthoughttheywere
getting it right and, yet, they talk about account holders
rather than users. They talk about carriers and carriers
only when more and more of these applications are not being
provided by carriers. So, that is a risk that comes from
legislating or coming up with rules before you really have
a need to actually fix something that is broken.

MR. BERNARD: Briefly, to the original question,
yes, asaprovider, we absolutely experience fragmentation.
Thatisspecificallyhowourrulesenginehasbeendesigned,

so that we can do that on a geography specific basis, and
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thenchangethoseovertimebecauseassoonasrulesare made
theyevolve. Iconcurthatthereisnotaneedforadditional
regulation so long as we do this responsibly, and | think
there are some emerging themes here around which the rules
are ultimately going to be based.

MR. QUARESIMA: Fran?

MS. MAIER: Yeah, | concur with this side of the
table that | think we do not want to see more regulation on
top of the patchwork. But | would like to say
self-regulation, obviously, industry cooperation could go
alongway. Interms of a generalized privacy policy, what
wekeeponseeingwith newtechnologies and new applications
isnew,distinctanddifferentchallengesthatmightnotlend
themselves readily to some baseline privacy law.

MR.LORDAN: And,frommyperspective,withregard
to the events that we have held on location privacy and
location safety, | look at my RSVP list. | will have folks
fromthe Federal Trade Commission, lwillhave ahalfadozen
folks from the Federal Trade Commission, | will have half
a dozen folks from the Federal Communications Commission,
| will have folks from the White House, folks from the
Department of Justice and FBI. The reality is that there
is going to be a lot of people needing to work together on

this issue. | think with regard to rushing to create some
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blanket rule, | do not take positions on that.

All I do know is, again, it is kind of like a
bouncing balland we needto empower the user whose location
isbeingshared. lamalittle concerned whenwe say, well,
let's just give an up-front notice and then everything is
goingtobeokay. So,Ithinkifwe followthe bouncingball
and make sure at every step of the way the user is empowered
with regard to their location information, looking at it
holistically with everybody at the table.

MS. MAIER: Justto add, | also think we need to
look atitglobally. 1know rightnowwe are inthe FTC and
we are talking about what goes on in the United States. But
more and more, all these issues are global issues. Mobile
is really the device outside these borders and we are going
to have to build systems that work everywhere.

MR. QUARESIMA: We have a question from the
audience, too.

UNIDENTIFIED FEMALE: My question was about
parental consent. You guys have mentioned that that would
be a goodidea. Buthow canyou be sure that it is parents
giving consent? Because kids are pretty savvy. | have a
child who knows how to change her age to make sure she can
get access to things, although we have talked about it.

(Laughter.)
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UNIDENTIFIED FEMALE: So, with all of this, and
especially if kids are getting opt-ins all the time saying,
do you want to opt in. A parent is not going to be there
with the cell phone all the time saying, you can do this,
you cannot do this. Is there a technology that can ensure
thatitis the parents who are actually saying, yes, my kid
can do this?

MR. ALTSCHUL: The wireless carriers, when itis
a carrier-supported service, | can only speak to those,
actually do know who their account relationship is with.
So, there is an account holder. So, ifitis a family plan
with four different phones, husband, wife and two kids, the
carrierwillknowwhotheaccountholderisandwillgothrough
a validation process in taking calls or speaking to that
person. Thatis part of the whole CPNI process and some of
the more recent FCC rules. It is a bit of a blunt force
instrument you can toggle on and toggle off these
capabilities. But for parents who are concerned, they
certainly can with the carriers deny users access to
location-based services.

MR.LORDAN: Withregardto your question, and it
is a very good one, | mean, kids are technologically very
savvy, sometimes parents may not feel like they are up to

speedwiththeirkids. WhatwedoatGetNetWiseiswe have
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thelargestdatabase ofkind of video tutorials, kind of how
to do things. | was hoping to get one up. | would point
you to Verizon Wireless’ parental controls, and | am not
plugging Verizon Wireless, | am not being paid to do that.
Buttheyactuallyhaveputinareallygoodsystemwithregard
to this. You can actually check, based on your kid’s age,
what services and what content they can access, and there
is also a button on checking location-enabled services.

Andthatisveryimportant. Parentshavetostart
internalizing the fact that their devices may be trackable
because kids, on different services, can consent to being
tracked by one another. But, then again, outside of the
carrier networking, outside of carrier controls, there is
nothing stopping kids from texting to other people, | am at
14th and I.

MS. MAIER: Or taking a picture.

MR. LORDAN: Or taking a photo, right. So, this
is a genie and it is way out of the bottle.

MR.QUARESIMA: Iwanttospendjustafewminutes
talking aboutlocation, specifically about location datain
useforadvertisingpurposes. So,letmethrowthisoutand,
Brian, maybe you could just sort of describe a little bit
howlocationdatais beingusedinadvertising currentlyand

where you foresee it going in the very near future.
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MR.KNAPP: So,lamnotawareofanyautomatically
geo targeted advertisements on mobile right now. As |
mentioned, Sky Hook came out withanannouncementtoday, and
this has been talked about a lot, as sort of the concept,
youarebrowsingthe mobilewebonyourphone,andlactually
think the more interesting case is information, content,
weather, news, local search, those kinds of things being
location-enhanced as well.

But, basically,whatyouwould doisjustpairone
ofthetechnologieswediscussedbeforewithanadvertisement
tocreateaverycontextuallyrelevantuserexperience. This
kind of targeting is not new. So, that is another thing |
would mention when we are analyzing location is let's keep
itinthe broader contextof, for example, whatis happening
on the web today where your IP address has been collected
foryearsandyearsandyearsandusedtogive anapproximate
geo location of yourself. So, I think the idea is
if you picture a passive browser is surfing the mobile web,
is there an opportunity whether it is a carrier, whether it
is a platform provider, perhaps a publisher themselves, to
add location to that mix. You are not sharing it with any
other third parties, but you are delivering to the user
contextually relevant advertisements.

Actually, | think Tim's idea to do a poll to get
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user understanding on this is good, but | think whether it
isnoworwhetheritisfive yearsfromnow, people are going
to expect their device to be able to locate itself. That
is a different way to ask the question than do you want the
governmentorotherthird partiestotrackyou. Butlthink
people are getting so used to smartphones and iPhones and
BlackBerrys being intelligenton how they provide services,
that | will think very quickly, again if it is not already
there, that there is going to be an expectation that your
devicecanlocateitself,itknowswhereitis. Itissmart,
it is a smartphone. And then I think you layer on top of
thatthatpeople expectsome ofthe applications and content
they use on that smartphone to be location- enhanced.

MS. COOPER: Can | follow on to that? There was
someone on an earlier panel who talked about what happens
whenyou browse the web onyour phone. Andlbelieve itwas
thegentlemanfromYahoo! said, well, thereis anidentifier
fromyour phonethatgets passed along with the click stream
data, and I think that using the web as sort of analogy or
the big brother of mobile web browsing is useful and here
you can see that on the traditional web, the way that
advertisers identify people, in general, has been with
cookies. And if you do not want to be tracked by the

particular cookie ID thatyou have atthe moment, you delete
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your cookie.
So, actually maybe this is a question for the
technologycompaniesonthe panel, thatidentifierthatgets
passed when you browse the web on your phone, how much is
it like a cookie, can you change it, can you delete it or
are you stuck with the same identifier that you have all the
time? Because if that is the case, then that obviously
facilitates mobile advertising, but it also dramatically
reduces the main tool that we have, at least today on the
web, for consumers to be able to take control of their own
privacy, vis-a-vis, advertisers and not be tracked based on
that number.
MR. QUARESIMA: Can you identify yourself?
MARCIA TROUTMAN: ltis like an IP address, and
whenyouhaveyourlaptoporyourdesktopandyourIP address
gets tracked, it is not like a cookie. So, it cannot be
deleted. Itis because it goes with your computer and your
IP address is linked to that specifically.
MS. COOPER: Is it dynamically assigned?
MARCIATROUTMAN: So,youwouldhavetochangeyour
phone in order to get a new cookie.
MS. COOPER: So, it is not like dynamically
assigned IP addresses that change?

MARCIA TROUTMAN: It is not, no.
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MR.MAGEE: Ithinkthismaybethelastquestion.

Thisfollowsuponwhatweweretalkingabouthere, Ithink.
Looking ahead, do you foresee a confluence at some point
between location-based services and marketing based on that
and marketing based on consumers’ online activities?

MR.KNAPP: Mike,areyougoingtohelpmeouthere?

So, | think that is why the FTC has some great foresight

in looking into this. Is there really much difference
betweenyourwebexperienceonyourBlackBerryPearlandyour
laptop? | think no. There is going to be less and less
difference. So, basically, we are here. Not everyone has

a BlackBerry Pearl yet.

And, so,ldothinkthatisthe questionandlalso
thinkthatiswhyitisimportantinsomewaystokeeplocation
whenweareanalyzingitinthe broadercontextofcontextual
and behavioral advertising, et cetera. |thinkitis very
timely to look at the behavioral advertising guidelines, in
particular CDT's comments on those, distinguishing between
behavior of advertising by creating profiles and keeping
informationovertimeandusingitonmoreofaone-timebasis
contextually.

So, | think you can add location to that mix and
help us analyze it, again, in the broader context of what

isalreadyhappeningontheweband nowthe mobile webtoday.
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MR.QUARESIMA: Fran,andthenwearegoingtowrap
it up.
MS. MAIER: Great, thank you. So, | think there
IS no question that there are some similarities, but the
location-based thing is a very important distinctive
difference. Ourguidelinesfrom 2004, | think what many of
us are talking about, there is the potential for consumers
to get scared and even for browser-based advertising on the
cell phone for them to react very negatively to too much
pinpointed location-based advertising, be it SMS or on the
browser.
To that effect, | think giving them at least some
way of opting out or turning that off in some way is going
to be an important principle and I think an opportunity to
build trust.
MR. ALTSCHUL.: If I could.
MR.QUARESIMA: Mike, allright. Fifteenseconds.
MR.ALTSCHUL: Iwantedtosuggestthatovertime
| think expectations will change. Caller ID has only been
with us 20 years. And, of course, one’s area code and the
three digits of the local exchange provide pretty good
location-basedinformation. Thereisawonderfulstorythat
oneofthebetatestersforCallerIDtechnologywasAmerican

Express in Florida, they had a call center. They were able
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to link the caller ID number to a reverse directory, so if
lwastocallthemfrommyhomephonenumber,theycouldanswer

thephone,yes, Mr. Altschul,whatcanwe doforyoutonight?

That freaked out so many people before anyone had
actually experienced Caller ID, they stopped doing it. It
did allow them to call up the account record of the caller
and be able to respond faster. And, of course, the FCC and
others have developed a long list of how you can turn on,
turn off Caller ID functions. But, now, 20 years later, it
is a common expectation that when you place a phone call,
Caller ID is going to be available to the called party.

| think similarly as what is very new and novel
now becomesacceptedin commonplace we will be talking about
theseissues, butinatotallydifferentway afewyearsfrom
now.

MR. QUARESIMA: All right. Thank you all very

much. | really appreciate it, a good discussion.

(Appl ause.)
MR. QUARESIMA: Everyone, we are going to take a

shortbreakandthenwearegoingtocomebackat3:30. Thank

you.
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