>> Claudia Bourne Farrell: Hi. I'm Claudia Bourne Fdyiald we're ready to begin. We're gonna
hear this morning from FTC chairman Jon Leibowitz andhfiAttorney General Lisa Madigan.
They will then take questions from the room, and then we Bame reporters queued up on the
phone. They'll take questions from them. I'd like yotuta off anything that beeps. Reporters --
We take only questions from reporters. Before we b&gifd like to treat you to a little video.

Go, James.

>> Jon Leibowitz: No sound?

>> Lisa Madigan: We'll think about letting you listenitiatoo.

>> James: [ Speaking indistinctly ]

>> Claudia Bourne Farrell: Pardon me?

>> James: Can we come back to it?

>> Jon Leibowitz: Do you want to go back and startragad give us sound? It's -- It's good
without the sound, but it's really good with the soundadghter ]

>> Lisa Madigan: And we're on time, so we'll givaiysome time. [ Laughs ] You need to see.

>> James: Okay.

>> Lisa Madigan: You're a guy. Can you get this thingexti@

>> Todd Davis: I'm Todd Davis, and I'm here to prove st sa--

>> Jon Leibowitz: We'll try this one more time, buhink we have the audio and the video
working together now. Thank you, James.



>> Male Speaker: 457-55-5462.

>> Male Speaker: If you've ever worried about identisft, it's time you got to know LifeLock.

>> Todd Davis: I'm Todd Davis, and I'm here to prove st safe your identity can be with
LifeLock. That's my real Social Security number.

>> Male Speaker: You're nuts, man.

>> Female Speaker: Can you believe that?

>> Male Speaker: Leading the way in identity theft pnttea, LifeLock helps keep your personal

information safe, even in the wrong hands.

>> Female Speaker: This is crazy.

>> Todd Davis: If anything happens while you're a clientifeflLock, we will cover all losses and
all expenses up to $1 million.

>> Male Speaker: You're going to protect me for $1 million?

>> Male Speaker: Call now or visit our website. Gotga your good name for only $10 a month.
You'll also see a huge reduction in junk mail and pre-appronesit offers.

>> Female Speaker: No junk mail? Sign me up.

>> Todd Davis: We aim to stop identity theft beforkappens.

>> Male Speaker: For security, peace of mind, and protec@imow or go online. LifeLock

guarantees your good name.



>> Jon Leibowitz: All right. Good morning. We wantgul to see this video because it gives you
a sense of the ads that were running by LifeLock. So, mbédowitz of the Federal Trade

Commission, and | can't tell you how pleased | am tbdve today.

>> Female Speaker: Whoops.

>> Jon Leibowitz: We'll try that again. But | caeli tyou how pleased | am to be here today with
Lisa Madigan, who has done just absolutely terrific wamkbehalf of the people of lllinois and

who has become really a nationally respected leatteng attorneys general and really the leader
among attorneys general in the effort that's cominguitidn today. As all of you know, identity
theft remains a critical issue for all Americanss liteen the number-one consumer complaint at the
FTC for the last 10 years in arow. FTC survey dathatdher survey data shows that millions of
Americans, probably 8 to 10 million Americans every yé&at victim to identity theft, and, not
surprisingly, given these alarming statistics, consumergrican consumers, are invariably
looking for ways to protect their personal informatamd their pocketbooks from people who want
to exploit them, and that's where LifeLock comes tnwds a company -- it is a company that
developed a market to capitalize on consumers' fedrauirig their identities stolen. Along with
lllinois and 34 other states and state attorneys gemnegathallenge LifeLock's practices because
they promise protection they didn't deliver. LifeLockpaeny of you know, has become a
nationally recognized company due to its widespread advertiamgaign for identity-theft-
protection services. The company promised consumerfottsi0 a month, it could actually

make their personal information useless to identity tisiewrel completely prevent identity theft.

Its CEO and co-founder, Todd Davis, who was in that comiadebecame famous for appearing in
ads just like that one, revealing his Social Security numbethe ad you saw at the beginning of
the press conference, a large truck drives around a tityDavis' Social Security number painted
on the side. In truth, though, the protection LifeLackually provided left such a large hole in it
that you could drive that truck right through it. Lifelkosubscribers did receive some protection
against unauthorized opening of new accounts in their narhephsumers received far less
protection against identity theft than they were promidéal. example, LifeLock's service didn't
stop the misuse of existing credit-card accounts, didiptte®misuse of existing bank accounts,
and those are among, really, the most common typeewtity theft. In addition, LifeLock made



claims reassuring consumers that it limited accesstogansitive financial data and encrypted it
for security. Unfortunately, the company didn't. Itsadsgcurity suffered from severe
vulnerabilities that are unacceptable for any companycthikgcts personal information from
consumers but especially shameful for a company thabpedly has a business model of
preventing identity theft. In the settlement, Lifekowill pay $12 million in total to settle charges
that it made deceptive claims for its services. Utldeiorders that LifeLock has entered into with
the FTC and the states, the company will have to gsgrgially every single dollar it has on hand
and tell consumers the truth about the benefits anthtions of their identity-theft-prevention
program and data-security practices. LifeLock will dlape to implement a data-security
program. And we'll use the $11 million that the FTC isiggtto give consumers refunds. The
FTC has also entered into orders with LifeLock CEO Tbduis and another company co-founder,
Robert Maynard. Now, LifeLock is still in businessdanhas changed its business model. It still
offers identity-theft-protection services. Now, from @erspective, as long as the company is
honest and up front with consumers, as long as isléiscribers know what they're getting, as long
as it has adequate security safeguards for sensitive custdarenation, we wish LifeLock well.
The sad truth, though, is that at the FTC, we se@thiictable cycle of predation over and over
and over again. First, a new problem comes to tledrtot of the news. It might be identity theft,
it might be home foreclosures, it might be unemplaytmi might be a health scare like the HIN1
flu. And then con artists who see a way to take adggnbf consumer anxiety pop up promising
all sorts of easy-fix solutions for a price. Whatether price, and honestly, LifeLock services --
and | want to emphasize this -- did provide at least dmmefits. It is far too much for consumers
to pay when they receive far less than they were peshirsreturn. Now, we have been working
very, very hard with our state partners in law enforeento stop these scams whenever they start.
By working together, we found that we're able to protensamers more effectively than we could
by working alone. And no one has worked harder or mdeetefely than Attorney General Lisa
Madigan, who has been just an absolutely invaluable padribe FTC on so many consumer-
protection issues and a leader in recent sweeps crackingaoscams involving employment
opportunities, mortgage modifications, debt-relief savj@and telemarketing. General Madigan
was instrumental in bringing this case against LifeLocH, lsar involvement here is just one more
example of why she has really deservedly earned thegagon for being one of America's top
cops. General Madigan, can | turn it over to you?



>> Lisa Madigan: You may.

>> Jon Leibowitz: Thank you so much.

>> Lisa Madigan: Thank you, Mr. Chairman. Let rag thank you to the FTC Chair, Jon
Leibowitz, for coming to Chicago today to announce theesaétht with LifeLock but also for his
commitment to partnering with state attorneys generalarticular to protect consumers across our
nation. Today's settlement with LifeLock representargrecedented joint enforcement effort
between 35 states and the FTC. It is, in fact, ttge$ joint FTC multistate settlement in the area
of privacy and identity theft to date. As the Chairmated, under the settlement, LifeLock will
pay $11 million to consumers who may have been misledtdbe benefits of LifeLock. Inthe
next few weeks, consumers will receive a letter froenETC and their state attorney general
explaining how to take part in the settlement. Our ingason of LifeLock focused on their
advertisements and their letters that were sent teucnars. And oftentimes, they included scare
tactics to sell the company's services. In its ads afettéss, LifeLock warned consumers that
they were at a heightened risk of identity theft whdaelLock had no basis of making such a claim.
In fact, | was the recipient of one such letteLafighter ] Instead of purchasing LifeLock's
services, though, | brought this letter into work. Thatdly the great thing about being the
Attorney General. As you can see in the lettestinaly says in bold, "Warning: If you have used
a credit or debit card before January 2009, you may bekat Asd then if you go on to read the
letter, you will be confronted with alarming and startlinfprmation that will lead you to wanting
to purchase their services. However, | want to tell tywee things that people need to know.
Number one, unfortunately, there is nothing that youdmaar purchase that will provide you with
a 100% guarantee against being a victim of identity thefthatitdoesn't mean that you should do
nothing. Two, there are some very basic steps thatgouake to protect yourself from identity
theft, and most of them are free. Three, don'tcheesl into spending your hard-earned money.
This is a typical tactic of scam artists. So, Libek's primary service was to request that credit
bureaus place a fraud alert on a consumer's credit reail, a fraud alert is an effective way to
protect against some types of identity theft. As yoteheeard, it is not an effective way to protect
against all types of identity theft. So, a fraud aleltnet stop an identity thief from running up



charges on your credit card once it's been stolenawdfalert will not stop an identity thief from
using your personal information to obtain medical sebvic®o, LifeLock's claims were misleading
consumers looking for protection, but, like Chairman bwilbz, | understand why people want
protection. So, identity theft continues to be rampamd, it continues to be a serious crime. Here
in lllinois, the office of Attorney General receive®46 identity-theft complaints last year.

Identity theft was our number-two complaint that wéedfiwith the office in 2009 as well as in
2008 and in 2007 and 2006. It was the number-one complaintrfithe iAttorney General's office
in lllinois. Fortunately, as we've mentioned, federal atate laws offer consumers a number of
free and effective resources to protect themselvesittenity theft, so | strongly encourage
everybody to take the time and to make the effortke talvantage of them. Number one, you can
start by receiving a free copy of your credit report, v need to become familiar with the
information that's contained in these reports. Wwwialcreditreport.com is the legitimate,
federally mandated website to order your free annual areplarts. Again, it's
annualcreditreport.com. | say it twice because thezglenty of other websites out there that have
even better-sounding names, but they will make you payofor reports. There are three credit-
reporting bureaus across this country. You are entitledédree credit report from each of them
once a year. So, | suggest that you stagger receiving t@etone every four months. That way,
you can monitor whether somebody has taken out dregdtur name throughout the year.

Number two, if you suspect that you have become oalaoet to become a victim of identity theft,
you can place a fraud alert on your credit reportsrém.f LifeLock doesn't have to do that for you.
You don't have to pay for that service. You can alswider whether to place a security freeze on
your credit report. That's different than the fraleita The security freeze makes your credit
report inaccessible to potential creditors, and that smékaore difficult for an identity thief to use
your credit. And, finally, there are some common-sesteps that you should always take to
protect your finances and to protect yourself from idemhigft. Always, every month when you
get your bank statements and you get your credit card statenneview them, make sure that there
are no unauthorized charges on your credit-card statgnnegite sure that everything balances on
your bank statement. And, as always, do not give awaly §ocial Security number. Do not give
out your personal financial information unless you haveAdditionally, in lllinois, victims of
identity theft can reach out to the lllinois Attorn&gneral's Office Identity Theft Hotline. That
number is 1-866-999-5630. We provide assistance to consume@&tiging to clear up all the



problems that result from the crime of identity théftis often a long and difficult process, and we
are happy to help you get through it. So, | strongly eragge anyone who is concerned about or is
confronted with identity theft to take these steps anditsider these resources before spending
your hard-earned money on an |.D.-protection service.inAgavant to give my thanks to the
Chairman of the FTC, Jon Leibowitz, for taking the titmdoe in Chicago, not just to announce the
LifeLock settlement, but for his continued and strong pastnp with the states in a whole variety
of consumer-protection areas, and I'd like to mentiahitls particularly significant that he's here
this week, because it is National Consumer Protecteekwand he's spending some time with us.
So, | look forward to more work with the FTC. | think thgtcombining our resources at the
federal and state level, we can provide even greaterciooté¢o people throughout our country
from consumer-fraud issues. Before | end, let me sdydhank you to the members of my staff
who were instrumental in this investigation settlemédbbie Hagan, who is the chief of our
Consumer Protection Division, Christine Nielsen, wdhprobably hiding. No, there she is. Wave.
Christine Nielsen and Josh Orenstein, two lawyemumConsumer Fraud Bureau, for all their
continued hard work. And with that, I think we would be hafgpanswer questions to the best of

our ability.

>> Jon Leibowitz: Claudia, do you want to add something?

>> Claudia Bourne Farrell: Before we take questiong,ttings. Will you please say who you are
and what organization you're with, and will you waibgk questions until someone can get to you
with a mike? There he is, mike in hand.

>> Regine Schlesinger: Hi. Regine Schlesinger from WHBBAio. Lisa, was it that letter that

you received that sparked this investigation, or had youdsir&arted looking into this before?

>> Lisa Madigan: My recollection is that the inugation was already ongoing. You know,
LifeLock is a company that had run and continues to run mumseads in newspapers, as you saw,
the ad on TV, and so | think it was just ironic that | gdetter. | don't know if there's -- I'm

looking for a date, but I'm positive that | had receiveslletter after we had started our

investigation.



>> Daarel Burnette: Hi. Daarel Burnette from thec@gp Tribune. Can you tell us what sparked
the investigation? There goes that mike again.

>> Jon Leibowitz: Poor WBBM. Love them anyway.

>> Daarel Burnette: Tough time for public radio.

>> Lisa Madigan: What was the question -- what spétked

>> Daarel Burnette: What sparked the investigation amdrhany people in lllinois do you think
suffered from --

>> Lisa Madigan: Do you want to answer this one?

>> Jon Leibowitz: Yeah. | mean, | think what sparkeslihvestigation was concern among state
A.G.s and the FTC that they were -- that LifeLock waaggerating the service that they were
offering to consumers and that it was an unfair or apgkge advertising, deceptive practice.
That's what sparked it. Plus, we had a handful of ¢&@ints, more than a handful of complaints.
You may have had some, too. But, really, this is thd ki and it was so public. | mean, as you
can see, and | think most of us have heard these adgas &0 public that it was easy for us. And
then when you get -- You know, when, like Attorney Gehlgladigan, you happen to get a letter
from them saying you could be the victim of identity thegdty ought to sign up for our service,
you know, that sort of is a visceral or a tangible @ietevidence that you know they're doing
some things they shouldn't have been doing.

>> Lisa Madigan: And let me follow up two things. €wyou know, we have been doing work --
and when | say "we," | mean at the state level dsaseat the federal level at the FTC -- for years
now. And so we know what types of protections are alkal We're well aware that there is no
100% guarantee that you will not be a victim of identigft. And so to suddenly see these

massive ads and this very significant ad campaign clairhatgybu will not be a victim, "we can



guarantee we will prevent it" -- you know, it raised aotenna, and we started looking into it.
And, two, something that apparently the media uncovevkith is, | think, rather entertaining, is
that, you know, the good Todd Davis, who has been flashingdugl Security number around,
has, in fact, become a victim of identity theft. Somebody took out a payday loan in his name.
So, one would like to think that he probably availed himsklfis own company's protections and
that's how protected he was.

>> Jon Leibowitz: Yes, sir?

>> Charlie Wojciechowski: Was this a particularlyGharlie Wojciechowski from Channel 5 here
in town. Was this a particularly egregious case? @sethere are a number of other
organizations, including most of the major banks, wheevedfering the same kinds of services.
Did this guy do something really bad, or is this whole busisesnething that the FTC and the
attorneys general were looking into it?

>> Jon Leibowitz: Do you want to take that, or Bké it?

>> Lisa Madigan: You can start.

>> Jon Leibowitz: Okay. Well, look, there are cetya some other companies that offer services
like this. I think a lot of them probably offer legitibeaservices and they don't exaggerate what
they're giving to consumers. From our perspective, we éredpoking around the industry to

make sure that when people advertise, they're adugriisnestly, and so consumers know, you
know, what they're paying for. In this case, they wérand so this was a fairly egregious case of,
you know, deceptive advertising, from our perspective. Kfeaw, is it as bad as, say, you know, a
predatory mortgage or a foreclosure-rescue scam? IHatjthut in the aggregate, the amount of

injury to consumers was pretty substantial.

>> Lisa Madigan: And just to follow up, Charlie, thigiation is worse just because of the volume
of advertising. Almost every day for months, if not weairemember opening up some of our
major newspapers here in Chicago and seeing, you knovpaiydi-ads that had been taken out by



LifeLock in addition to, you know, very heavy ads on TS0, it was more in volume. In addition,
you know, did they provide some benefit? Yes, but, as gaudh most of what they did you can
do on your own and you can do it for free. So, all yodne&now is, you know, start, you know,
if you want to put a security freeze on, okay. If yeeadto put a fraud alert on, okay. Get your
free copies of your credit reports. So, there argghyou can do. If you want to pay somebody to
do that, that's your choice, but don't be misled intdth@that this service is foolproof and you
will not become a victim of identity theft if you puiase it.

>> Theresa Gutierrez: Theresa Gutierrez, Channel SN&8w, he's called a con artist, a scam
artist. Why is he still in business?

>> Jon Leibowitz: Well, that's a good question. Thenaar is, we have with the attorneys general,
the 35 state attorneys general, and under Attorney &leévladigan’s lead, we have ensured that,
going forward, he has a legitimate business model, aratevgoing to stay on top of it. And as
Attorney General Madigan pointed out, there are s@gigihate things that the service offers. As
long as they advertise truthfully, then it's not a prabl They've also changed their business model
to some extent, and, going forward, it is far more withe realm of a legitimate business model

with honest advertising to consumers. So, that's whyays 8t business.

>> Theresa Gutierrez: Doesn't it send a message, ththaglyou can do something that's not right
and still stay in business?

>> Jon Leibowitz: Well, look, you raise a very legitite concern. We have been asking Congress
to give us civil fighting authority so that we can go iaftelefactors, but having said that, we took
all of the money they have on hand from that compafig.re giving redress back to consumers.
And so we think, actually, the lesson learned hereysufadvertise deceptively, you know, the
state attorneys general and the FTC are gonna coemneyalt.

>> Paula Gomez: My name is Paula Gémez, UnivisiomdNie Chicago. My question is, if none
of these services are 100% effective, what is the nomstnon way for people to get their identity
stolen? How does it happen? Why are these servicegonking? Why are they not effective?



>> Lisa Madigan: It's not that the services arenitkimg. It's that there is nothing you can do to
provide yourself with 100% protection. So, if somebody aur yeay out of here takes your purse,
uses your credit card, you're considered a victim of igethieft. We cannot give you 100%
guarantee that that won't happen. In the same way ifey@m put a security freeze on or you have
a fraud alert on your credit, it will not prevent camtanscrupulous creditors from taking out credit
in your name, which could be done by an identity thiealso will not prevent -- For example, one
of the claims that was made by LifeLock is that tbag protect children's credit. Well, children
don't actually have credit reports. They can't protgatnat that, and that's something that we see
far too often, where parents who have ruined credithese¢hildren's Social Security number to
take out credit. So, there are a whole series wdisitns that, you know, you cannot buy a service
to protect you from that crime, and so that's what weyreg to let people know. However, there
are many resources that are free and many common-$&amge you can do to monitor and do the
best you can to make sure you haven't become a victisheotity theft, and if you have, to restore

your good name and your credit.

>> Muriel Clair: Muriel Clair with WGN. What safegwis are in place for monitoring companies
like LifeLock so that they don't repeat? You said tiggttrnow they're doing what you think they
ought to be doing, but how are they being monitored?

>> Jon Leibowitz: You go ahead.

>> Lisa Madigan: Well, obviously, whenever thera isompany that is engaged in what we
consider to be deceptive practices, particularly wheontes to their advertising, we'll continue to
monitor them. So, as the Chairman mentioned, Lif&llwas changed their business model. They
are no longer putting fraud alerts on their customerditareports. And so their new business
model is one that we are very interested in seeingitiswhey think they will protect people from
identity theft. So, we'll constantly look into thatwthat we're working with them. It's similar to
what we do with other companies. And, as you're awlaeee have been times where we will, you
know, settle with somebody, file a lawsuit againstthand a year or two later, we're back with



another one because they aren't abiding by the law. dtithss, you know, that constant

vigilance.

>> Jon Leibowitz: Yeah. And | guess the only thing 8d & that, you know, we also look at the
advertisements in this industry, right? And we do phnetty regularly because we want to make
sure nobody else is puffing to the point of exaggerabienause, again, there's nothing worse than
someone who believes that they have, you know, iadngtotection against identity theft who then

becomes a victim of identity theft, and so we'll staytop of folks in this industry.

>> Kim Janssen: Hi, I'm Kim Janssen, "Chicago Sun-Timebkad a couple of questions. One,
do you have anyone that was a customer of LifeLock #raedorward that lost a significant

amount of money that you can think of specifically?

>> Lisa Madigan: We have consumer complaintshad\ee to find out if we've got folks that have

lost a significant amount of money. You?

>> Jon Leibowitz: We have several hundred -- we'rarawf several hundred persons, at least,
and probably more than that, who became victims of igethteft while using LifeLock. You
know, because of privacy concerns, we keep those nameskeep those names secure and

private.

>> Kim Janssen: How much did they lose? And they @y offered a $1 million guarantee.
Was that worth anything?

>> Jon Leibowitz: | -- my --

>> Kim Janssen: Did they pay out?

>> Jon Leibowitz: | think it was worth something.hirtk they did -- My understanding is that
LifeLock -- when someone who signhed up for LifeLock useldexame the victim of identity theft,



they did actually -- they did actually help out, and wereht bring that as one of our charges in our
complaint, so -- Go ahead.

>> Lisa Madigan: Let me add, we did look into thaig ao what they would do -- LifeLock would
hire lawyers and private investigators, but they did notfpagny of your out-of-pocket expenses.
So, any losses that you might have suffered trying towdiéathe situation on your own, they
wouldn't pay for. So, the 100% guarantee and the $1 millgainainflated in terms of what it

actually provided to consumers.

>> Female Speaker: When it comes to the refundiisigbing to cover all LifeLock customers,
and how much of their money can they expect to get b&rkwe know how many customers

there were?

>> Lisa Madigan: There were over a million custonsm®ss the country. They will, as |
mentioned earlier, within the next few weeks, customédrs signed up for services | think
between April 2005 and when in 2009? March of 2009 will recejeentletter from the FTC and
their state attorney general explaining the settleteetitem and asking if they want to participate
in the settlement. Based on the number of individwais say they want to participate, there will
be a calculation done. | think you guys are doing thdteaFTC, to determine how much,

ultimately, those people will get. So, it will dependhmw many people join the settlement.

>> Jon Leibowitz: Right. And, again, | think the mosportant part -- one of the most important
parts -- of our settlement isn't so much the money thaduomers are getting back, although that is

important, it's the fact that we're cleaning up this indugbigig forward.

>> Male Speaker: Question to either one of you about tbamgethat came up today. Citibank
announced that more than 600,000 of its customers Socialtgexunbers on the front of the
envelope. Is that the makings of an investigation thésefat under way? And if you can tell us
what the status of that is.



>> Lisa Madigan: That's a security breach, and tklenleavs is security breaches, not exactly of
that nature, take place every day, and that's one oé#sens that some of the tips that | went
through -- you have to do it routinely. Like it or not, are all potentially victims of identity theft
in this society, and so you've got to make sure that yodaang everything you can to look at your
credit report, make sure people aren't taking out creg@un name without your authorization,
and trying to protect yourself. So, yes, we've been dleitdon't know if there's a current
investigation going on, but there are laws that covet tiey have to do, and that's one of the
reasons, actually, that they are now, my understanslirgderting people to the fact that the
security breach took place.

>> Female Speaker: Can | ask you a question about sometba®y

>> Lisa Madigan: You always do. [ Laughter | What da yeed to know?

>> Female Speaker: Have you been told at all by thergowxs office how much your office

might take in the proposed budget?

>> Lisa Madigan: We are not sure what the final nunmlaee gonna be in terms of a budget cut to
our office. Obviously, the state is facing incrediblydb times. So, we've been doing everything
possible to reduce the pressure that our budget puts on lgeveraue funds, and so last year, the
budget that | submitted was actually, | think, the lowesiver 10 years in its request for G.R.F., in
addition to which, for the last two years, my offltas brought in over $1 billion, and so | think
we're a really good return-on-investment agency. Angba can imagine, not just by sitting here,
but in the other issues that we cover throughout the yehen the economy is struggling the way it
is today, the need for our services only grows, and seevie’en doing an enormous amount of
work to protect people -- in particular, those people atgostruggling to stay in their homes. We
have had to put on additional staff to try to help pegptemodifications so that they can continue
to pay their mortgage. In addition, many of you would beregted, and maybe you've even
availed yourself of the work that the Public Access Geior is now doing. We've had to hire on
additional staff to deal with that, so we've got some Sggmt challenges we're facing, but we're



gonna do everything we can to come in with a budget tlaat Isw as possible, particularly when it
comes to G.R.F.

>> Female Speaker: Have you made your case to the govern

>> Lisa Madigan: We're continuing to do that. [ Lasifjh

>> Jon Leibowitz: You know, if | can just add somethingy koow, state A.G.s and particularly
the lllinois State A.G. -- They are a terrificugt on investment. They protect consumers. They
bring more revenues in than it costs to run their affidad, you know, it is -- we all understand
that there are very difficult budgetary problems in estaye government and in the federal
government, but, you know, you like to think that law ecdonent would be the last place that you

have to cut.

>> Lisa Madigan: So, the Chairman will be sendingttet to Governor Quinn before he leaves
here today.

>> Jon Leibowitz: | have a meeting with him lat¢lLaughter ] Any other questions?

>> Male Speaker: | think we're gonna check the phone.

>> Jon Leibowitz: All right. Oh, the phone. Okayhile we're -- during this brief interregnum,
let me mention the folks from the FTC who were iweal in this investigation, several of whom
are here today. David Lincicum, Maneesha Mithal, whs aur Division of Privacy and Identity
Protection, Burke Kappler, Betsy Broder, Jessica Ricth,Jael Winston.

>> Claudia Bourne Farrell: Any more questions? The'll g@to the phone. James?

>> James: just tell her.

>> Claudia Bourne Farrell: We're ready to take c@ljggrator.



>> Operator: At this time, if you would like to ask a quastipress star, then the number 1 on
your telephone keypad. To withdraw your question, presgdhed key. Your first question

comes from the line of Terry Savage from "Chicago SumeEi” Your line is open.

>> Terry Savage: Hi, Lisa. A very interesting pressference. I'm trying to understand a little

bit about the issue you've created here. You say thate/gone after this company for
exaggerated advertising. Now, every single credit burglaether you go through
annualcreditreport or not, gives consumers the opportimpyrchase some form of protection.

So, are you saying that all forms of protection, evesdlaifered directly by the bureaus
themselves, exaggerate the kind of protection they can?offre you saying they're all worth at
least less than 100% protection? Are you, by only going ifiecompany, endorsing those

offered by the credit bureaus or by not at least goireg #iem? Could you give us a continuum
here of where this service becomes worthless, whéezdmes fraudulent, and maybe on the other

end where it has some value?

>> Lisa Madigan: Sure, Terry. I'd be happy to. Shbink as we both indicated, there are many
free resources that everybody should avail themselsprotect themselves from identity theft,
but there is nothing that you can do or you can purclegesta 100% guarantee against being a
victim of identity theft, and so we, being -- you knouindis, 34 states, and the FTC investigated
LifeLock, in large part, because of their claims thatas, you know, a 100% guarantee and that
they would, you know, be able to protect you. Basicillyas the volume of their advertising as
well as the claims that they made that led people, rpaople, to believe that they had greater
protection than they really did from identity theftnd\so going after and ultimately settling with
LifeLock is not an implicit endorsement of other | jrotection services. Really, it serves as a
warning to everybody in this industry, "Don't inflate wigatir services really provide.” And what
we hope comes out of this today is a heightened awaranasng people that there is work that
they can do for free to protect themselves from idetiigjt, and there are resources, from the FTC
to the lllinois Attorney General's Office, that ahette to help them monitor their credit as well as

restore their good name and credit if they are amicoti identity theft.



>> Terry Savage: Just to follow up, since everybody whrecks in for a free credit report, even if
they go through annualcreditreport.com, goes through otiee @hree major credit bureaus and,
without question, every request for a free credit resa@tcompanied by an offer, so that's an
advertising volume, for some kind of service. Each hutes a different kind of offer. Are you
saying that the volume of advertising is what attractedty LifeLock, or are you saying that the
other -- have you investigated the ones offered dirguttyugh the bureaus -- forget all the other

services -- and say that they are not exaggeratingdla@ins of protection?

>> Jon Leibowitz: Well, | mean, let me -- if | carst respond to this question. First of all, we
brought a case against freecreditreport.com in 2004 fdeaxismg advertising. And then we have
just written a rule, a proposed rule, that will require/hich will take effect, | believe, April 1st
that will require much clearer advertising and an oppostdoitevery consumer to go to
annualcreditreport.com, even if they go to freecredittempoone of the other competing services.
Again, we're -- as law-enforcement officials, we aréhe business of going after the malefactors,
and here we saw a, in terms of LifeLock, an exampk aimpany that was clearly engaging in
misleading advertising. And so is it, you know -- Aslinradustries, it is probably, to some extent,
a continuum, but | would say this. You know, if you're astoner and, you know, you see an
advertisement that says, "100% guaranteed to prevent ydenait,” that is a red flag, and, you
know, you should call your state attorney general orsjmuld call the FTC because we will take a
very, very close look at advertising like that.

>> Claudia Bourne Farrell: Next question, Operator.

>> QOperator: Your next question comes from the linBadf Sullivan from MSNBC. Your line is
open.

>> Bob Sullivan: Good morning. There are a couple @aiors now who are advertising heavily,
very direct imitators of LifeLock Services. Do yowhanything to say to them, to their
customers, or to people who might be thinking about thasees?



>> Lisa Madigan: Yes. Don't engage in misleadingdeweptive advertising. We will go after
you. In addition -- I'll say it again -- there are mdige, legitimate resources that you can use to
protect yourself from becoming a victim of identity théfuit there is nothing you can do or buy
that is a 100% guarantee against being a victim of ide hety, tand, Bob, we're happy you're with
us today.

>> Bob Sullivan: Thanks. Thanks for having me.

>> Claudia Bourne Farrell: Next question, Operator.

>> QOperator: Your next question comes from the linKiof Zetter from Wired. Your line is
open.

>> Kim Zetter: Hi. | had a couple of questions. Tingt one was related to what you said about
data security. Can you give a little more detail alhat LifeLock was failing to do to protect the
consumers' data?

>> Lisa Madigan: Okay. One of LifeLock’s claims tmsumers was that they would protect them
against all types of identity theft. But what theyravenainly doing was to put fraud alerts on
consumers' credit reports. Fraud alerts can only ptaedentity theft when a creditor accesses a
credit report prior to issuing credit, and so what thaans is that fraud alerts do not prevent -- as |
went through, it doesn't prevent someone from using y@udlitarard in an unauthorized way.

>> Kim Zetter: Can | interrupt you?

>> Lisa Madigan: Sure.

>> Kim Zetter: That wasn't my question.

>> Lisa Madigan: I'm sorry.



>> Jon Leibowitz: Well, look, let me see if | camsaver it. They said they -- In the simplest way,
they said they did a number of things to ensure thaitsencustomer information -- names,
addresses, Social Security numbers, what we call Ppénspnally identifiable information -- Are

we in a wind tunnel now? We are in a wind tunnel ndapologize. They said that they were
protecting it. They also said that they were encrgptire data, and they didn't do either, so, in that
sense, they were engaged in inadequate data securitye AT @y we have brought more than two
dozen cases involving inadequate data security. This wasutertiqoroblematic, though, because
it was a company -- it is a company -- that's engagedoiecting consumers' identity and

consumers' personal information.

>> Kim Zetter: Can you elaborate on what they weidwihg besides the lack of encryption? Was

there a problem with firewalls and other things?

>> Jon Leibowitz: What we can do is if you give us youmber -- | guess we have it -- we can

send you a copy of the complaint, and that will giva ywre detail.

>> Kim Zetter: Okay. | have one other follow-up questi®id you guys look at all at the claims
against Robert Maynard that he himself was an ideritigy2

>> Jon Leibowitz: Yes, Robert Maynard. It was al®®abert Maynard. Robert Maynard is the
other principle in the company, and Robert Maynard ig wesll known to the FTC because we
brought a previous action against him, | think in 1997 or 19%®uldn't quite hear. Your question
about Robert Maynard is...

>> Kim Zetter: There was a story published by some igegste reporters a couple of years ago
that accused him, essentially, of allegedly stealing\wis father's identity in order to open some

bank accounts.

>> Jon Leibowitz: I'm not aware about the issue mwvgl Robert Maynard and apparently stealing
his father's identity. | do believe it's not the sarédt Maynard who used to be the editor of the
"Oakland Tribune," though. [ Laughter ]



>> Kim Zetter: All right. Thank you.

>> Claudia Bourne Farrell: Next question, Operator.

>> QOperator: Again, if you would like to ask a questiorsprstar, then the number 1 on your
telephone keypad. Your next question comes from theofideff Gelles from Philadelphia. Your

line is open.

>> Jeff Gelles: Hi. | wondered if you could give usngosense of the actual magnitude of the
problem of identity theft at this point -- what the mastent data are and whether the Red Flag

Rules have had any effect. I'd also be interested insaime of them have been delayed.

>> Lisa Madigan: Let me give you the lllinois datdenms of the volume of complaints that are
received in the lllinois Attorney General's Office ardagnize these numbers will only be
indicative of consumers who have the wherewithaltene figured out that they can call us to
help. So, last year, in 2009, the Office of Illinoigdkhey General received 4,376 consumer-fraud
complaints regarding identity theft. Our Identity Thdftline fielded, | believe, 5,500 -- 2009, the
hotline received 5,517 calls, and since its inception in Fepnf2006, we've received over
24,000 calls, so approximately 6,000 calls a year to our Iddrtiéft Hotline. Looking at it, it's
approximately 5,000 consumer-fraud complaints that are wélynfled regarding identity theft.
Those are the Illinois numbers but only reflectivavbit comes into my office. Chairman

Leibowitz can give you some national data.

>> Jon Leibowitz: Yeah. Hi, Jeff. Last year well2¥8,000 complaints at the FTC, and it has
been the number-one area of complaints for, | beli@0 years in a row. We periodically do
identity-theft surveys, and the last time we did ityats about four or five years ago, | think when |
first came to the commission, and the number wasadassxof 8 million people annually. There's a
company -- | think it's called Javelin -- that doeous, | think, annual surveys of identity theft.
They've been sort of consistent with our numbers andenayen a little bit higher, but we do
know that, you know, somewhere between 8 and 10 millioerdgans every year are victims of



some sort of identity theft, so it is a pervasive pnoblél'he news about Citibank today, you know,
putting Social Security numbers on the front of envelop@s,know, just points out how difficult it
is to -- how difficult it is to stop this problem, becawessen, you know, the best corporations and
the most well-intentioned entities sometimes, you knon't have adequate data security or just
do something that's, like, boneheaded. And -- that's ataga by the way. And then we all have
to deal with the consequences.

>> Jeff Gelles: What about the Red Flag Rules?

>> Jon Leibowitz: Which Red Flag Rules?

>> Claudia Bourne Farrell: Red Flag Rules that tharreglys have said they shouldn't have to
comply with and we've delayed implementation.

>> Jon Leibowitz: Oh, those Red Flag Rules. | vaagking it was those Red -- You mean the

Red Flag Rules that are in litigation now, Jeff?

>> Jeff Gelles: Uh, yeah.

>> Jon Leibowitz: Well, it is a complicated -- You kmdook, we are trying to enforce -- We have
been trying to enforce them but also, you know, that provishich comes out of the Fair and
Accurate Credit Transaction Act, FACTA, of 2003 requirediousave 33 -- required the FTC to
engage in 33 separate rule-making reports and other obligatidany of the people engaged in --
who were engaged and who are now engaged in trying to stigtqne financial behavior had to
do rule-makings. There is not a single page, not a smgid, of Congressional history -- This is
probably more than you want to hear -- for that Redd-faovision. Nevertheless, we think we
have interpreted it as effectively, as appropriatelygassible. Our understanding is that the House
and the Senate are both proposing to modify their laregaad include some legislative history in
it this time. And so we have stayed enforcement oRe@ Flags Rule | think until June 1st, and
we hope by then Congress will sort of rethink it in And, at the same time, we're engaged in
litigation with the ABA over whether attorneys should beenthe rule, and we're hopeful that



Congress will modify the provision in the next 2 1/2 nmsrand that we can sort of move forward
on a clear, effective, straightforward, identity-th&ed Flags Rule that we can enforce and that
will help reduce identity theft.

>> Claudia Bourne Farrell: Do we have another &erator?

>> Operator: There are no further questions at this time.

>> Jon Leibowitz: Well, thank you all for coming.

>> Lisa Madigan: Again, everybody should be appreciaifiuée fact that the Chairman of the
Federal Trade Commission joined us in Chicago today foatineuncement. He has made
unprecedented moves to partner with states to proteatroens, not just in Illinois but across the

country, and it's greatly appreciated.

>> Jon Leibowitz: Well, I'm glad to be here, and geee should understand that Attorney
General Madigan was the leader -- the leader -- otffost, and I'm happy to be here today.

>> Lisa Madigan: Thank you. Thank you. Sure.

>> Male Speaker: Could I ask you to hold up your LifeLoctetst

>> Lisa Madigan: Oh, I'd be so happy to. [ Laughter ]

>> Male Speaker: Joe, you can come closer.

>> Lisa Madigan: I'm always excited when | get thésegts in the mail.

>> Kim Janseen: You said that it was the number-twoptaint for the last couple years. What

was the number-one complaint?



>> Lisa Madigan: Number-one complaint has beerseoer-credit issues, so -- what? I'm sorry.
I'm not helping. You're moving. So, problems with peopfestgages being -- Here, do you just

want the letter, or do you want me?

>> Male Speaker: Oh, I think it should be you and yoiterde

>> Jon Leibowitz: I'll just stand over here. Yowfanna White.

>> Lisa Madigan: Yeah, I'm not good at that. [ Laught®o, people who have gotten into
difficult-to-pay mortgages, so predatory mortgages, peoplehakie been victims of mortgage-
rescue fraud, people who are being harassed by collectbcglleictors, as well as people who
have complaints about their charges on their credds; so that was the number-one complaint.
And so with what's taking place in the economy, that'surprise, but, again, 2006, 2007, identity
theft was our number-one complaint. 2008, 2009, it's oonbeu-two complaint. | want to say the
consumer-debt category had about 8,000 complaints. Téjsasri mentioned, is close to -- what
did I say? -- 4,400 -- 4,400.

>> Claudia Bourne Farrell: Thank you, everyone.

>> Jon Leibowitz: Thank you, all.

>> Lisa Madigan: Thank you again. Thanks a lot.



